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Risk is…

Probability Impact



Four key concepts in supply chain
risk management
Supply Risk

• “…as the probability of an incident associated with inbound supply from individual supplier failures
or the supply market occurring, in which its outcomes result in the inability of the purchasing firm to
meet customer demand or cause threats to customer life and safety.” (Zsidisin, 2003)

Supply Chain Vulnerability
• “…an exposure to serious disturbance, arising from risks within the supply chain as well as risks

external to the supply chain” (Svensson, 2000)

Supply Chain Disruption
• “…unplanned and unanticipated events that disrupt the normal flow of goods and materials within a

supply chain” (Craighead et al, 2007)

Supply Chain Resilience
• “…the ability of a system to return to its original state or move to a new desirable state after being

moved” (Christopher & Peck, 2004)

Craighead, C. W., Blackhurst, J., Rungtusanatham, M. J., & Handfield, R. B. (2007). The severity of supply chain disruptions: design characteristics and mitigation capabilities.
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Christopher, M., & Peck, H. (2004). Building the resilient supply chain. International Journal of Logistics Management, 15 (2), 1-13.
Svensson, G. (2000). A conceptual framework for the analysis of vulnerability in supply chains. International journal of Physical Distribution & Logistics Management.
Zsidisin, G. A. (2003). A grounded definition of supply risk. Journal of Purchasing and Supply Management, 9(5-6), 217-224.



What did supply chain risk
management research say about
preparing for a pandemic?

Risk
category:
Catastrophic

It arises from high impact—low
probability potential events
associated with man-made
deliberate acts (e.g. terrorism),
unintentional man-made acts or
natural hazards (e.g.
hurricanes, earthquakes,
tsunamis)

Terrorism, war,
nuclear
accidents,
earthquakes,
hurricanes,
tsunamis, floods

Louis M., Pagell M. (2019) Categorizing Supply Chain Risks:
Review, Integrated Typology and Future Research. In: Zsidisin
G., Henke M. (eds) Revisiting Supply Chain Risk

Identify – e.g. supply chain mapping

Assess – Probability and impact

Mitigate –accept, transfer, share…

Monitor – data analytics

e.g. Zsidisin et al., 2005; Manuj and Mentzer, 2008a;
Tummala and Schoenherr, 2011; Fan & Stevenson
2018 NOTHING!



“Normal” disruptions vs. covid in
supply chains

“Normal” supply chain disruption Covid crisis

Geography Local / regional Global

Industry Single industry (nearly) all industries

Scope Supply OR demand OR logistics Supply AND demand AND
logistics

Impact Short-medium Medium-long

Lähde: Craighead et al. 2020; Moritz, 2020/ Supply chain management review, Ivanov 2020



Rao, S. and Goldsby, T.J. (2009), "Supply chain risks: a review and typology", The International Journal of Logistics
Management, Vol. 20 No. 1, pp. 97-123.



7

CAPS
Research
2021



Knowns and unknowns

Known unknowns: quantifiable uncertainties that we are aware of and for which a
specified probability of occurrence exists

• In SCM e.g., yield, supplier delivery lead times, border crossing times, bad
weather, and labor strikes

Unknown unknowns: a state or event a decision-maker could not have imagined
• The “black swans”
• Some can be knowable unknowns – e.g. covid did not come as a surprise to

epidemiologists



How can a supply
chain manager
prepare for
unknown
unknowns?



Which should you actually worry
about?



McKinsey Global Institute 2022

Here is where
the difference is
made!



MAPPING
HELPS TO
IMPROVE
THIS!!

Sheffi 2015





PROACTIVE MITIGATION OPTIONS
Inventory/safety stock management

Forward buying or hedging to mitigate cost risks

Closer collaboration and planning with suppliers (Tiers 1&2)

Active supplier monitoring combined with early detection
Alternate or dual sourcing

Contract management, including risk sharing and
performance-based contracts

Designing products for resiliency
Designing supply networks for greater resiliency

Rationalizing product portfolios
Regionalizing production and distribution

Near-shoring
Vertical integration

Tim
e to im

plem
ent

Cross-
functional
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needed

Source: Resilinc



Managing financial risk in supply
chains
Strategic requirements for supplier insurance and limitations of
liability

• Every contract should address: limitation of liability,
indemnification, and supplier insurance

Provider optimization and redundancy
• Avoid excessive consolidation of the supplier base
• A balanced supplier portfolio:

• Multiple plants by the provider
• Multiple suppliers in a primary and secondary role

Visibility to supplier financial stability



Supply chain
resilience
playbook

Network design
Sourcing strategy
Planning and inventory management
Product and engineering flexibility



Portfolio approach to procurement
risk

17VolumeLow High

Strategic
• Monitor suppliers 24/7
• Know supplier factory and warehouse

locations
• Insurance to cover profits lost from

disruptions at supplier sites
• Identify and monitor subtier suppliers and

sites (and ask for multiple sites)
• Ensure suppliers have comprehensive

risk mgmt. programmes
Leverage (A,B)
• Monitor suppliers 24/7
• Source from 2 suppliers rather than 1
• Insurance to cover profits lost from

disruptive events at supplier’s sites
• Identify subtier suppliers that are used for

critical parts/materials
• Map suppliers’ factories, warehouses and

distribution sites (to ensure they are not
all in same region)

Bottleneck
• Monitor suppliers 24/7
• Know supplier factory and warehouse

locations
• Identify subtier suppliers and sites
• Ask supplier to build and store parts at

multiple sites
• Recommend risk management practices

to suppliers

Non-critical (C,D)
• Monitor suppliers for changes that might

increase their risk (M&A, profit warnings,
lawsuits)

• Identify suppliers that rely on the same
subtier for critical materials

• Seek geographical diversity
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Learn to manage complexity &
uncertainty
Analytics: internal and external

• Increased spend visibility through systems and analytics
• Market intelligence, supplier health checks, weather & political

monitoring
• Understand, forecast, make decisions

Impact assessment & Risk management
• Increase detection lead time
• Add buffers & flexibility

Be prepared to reroute, have supplier capacity in different regions
Develop strong relationships with key suppliers
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MSc thesis Pispa, 2022



Trowbridge 2022

Supplier risk management
maturity



Reminder: Project proposal due Monday
This is to communicate your analysis plan for the case company: what do you
plan to do and how
700-1000 words (not including references and figures and/or tables)
Outline the following

• Your analysis plan, including but not limited to
• Assumptions you plan to make in your analyses
• Potential methods of analysis
• Key reference sources or software used can be noted as applicable

• Your timeline (e.g. gant chart)
• Expected deliverables based on your analysis

• Any key questions you want to get feedback on from the case company
• Any other information you see relevant


