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School of Electrical .
Engineering Course: ELEC-C7420

ELEC-C7420 - Basic principles in networking

Tutorial on wireless measurement

Introduction

In real world networks it is sometimes desirable to observe the traffic passing through a link or
host in order to detect anomalies, observe the behavior of the network and obtain important
statistics. One way to perform this kind of troubleshooting is capturing packets on the NIC of a
given network element using a sniffer or network protocol analyzer. In the industry there are
several options when it comes to capturing traffic on the network, e.g probes Accedian, Fluke
Networks, which are devices designed for this purpose. And, on the other hand, there are
specialized software that are installed on the computer connected to the network segment to
analyze. In this exercise we will use the software Wireshark, which is a common tool that will let
us capture packets on the interface and analyze them. Once we have captured the network frames
it is possible to observe their content, see the packet header, protocol type, filter the packets
according to our needs and so on.

Background

TCP/IP encapsulation

On the internet the packets routing in the networks are encapsulated according to the OSI layer
model or the TCP/IP stack protocols in order to follow the standards for each protocol, which are
defined by different organizations like IEEE or IETF. Similarly, in the receiving host a process of
de-encapsulation is conducted in order to retrieve the payload or data.
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Figure 1. TCP/IP Network stack encapsulation

Wi-Fi:

Wi-Fi stands from Wireless Fidelity which is a general term that refers to the standard defined by
the IEEE to define Wireless Local Area Networks (WLANS). This technology framework is defined
in the IEEE 802.11 set of standards that comply with the regulations for this technology. Besides,
there is the Wi-Fi Alliance that is an industry consortium that establishes the guidelines for the
implementation and inter-operability, from different manufacturers, to the Wi-Fi. There are several
Wi-Fi standards that have been developing along time, between the most popular implementations
we have:

e |EEE 802.11b:
o Appeared in 1999
o Frequency band: 2.4 Ghz
o Speed: 11Mbps (theoretical) working in 30m coverage area
o May suffer interference from devices working in 2.4GHz

e |EEE 802.11a
o Introduced in 2001
Frequency band: 5.0 Ghz
Speed: 54Mbps (theoretical)
Not compatible with IEEE 802.11b

O O O

e |EEE 802.11g
o Introduced in 2003
o Combination of features of the standards b and a
o Speed: 54Mbps
o Frequency band: 2.4 Ghz
o Compatible with b

Elements of a Wi-Fi Network:

e Access Point (AP): when there is a infrastructure mode network, the AP is the element in
charge of interconnect one or more hosts attached to it with each other or with other
networks, e.g the Internet.

e Wi-Fi NIC: is the interface between the host and the AP, this device enables the wireless
communication and the traffic.

e Hotspots: is a geographical area enabled with Wi-Fi access through one or more access
points to allow users connect to the Internet. For example a public area with Wi-Fi access
or a Café.
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Following the 802.11 MAC frame format:
Octets 2 2 6 6 6 2 6 0 to 2312 4
FC|D/I| Address Address Address |SC| Address Frame body CRC

FC = Frame control
D/I = Duration/connection ID
SC = Sequence control

Figure 2. 802.11 MAC format

o Frame Control: indicates the type of frame: data, management or control.

e Duration/Connection ID: when used as duration field, it indicates the time a channel is
successful in the transmission of MAC frames.

e Address: depending on the context, it could be the MAC address of the
Transmitter/Receiver or the MAC address of the Access Point.

e Seguence Control: it contains 4 bits to define fragmentation and a 12 bit sequence number
for the frames exchanged between the transmitter and receiver.

e Frame body: contains the protocol data unit.

o Frame Check Sequence (FCS): contains the 32-bit Cyclic Redundancy Check.

Network sniffer

A network sniffer or a traffic sniffer is a tool used for observing the data traffic of the network
passing through a given network interface in a host or device. The main function of this tool is to
capture, or also sniff , the packets sent and received by the host where the sniffer is running with
the objective of display or store the content of the protocols involved in the network interaction.
This method of network analysis is considered to be passive because it captures all the traffic for
further observation, however, the sniffer does not inject or modify any frame capture in/out the NIC
to be analyzed.

In the figure 3 we can observe the basic structure of the network sniffer, which consists of the
operating system running on the device, the applications that could be HTTP, FTP or SSH for
instance and the packet sniffer. The packet sniffer contains a module that implements the capture
of the packets (raw bits and bytes data) that are the bits encapsulated in the various protocols we
studied in the lectures and a packet analyzer module which is a software implementation able to
understand the protocols frame formats and display it accordingly. So, for example, the packet
analyzer knows exactly how many bytes have each header or field in all the protocols that it is
able to analyze, showing us the content for every packet in the right order.

During our practice experience we will use a packet sniffer called Wireshark
[http://www.wireshark.org/] which is an open source network protocol analyzer that runs
in several operating systems like Windows, Linux and macOS. It is able to read and write
in various capture formats like tcpdump (libcap) and pcap. Also it is possible to capture
and read live data from several data link layer protocols like Ethernet, Ethernet Il or IEEE
802.11.
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Figure 3. Network sniffer or packet sniffer structure

Getting Wireshark
Some Linux distributions have the Wireshark already installed, you can launch the application
directly in that case. Otherwise, it can be downloaded from the following link:

https://www.wireshark.org/#download

Windows installation:

For windows installation select the following options according to your case and follow the step-
by-step installation wizard:

/1 . .
WIRESHARK NEWS  GetAcquaintedv  GetHelpv Developv  ProjectHost SharkFest

& Windows Installer (64 Network TAP For Less

Windows Installer (3:

Windows PortableAp 2-bi = = GOT A TAP?

. T
macOS 10.6 and later Intel 64-bit .dmg WIRESHARK

UNIVERSITY

Source Code stcetand I Tiring artrors | oualEomMM BUY ONLINE

Official TCP / IP Troubleshooting Course
amazon
0ld Stable Release (2.4.12) « January 8, 2013 Training & Wireshark Tools

www.scos.training

Development Release (2.9.0) « December 13 Trusted By Wireshark Users Worldwide

Documentation

More downloads and documentation can be found on the downloads
page.

Figure 4. Download windows installers
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Ubuntu installation:

Add the stable official Personal Package Archive (PPA):
sudo add-apt-repository ppa:wireshark-dev/stable

Update the repositories:
sudo apt-get update

Install Wireshark:
sudo apt-get install wireshark

Debian installation:

Add the repositories on the apt source list:
sudo nano /etc/apt/sources.list

Add the following lines to the sources.list file:
deb http://ftp.debian.org/debian/ stable main contrib non-free
deb http://ftp.de.debian.org/debian jessie main

Update the repositories:
sudo apt-get update

Install Wireshark:
sudo apt-get install wireshark

Note: if you have any issue or problem during the installation you can refer to the Q&A forum of
wireshark for help on common issues: https://ask.wireshark.org/questions/

Getting started with Wireshark
When you launch the program you will get the Wireshark GUI like the one shown in figure 5. At
this point the sniffer is not capturing any packet yet.


https://ask.wireshark.org/questions/

,, Aalto University Tutorial on wireless V1.0 6 (19)
School of Electrical measurement
Engineering Course ELEC-C7420
Date

Activities

Wireshark «

£ Thu 00:14
The Wireshark Network Analyzer x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AW &HRE Q S 500 uE
\ ‘A\:‘|.:Lvachs‘:‘lav"il?er' <Ctrl-/> '1 Expression.. = +

Welcome to Wireshark

Capture

..using this filter: \ ‘En:el a capture filter . -} All interfaces shown ~

e
any
Loopback: lo
enp0s8
nflog
nfqueue
usbmonl
@ Cisco remote capture: ciscodump
@ Random packet generator: randpkt

Learn

User's Guide - Wiki - Questions and Answers - Mailing Lists

You are running Wireshark 2.6.5 (Git v2.6.5 packaged as 2.6.5-1~deb9ul).

#  Ready to load or capture No Packets

Figure 5. Wireshark main window

Profile: Default

Then, we must the select the interface where we wish to capture the traffic, e.g the wireless LAN
interface or the Ethernet interface. Note that in some cases there could be multiple interfaces, we
have to be sure which one is the one we are interested on.

Activities £ Wireshark ~ Thu 00:15
The Wireshark Network Analyzer X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am i@ &7 RT Q = [=[[cIoRog::
\ |A|.‘\:‘ly'achs|::lav"\l:er. <Ctrl-/> '} Expression..  +
Welcome to Wireshark
Capture
...using this filter: | |Emer a capture filter -] All interfaces shown -
Capos3 ———— ———— B
any
Loopback: lo
enp0s8
nflog
nfqueue
usbmonl
@ Cisco remote capture: ciscodump
@ Random packet generator: randpkt =
Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists

You are running Wireshark 2.6.5 (Git v2.6.5 packaged as 2.6.5-1~debSul).

#  Ready to load or capture No Packets

Figure 6. List of interfaces

Profile: Default

Once we select the desired interface where we will capture the traffic, click on the menu

Capture - Start ( Control + E) to start capturing the traffic going through this interface, or click the
corresponding button according to the figure 7:
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£ Wireshark «

The Wireshark Network Analyzer x

File Edit View Go Analyze Statistics Telephony Wireless Tools Help
[] @) [ @ Options.. Ctrl+K

|4 Start Ctri+E
y a display filter - = | '1 Expression..  +

Capture Filters...

Refresh Interfaces F5
Capture

..using this filter: | |Emer a capture filter ~ | |Allinterfaces shown =

enp0s3 An
any A
Loopback: lo
Cepose
nflog
nfqueue
usbmonl
@ Cisco remote capture: ciscodump
@ Random packet generator: randpkt

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists

You are running Wireshark 2.6.5 (Git v2.6.5 packaged as 2.6.5-1~deb3ul).

#  Ready to load or capture No Packets Profile: Default

Figure 7. Starting the capture

When the capture is started we can observe the packets being captured on the screen in real-time
and the packet counting increasing as shown in the figure 8:

£ Wireshark ~
*enp0s3 x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN J®SEERE QDS RKAFTE @ 8 8
y a display filter ... <Ctrl-/> =] '1 Expression.. = +
No. Time Source Destination Protocol Length Info =
9@ 52.470594359 10.0.2.15 172.217.21.132 ICMP 88 Echo request 1id=0x8cf5, seq=40/10240, ttl=64 (reply in 91

91 52.480420078 172.217.21.132 ICMP 98 Echo
L 92 53471848707 10.0 172.217.21.132 ICMP 98 Echo

2,15 (
93 53,480246408 172.217.21.132 10.0.2.15 ICMP 98 Echo (ping) reply

reply id=0x8cf5,
request 1d=0x0cf5, se
1d=0xBcf5, se

, ££l=52 (request in §
1/10496, ttl=64 (reply in 93]
1/10496, ttl=52 (request in ¢

94 54,473498070 10.0.2.15 172.217.21.132 ICMP 98 Echo (ping) request 1id=0x@cf5, seq=42/10752, ttl=64 (reply in 95}
95 54,483198879 172.217.21.132 10.0.2.15 ICMP 98 Echo (ping) reply id=0x8cf5, seq=42/10752, ttl=52 (request in ¢
95 55.475399989 10.0.2.15 172.217.21.132 ICMP 98 Echo (ping) request 1d=0x8cf5, seq=43/11008, ttl=64 (reply in 97)
7 Q7 "R 484304838 172 217 21 132 1 [ 2 18 TrMp a’ Frha fninnl renlw id=AvAe f5 sen=d3 /11008 Ft1=82 {reanest 1r\’( b

» Frame 92: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @

Ethernet II, Src: PcsCompu_aa:ac:82 (08:00:27:aa:ac:82), Dst: RealfekU_12 102 (52
» Internet Protocel Version 4, Src: 10.0.2.15, Dst: 172.217.21.132
» Internet Control Message Protocol

SEREENCOEREERCE 058 00 27 aa ac B2 08 00 45 00

08 54 9f d8 40 00 40 @1 cc 64 Ga 00 02 Of ac d9

15 84 08 00 5c 3c Oc fS 00 29 5f 76 36 5c 00 00

00 0O 35 00 05 00 00 00 00 00 10 11 12 13 14 15

16 17 18 198 1a 1b 1c 1d 1le 1f 20 21 22 23 24 25 11 45%

26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 &'()*+,- /012345
67

36 37 Number of packets
captured
© ¥ Ethemet (eth), 14 bytes |Packets: 97 - Displayed: 97 (100.0%) IDropped: 0(0.0%)  Profile: Default

Figure 8. Process of packet capture

The resulting capture screen has five important elements where we can obtain the information of
the packets, see the content and values of each protocol header and filter the trace according to
our needs. These components are shown in the figure 9:
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Activities Wireshark « Thu 00:46

1 *enp0s3 x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A m @ENRE Q& %85 =

\n ‘A\:‘ptv a display filter ... <Ctrl-/> = | '1 Expression... [+

]
[z
(o
[=
f
N

No. Time Source Destination Protocol  Length Info =

90 52.470594359 10.0.2.15 172.217.21.132 ICMP 98 Echo request 1d=0x0cf5, seq=40/10240, ttl=64 (reply in 91)

91 52.480420078 172.217.21.132 10.0.2.15 ICMP 98 Echo reply id=0x0cf5, seq=40/10240, ttl=52 (request in ¢
+- 92 53.471848707 10.0.2.15 172.217.21.132 ICMP 98 Echo (ping) request 1d=0xE@cf5, seq=41/10496, ttl=64 (reply in 93]

893 53.480246408 172.217.21.132 10.0.2.15 ICMP 88 Echo (ping) reply 1d=0x0cf5, seq=41/10496, ttl=52 (request in ¢

94 54473498070 10.0.2.15 172.217.21.132 ICMP 98 Echo (ping) request 1d=0x0cfS, seq=42/10752, ttl=64 (reply in 95]

85 54.483198879 172.217.21.132 10.0.2.15 ICMP 88 Echo (ping) reply 1d=0x@cf5, seq=42/10752, ttl=52 (request in ¢

96 55.475399989 10.0.2.15 172.217.21.132 ICMP 98 Echo (ping) request 1d=0x0cf5, seq=43/11008, ttl=64 (reply in 97) 1

Q7 55 484304R38 172 217 21 132 1im A2 18 TrMP QR Frhn fninnly ranlu id=Mvirf=s san=43 /110N FH1=82 (rannact wn’( b
» Frame 92: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @ -

~ Ethernet II, Src: PcsCompu_aa:ac:82 (08:00:27:aa:ac:82), Dst: RealtekU_12:35:02 (52:54:00:12:35:02)
~ Destination: RealtekU_12:35:02 (52:54:00:12:35:02)
Address: RealtekU_12:35:02 (52:54:00:12:35:02)
P . . = LG bit: Locally administered address (this is NOT the factory default)
e @ Lo oo . oo = I6 bit: Individual address (unicast)
b Source: PcsCompu_aa:ac:82 (08:00:27:aa:ac:82)
Type: IFv4 (Ox0800)
» Internet Protocel Version 4, Src: 10.0.2.15, Dst: 172,217.21.132 4
» Internet Control Message Protocol -
JU0D B2 54 00 12 30 02 08 00 27 aa ac 82 08 00 45 00 !
J010 00 54 9f dB 4@ B0 40 01 cc 64 Oa B0 02 Of ac d9
9020 15 84 08 00 5c 3c Oc f5 00 29 5f 76 36 5c 00 00
[clollopucloQolc =5 00 65 00 00 G0 00 00 16 11 12 13
(OBl 6 17 18 19 1a 1b 1c 1d 1e 1f 20 21
[bEOl-o6 27 28 29 2a 2b 2c 2d 2e 2f 30 31
0060 §

5

@ 7 Source or Destination Hardware Address (eth.addr), 6 bytes Packets: 97 - Displayed: 97 (100.0%) - Dropped: 0 (0.0%)  Profile: Default

Figure 9. Wireshark GUI

1) Command menus: they are the dropdown menus where we can start or stop captures,
open or save previous captures, select interfaces, exit the application and obtain useful
statistics from the trace. Also there are shortcut buttons below the menus that help us to
perform several tasks quickly.

2) Filter box: in this dialog box we can apply filters to the captured packets to match our
desired criteria with the objective to find specific packets, port numbers, protocols, MAC
addresses, IP addresses and so on. A detail review on how to use filters in wireshark will
be discussed in the following section.

3) Packet list: the packet list shows all the packets captured during the sniffing process or in
a previous capture opened in Wireshark. It has several columns that help us with the
packet reading:

- No.: contains the packet number in order ascending order, i.e if a packet has a
position number higher than other packet it means that this packet has been
captured after the packet with lower number.

- Time: shows the time when a given packet has been captured. Note that this
time is not the UTC or epoc time, i.e the first packet was captured in the second
0 and so on.

- Source: contains the source IP address of the packet

- Destination: contains the destination IP address of the packet

- Protocol: shows the protocol encapsulating the corresponding packet

- Length: contains the length in bytes of the packet.

- Info: contains a short description of the packet.
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4) Details: in this pane we can observe the details of the header of the selected packet, all
the encapsulation protocols and the fields of each one, as well as the values of every field.
5) Content: in this section we observe the content of the captured frame in both ASCII (right

column) and hexadecimal (left column)

[Note: for a more detailed information of every menu and feature, please refer to the Wireshark
user guide: https://www.wireshark.org/download/docs/user-guide.pdf]

Applying filters in Wireshark

The Wireshark GUI and also the command line implementation (Tshark) possess a powerful filter
section which allows us to eliminate the packets or information that is not our interest and focus
only in the packets that matters for our analysis. It means, that if a packet or packets meet the
filter criteria that we implement, they will be the only packets listed on the packet trace facilitating
the analysis and troubleshooting. The filters, for example, let us compare the fields of a specific
protocol against a desired value, match fields with other fields and validate the capture of a certain

protocol.

The fields values on the packet headers can be compared with other values as well. This
comparison operators can be expressed using English-like abbreviations or using C-like symbols:

eq, == Equal

ne, != Not Equal

gt, > Greater Than

1t, < Less Than

ge, >= Greater than or Equal to
le, <= Less than or Equal to

Also, the filters supports the multiple test with joint Boolean connectors:

&& - logical conjunction (i.e. AND)
|| - logical disjunction (i.e. OR)
! - logical negation (i.e. NOT)

Note that the filter box turns red when the filter expression is invalid, it turns green when the filter
expression is valid and turns yellow when it may produce unexpected results:

Activities £ Wireshark « Thu 01:41 & F
*enp0s3

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

d @ EHRE QAP RISZIE B2

(A farg B ~| Expression...

| ‘arpf 1X] '1 Expression...

Figure 10. Filters with valid and invalid expressions
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A simple filter expression could be the packet protocol name. If we input the protocol “ARP” as
shown in figure 11, Wireshark will only display the ARP protocol packets:

Activities £ Wireshark « Thu 01:44
*enp0s3 x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A W ®@ ERHRE QD 2 RRIASE|EFE @ = o E
[n]ard EED | Expression.. | *+
No. Time Source Destination Protocol Length Info

2 5,120555913  PcsCompu_aa:ac:82 RealtekU 12:35:02 42 Who has 18.0.2.27 Tell 10.0.2.15

3 5.120784082 RealtekU 12:35:02 PcsCompu_aa:ac:82 ARP 6010.0.2.2 1s at 52:54:00:12:35:02

82 48.640045109 PcsCompu_aa:ac:82 Realtekl_12:35:02 ARP 42 Who has 10.0.2.27 Tell 10.0.2.15

83 48.640124707 RealtekU_12:35:02 PcsCompu_aa:ac:82 ARP 60 10.0.2.2 is at 52:54:00:12:35:02

» Frame 2: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
v Ethernet II, Src: PcsCompu_aa:ac:82 (08:00:27:aa:ac:82), Dst: RealtekU_12:35:02 (52:54:00:12:35:02)
« Destination: RealtekU_12:35:02 (52:54:00:12:35:02)
Address: RealtekU_12:35:02 (52 54.00:12:35:02)
1 T

. . = LG bit: Locally administered address (this 1s NOT the factory default)
.0 .. = IG bit: Individual address (unicast)
- Source PcsCompu aa ac 82 (08 00 27 aa:ac:82)
Address: PcsCompu aa:ac:82 (GE 00:27:aa:ac:82)
AR O . . . = LG bit: Globally unique address (factory default)
.0 . .... =1G bit: Individual address (unicast)

0000 52 54 EJEJ 12 35 02 08 00 7| aa ac B2 08 06 00 01 RT -5 [
08 60 06 04 00 @1 08 00 27 aa ac 82 Ga 00 02 Of !
00 00 0O 00 00 0O Pa 00 02 02

© 7 Address Resolution Protocol: Protocol Packets: 97 - Displayed: 4 (4.1%) - Dropped: 0 (0.0%) Profile: Default

Figure 11. Filters showing only ARP packets

Following another filter examples:
e http.request — Display all HTTP requests.
e http.request || http.response — Display all HTTP request and responses.

e ip.addr == 127.0.0.1 — Display all IP packets whose source or destination is
localhost.

e tcp.len < 100 — Display all TCP packets whose data length is less than 100 bytes.

e http.request.uri matches “(gif)$” - Display all HTTP requests in which the uri
ends with “gif”.

e dns.query.name == “www.google.com” - Display all DNS queries for
“‘www.google.com”.

[Note: the complete detailed list of all the filters available to apply in Wireshark can be found in the
following link: https://www.wireshark.org/docs/dfref/ . Additionally, for further information regarding
filters syntax and manuals, may be found in the  following link:
https://www.wireshark.org/docs/man-pages/wireshark-filter.ntml ]
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Wi-Fi monitoring

In this experiment we will capture traffic on an 802.11 network interface and we will observe how
the 802.11 MAC frame is, the detail of its fields, the beacon frames and the retransmissions.
Through this experiment we will understand how the 802.11 Wireless LAC MAC format and its
fields.

Preparing the testbed

Capturing wireless frames on Windows may be problematic since it depends mainly on the drivers
installed in the system and the version of Windows, most of the wlan cards do not support the
monitor mode in windows, for this reason there are special tools like aircrack-ng and kismet.
However, we will use Ubuntu to capture the Wi-Fi traffic on Wireshark:

Check the name of the wireless interfaces with the following command:
iwconfig

We should obtain a result similar to the following:

lo no wireless extensions.
etho no wireless extensions.
sito no wireless extensions.
wlano unassociated ESSID:off/any

Mode:Managed Channel=0 Access Point: 00:00:00:00:00:00
Bit Rate=0 kb/s  Tx-Power:off

Retry:on RTS thr:off  Fragment thr:off

Power Management:off

Link Quality:@ Signal level:® Noise level:©

Rx invalid nwid:@ Rx invalid crypt:® Rx invalid frag:©0
Tx excessive retries:® Invalid misc:@ Missed beacon:0

In this case the wireless interface is wlan@. Now we should set it to monitor mode:
iwconfig wlan® mode monitor

Sometimes, it is not possible to change the mode if the interface is up, for this reason we can try
to disable first, change to monitor mode and then enable the interface again:

ifconfig wlan®@ down

iwconfig wlan® mode monitor

ifconfig wlan®@ up

Once we have configured our wireless interface in monitor mode we are able to capture traffic on
the 802.11 protocol using wireshark. The way our devices know the name of the wireless networks
configured in the access point is through the so-called beacon frames, which is a frame sent by
the AP in a constant interval, it contains all the information about the Wi-Fi network. The wireless
NIC will send probe request frames to all the access points in the coverage area (broadcast) and
the AP will response with its beacon, this kind of frames are called management frames in the
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802.11 protocol, the other frames are control frames and data frames. Now we capture the traffic
on the wireless interface (take in account that the device must not be connected to any wireless
network in order to have a better observation of the frames). After starting the capture we should
obtain a trace similar to the following:

30 128 byl

» Prome 12000 BITS), 123 bySen comtured L1008 BLLS) wn Interface ®
* RAILSTap Meadder e
» ouz

peapag Pachutic 75- Disglaywd: 73 {100.0%) - Dropp

Figure 12. Packet capture on the wireless interface

Now we apply a filter to the wireshark to obtain only the beacon frames. In this case we have to
consider that the beacon frames are part of the management frames with sub-type value of 8, for
this reason we apply the following filter in the filter box:

wlan.fc.type_ subtype == 0x8

ce4dams B X Q (=] F@ddEw
1o wian SO type_subtype e Su g

271 538 ryles w6 wiie (2040 BiTS). 30 byles caatared (080 Nits) wn interface &
n 48

»Prome
*RuIlatap Weader o), Lecgt
»002.11 radio infarsatico
» ICEE $82.11 Duecan frame, Flags: .......C
*TEEE $02.11 wireless LAN mevagement frame

Figure 12. Packet capture on the wireless interface
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In this case there were only 5 beacon frames, however, it depends on the environment where the
capture is being conducted, if there are more access points nearby, then the capture should have
lot more beacon frames. Now we look closer to the beacon frame, in your capture you can explore
every field and every value of the frame:

® 27 3.131005956 Tp-LinkT_65:cb:b0 Broadcast 802.11 330 Beacon frame, SN=2704, FN=0, Flags=........C,

kFrame 27: 330 bytes om wire (2640 bits), 338 bytes captured (2640 bits) on interface @
b Radiotap Header v@, Length 48
»802.11 radio information
» IEEE 8082.11 Beacon frame, Flags: .... .
= IEEE 882.11 wireless LAN management frane
*» Fixed parameters (12 bytes)
- Tagged parameters (242 bytes)
P Tag: S5ID parameter set: Kasi 2.46
¥ Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), %& 18, 36, 54, [Mbit/sec]
b Tag: D5 Parameter set: Current Channel: 18
» Tag: Extended Supported Rates 6, 12, 24, 48, [Mbit/sec]
¥ Tag: AP Channel Report: Operating Class 32, Channel List : 1, 2, 3,
» Tag: AP Channel Report: Operating Class 33, Channel List : 5, 6, 7,
»Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
¥ Tag: Vendor Specific: Microsof: WPS
*Tag: ERP Information
»Tag: HT Capabilities (882.11n D1.18)
*Tag: HT Information (862.11n D1.18)
¥ Tag: Overlapping BSS Scan Parameters: Undecoded
»Tag: RSN Information
» Tag: Vendor Specific: Microsof: WMM/WME: Parameter Element
» Tag: QBSS Load Element 862.1le CCA Version
» Tag: Vendor Specific: RalinkTe

0850 80 89 4b 61 73 69 5f 32 5 1 2.46. -
LI es 82 84 Bb 96 12 24 4B 6c 83 01 @a Bl

aeve 60 33 88 26 61 62 @3 @4 B85 66 87

e 6 87 88 89 8a 6b 85 84 ©0 01 60 08 dd 31 80 5e [

0896 2 84 16 43 86 81 16 18 44 06 81 82 16 47 66 16 »

Figure 13. Detail of the beacon frame

One important field to observe is the SSID, which give us the name of the wireless network
configured on the Access Point. Also, the beacon frame format changes depending on the version
of 802.11 protocol that is being implemented in the Access Point.

Monitoring the 802.11 frame
From the 802.11 frames captured we can identify the fields from the captured packets:

Receiver address Transmitter address
Duration (MAC of AP) (MAC of source STA)

P8 01 [30 00|[ed ce 8f 66 b2 42|fed ce 8f 5b al f6|
Destination address
(MAC of dest. sTA) (€4 ce 8f 5a Oc 5e||f@ 00|laa aa ©3 00 00 00 08 00
Sequence control |45 @99 90 37 59 33 40 0P 40 06 60 1la cP a8 @0 10
c® aB 88 13 e® 1c 11 5c f4 6d 68 b2 cf a7 ee 49
80 18 90 e5 2d eb 90 90 01 91 ©8 Pa 9O 6O 33 f5
P8 00 33 85 48 69 @a Frame body

Figure 14. Detail of the 802.11 frame
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Also we can observe the format of the acknowledge frame:
Receiver address
(TX MAC of frame that is
Duration being acknowledged)
d4 oo/[ee 00|[ed ce 8F 5b al f6|
Figure 15. Acknowledgment of the 802.11 frame
Now we will take the following packet as example, in order to analyze all the MAC layer fields
and retransmissions:
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
@ | =
Am J@al I ®RE acovdcE =000 =
\Ilwlan.bssid == E4.CE:8F:66:B2:42 or wlan.ra == E4.CE:8F:66:82:42 or wlan.ra == e4:ce:8f:5a:0c:5e or wlan.ra == e4:ce:8f.5b:al:f6 [<] '| Expression.. | +
No. Time Source Destination Protocol Length | Info
22520 2017-83-22 15:51:38.112168 ed:ce:B8f:66:b2:42 bc:9f:ef: 802.11 83 Probe Response, SN=3906, FN=0
22828 2017-03-22 15:51:38.612904 ed:ce:BT:66:b2:42 10:40:F3: 8e2.11 83 Probe Response, SN=3912, FN=0
22830 2017-03-22 15:51:38.622118 ed:ce:B8T:66:b2:42 10:40:F3: 8e2.11 83 Probe Response, SN=3913, FN=0
22849 2017-03-22 15:51:38.826400 ed (RA) 8e2.11 10 Clear-to-send, Flags=.
| | 826397
22851 2017-083-22 15 38.8264088 ed 8f:5b:a (RA) 882.11 10 Acknowledgement, Flags=. .
22852 2017-03-22 15:51:38.827432 192.168.0.16 192.168.0.19 TCcP 87 [TCP Retransmission] 57372 - 4444 [PSH, ACK] Seq=1 Ack
22853 2017-03-22 15:51:38.827428 ed:ce:BT:66:b2:42 (RA) 882.11 10 Acknowledgement, Flags=........
22854 2017-03-22 15:51:38.829467 192.168.0.19 192.168.0.16 TCcP 84 4444 -~ 57372 [ACK] Seq Ack=4 Win=28056 Len=0 TSval=1.
22855 2017-03-22 15:51:38.829481 ed:ce:Bf:5a:8c: (RA) 882.11 10 Acknowledgement, Flags=........
22856 2017-03-22 15:51:38.830504 edice:BT:66:b2:42 (RA) 802.11 10 Clear-to-send, Flags=.......
22857 2017-083-22 15:51:38.830504 192.168.0.19 192.168.08.16 TCP 84 [TCP Dup ACK 22854#1] 4444 - 57372 [ACK] Seg=1 Ack=4 W.,
22858 2017-03-22 15:51:38.830494 ed:ce:BT:66:b2:42 (RA) 802.11 10 Acknowledgement, Flags=........
v Frame Control Field: @x8801
. ..00 = Version: @
«... 1B.. = Type: Data frame (2)
@eE8 .... = Subtype: @
v Flags: @x01
+v.. .81 = DS status: Frame from STA to DS wia an AP (To DS: 1 From D5: @) (0x@1)
. More Fragments: This is the last fragment
.. Retry: Frame 1s not being retransmitted
..8 . PWR MGT: STA will stay up

0. ...
.000 0000 8011

» Logical-Link Cont
» Internet Protocel

v Data (3 bytes)
Data: 48650a

More Data:

0000 = Duration:

rol
Version 4, Src:

[c]

No data buffered
Protected flag: Data is not protected
Order flag: Not strictly ordered
48 microseconds
Receiver address: Apple_66:b2:42 (ed:ce:B87:66:b2:42)
Destination address: Apple_5a:@c:5e (e
Transmitter address: Apple_Sb:al:f6 (ed:ce:8f:5b:al:f6)
Source address: Apple 5b:al:f6 (ed4:ce:8f:5b:al:f6)

BSS Id: Apple 66:b2:42 (ed:ce:87:66:b2:42)
STA address: Apple 5b
e . 0000 =
0ee8 0000 1111 ...

:al:f6 (ed:ce:8F:5b:al:f6)
= Fragment number:
. = Sequence number: 15

192.168.8.16, Dst:
» Transmission Control Protocol, Src Port: 57372 (57372), Dst Port: 4444 (4444), Seq: 1, Ack: 1, len: 3

e:8f:5a:0c:5e)

192.168.0.19

Length: 3]

08
ed
45
co
ae
G0e58 oee

01
ce
0e
ag
i8
0e

30
af
08
08
08
33

00 e
5a o
37 5
13 e

e5 2d eb 60

&5 EENEENER

4 ce 8F
c 6e fO
9 33 40
0 ic 11

66
ee
ee
5c
ee

42
aa
06
6d
01

ed
03
60
68
o8

ce
o8
la
b2
Ba

8t
oa
c@
cf
oa

5h
00
ag
a7
00

al T6
08 e
00 18
ee 49
33 5

0. LT
LA

EN-: )

B

O 7 Text (data.text),

3 bytes

Packets: 23808 - Displayed: 553 (2.3%) - Load time: 0:0.218

Figure 16. TCP packet over 802.11 encapsulation

Profile: Default
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In the figure 16 we observe that the type inf the Frame Control header indicates the frame as “Data
Frame” (recall there are other two frames: control and management):

Frame Control Field: 0x0801

..00 = Version: ©
cee . Type: Data frame (2)
0000 .... = Subtype: ©

=
()
]

Observing the flags in the frame control field we determine:

- The frame is being transmitted from a wireless host (laptop, cellphone, etc.) to
the distribution system by the AP.

- The frame is not the first of a fragment that has been divided into several frames

- The frame is not a re-transmission of an already sent frame, however it is not
acknowledged yet.

Flags: ox01

«e.. ..01 = DS status: Frame from STA to DS via an AP (To DS: 1

From DS: 9) (0x01)
.0.. = More Fragments: This is the last fragment

Retry: Frame is not being retransmitted

PWR MGT: STA will stay up

J00C More Data: No data buffered

o e Protected flag: Data is not protected
@... .... = Order flag: Not strictly ordered

® - -
e ® - -
. ® -
- O
{1 | T | B ||

Now, we see that the transmission lasted 48 microseconds:
.000 0000 0011 PPRO = Duration: 48 microseconds

We can also see this value from the dumped hexadecimal values of the packet: 3000x16 which is
48 in decimal:

08 01 30 00 e4 ce 8f 66 b2 42 e4 ce 8f 5b al f6

e4 ce 8f 5a Oc 5e fO 00 aa aa O3 00 0O 00 ©8 00

45 00 00 37 59 33 40 00 40 06 60 la cO a8 00 10

CcO a8 00 13 e0 1c 11 5c f4 6d 68 b2 cf a7 ee 49

80 18 00 e5 2d eb 00 00 01 01 08 Pa 00 00 33 f5

00 00 33 85 48 69 Qa

Now we can see the MAC addresses of the AP, the source and the destination. Following the
MAC address of the AP:

08 01 30 00 e4 ce 8f 66 b2 42 e4 ce 8f 5b al f6

e4 ce 8f 5a Oc 5e fO 00 aa aa O3 0O 00 0O 08 00

45 00 00 37 59 33 40 00 40 06 60 1la cO a8 0O 10

cO a8 00 13 e0 1c 11 5c f4 6d 68 b2 cf a7 ee 49

80 18 00 e5 2d eb 00 00 01 01 08 Pa 00 0O 33 f5

00 00 33 85 48 69 0Qa

MAC address of the source:

08 01 30 00 e4 ce 8f 66 b2 42 e4 ce 8f 5b al f6
e4 ce 8f 5a Oc 5e fO 00 aa aa O3 00 00 00 08 00O
45 00 00 37 59 33 40 00 40 06 60 l1la cO a8 00 10
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cO a8 00 13 e0 1c 11 5c f4 6d 68 b2 cf a7 ee 49
80 18 00 e5 2d eb 00 00 01 01 08 Qa 00 00 33 f5
00 00 33 85 48 69 Qa

MAC address of the destination

08 01 30 00 e4 ce 8f 66 b2 42 e4 ce 8f 5b al f6
e4 ce 8f 5a Oc 5e fO 00 aa aa 03 00 00O 0O 08 00
45 00 00 37 59 33 40 00 40 06 60 1la cO a8 0O 10
cO a8 00 13 e® 1c 11 5c f4 6d 68 b2 cf a7 ee 49
80 18 00 e5 2d eb 00 00 01 01 08 Pa 00 00 33 f5
00 00 33 85 48 69 Qa

Wireshark also summarize the address information in the form:
Receiver address: e4:ce:8f:66:b2:42

Destination address: e4:ce:8f:5a:0c:5e

Transmitter address: e4:ce:8f:5b:al:f6

Source address: e4:ce:8f:5b:al:f6

BSS Id: ed4:ce:8f:66:b2:42

STA address: e4:ce:8f:5b:al:f6

V1.0 16 (19)

ELEC-C7420

The next fields we observe are the sequence number, 15; and the fragment number, O:

0000 0000 1111 .... = Sequence number: 15
. 0000 = Fragment number: ©

These two values can also be obtained observing the raw hex dumped information:

08 01 30 00 e4 ce 8f 66 b2 42 ed4 ce 8f 5b al f6
e4 ce 8f 5a Oc 5e fO 00 aa aa 93 00 00 00 08 00
45 00 00 37 59 33 40 00 40 06 60 la cO a8 00 10
cO a8 00 13 e® 1c 11 5c f4 6d 68 b2 cf a7 ee 49
80 18 090 e5 2d eb 00 00 01 91 08 ©a 00 00 33 f5
00 00 33 85 48 69 0@a

Now, to observe the 802.11 acknowledgement we need to select the next packet on the example

depicted on the figure 16:
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File Edit View Go Capture

V1.0

ELEC-C7420

17 (19)

[%] ~| Expression...

+

14 @ | == =
AdmA®| @ G aeoovdc5 BE0O =
W | wlan.bssid == E4:CE:BF:66:B2:42 or wlan.ra == E4:CE:BF:66:B2:42 or wlan.ra == e4:ce:8f:52:0c:5e or wlan.ra == e4:ce:8f.5b:alf6
No. Time Source Destination Protocol Length | Info
22520 2017-83- .112168 ed:ce:87:686:b2:42 bc:9f:ef:77:c0:01 802.11 83 Probe Response,
22828 2017-03- .612904 ed:ce:87:686:b2:42 H B 120:c2 802.11 83 Probe Response,
22830 2017-83- .622118 ed:ce:87:686:b2:42 120:c2 802.11 83 Probe Response,
22849 2017-03- .B264080 al:f6 (RA) 882.11 10 Clear-to-send, Flags=..
22850 2017-03- .B26397 192.168.0.16 TCcP 87 57372 — 4444 [PSH, ACK] Si
8 s 1= ( B 10 Acknowledgement,

2

22852 2017-83- .B27432 192.168.0.16

22853 2017-03- .B27420 ed:ce:B87:66:b2:42 (RA) 802.11 10 Acknowledgement
22854 2017-03- .B29467 192.168.0.19 192.168.0.16 Tcp

22855 2017-03- .B829481 ed:ce:8f:5a:0c:5e (RA) 802.11 10 Acknowledgement
22856 2017-03- .8305084 ed:ce:8F:66:b2:42 (RA) 802.11

22857 2017-03- .830504 192.168.0.19 192.168.08.16 TCcP

22858 2017-03- .B8308494 ed:ce:87:66:b2:42 (RA) 8e2.11 10 Acknowledgement

SN=3986,

SN=3812
SN=3813

Flags:

87 [TCP Retransmission] 57372

Flags=

84 4444 — 57372 [ACK] Seq=1 Ack=

Flags=

Flags=

, FN=0,
, FN=0,

FN=0,

4444 [PSH, ACK]

10 Clear-to-send, Flags=........
84 [TCP Dup ACK 22854#17 4444 — 57372 [ACK] Seg=1 Ack=4 W.

Seq=1 Ack.

» Frame 22851: 10 bytes on wire (8@ bits), 10 bytes captured (8@ bits)
v IEEE 802.11 Acknowledgement, Flags:
Type/Subtype: Acknowledgement (0x801d)

v Frame Control Field: @xd400

. ..00 = Version: @

PP b Type: Control frame (1)
1101 .... = Subtype: 13
v Flags: @x00
. ..80 DS status: Not leawving DS or network is operating in AD-HOC mode (To DS: © From DS: @) (0x@8)

o.. More Fragments: This is the last fragment

Retry: Frame is not being retransmitted

PWR MGT: STA will stay up

More Data: No data buffered

B Protected flag: Data is not protected
0... ... Order flag: Not strictly ordered

.00 0080 @000 GREE = Duration: © microseconds

Receiver address: ed:ce:8f:5b:al:T6

d4 00 00 00 ed ce 8F 5b al 6

O 7  wilan-capture-01

Figure 17. 802.11 acknowledge frame

The ACK frames only have three fields:

Packets: 23808 - Displayed: 553 (2.3%) - Load time: 0:0.218

- Frame Control bits are set to 1101, this means it is an ACK frame.
- Duration field is set to 0 if acknowledging a complete data frame or the final

fragment in a fragment burst.

Profile: Default

- Receiver address field is transmitter address of the frame that is being

acknowledged.

In this capture there is a re-transmission from the AP to the destination, because the same payload
of the next packet in the trace is transmitted from the AP to the destination:
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
o — X
Am i@ a1 REaeoudc=000F
W | wlan.bssid == E4:CE:8F:66:82:42 or wlan.ra == E4:CE:B8F:66:82:42 or wlan.ra == e4:ce:8f:52:0c:5e or wlanra == e4:ce:8f.5b:alf6 [x] - | Expression... +
No. Time Source Destination Protocol Length | Info
22520 2017-83-22 .112168 ed:ce:87:686:b2:42 bc:9f:ef:77:c0:01 802.11 83 Probe Response, SN=3886, FN=0@,
22828 2017-83-22 .612904 ed:ce:87:686:b2:42 10:40:73:89:20:c2 802.11 83 Probe Response, SN=38912, FN=0,
22830 2017-83-22 .622118 ed:ce:87:686:b2:42 10:40:73:89:20:c2 802.11 83 Probe Response, SN=3913, FN=0,
22849 2017-03-22 .B264080 ed:ce:BT:5b:a1:T6 (RA) 882.11 10 Clear-to-send, Flags=........
22850 2017-03-22 .B26397 192.168.0.16 192.168.0.19 TCP 87 57372 — 4444 [PSH, ACK] Seq=1 Ack=1 Win=29312 lLen=3 TS
22851 2017-03-22 .B26408 edice:BT:5h:al:f6 (RA) 802.11 10 Acknowledgement, Flags=...

2017-03

4

87 [TCP Retransmission] 5737

22853 2017-03-22 :51:38.827420 ed:ce:BT:66:b2:42 (RA) 802.11 10 Acknowledgement, Flags=........
22854 2017-83-22 15:51:38.829467 192.168.0.19 192.168.0.16 Tcp 84 4444 -~ 57372 [ACK] Seq=1 Ack=4 Win=29056 Len=0 TSval=1
22855 2017-03-22 15:51:38.829481 ed:ce:Bf:ba:Bc:be (RA) 882.11 10 Acknowledgement, Flags=........
22856 2017-03-22 15:51:38.830504 ed:ce:8F:66:b2:42 (RA) 802.11 10 Clear-to-send, Flags=.......
22857 2017-03-22 15:51:38.830504 192.168.0.19 192.168.08.16 TCcP 84 [TCP Dup ACK 22854#17 4444 — 57372 [ACK] Seg=1 Ack=4 W.
22858 2017-03-22 15:51:38.830494 ed:ce:Bf:66:b2:42 (RA) 882.11 10 Acknowledgement, Flags=........

» Frame 22852: 87 bytes on wire (696 bits), 87 bytes captured (696 bits)

v IEEE 802.11 Data, Flags: ......F.

Type/Subtype: Data (0x@020)
v Frame Control Field: Ox@8062
. ..00 = Version: @
... 18.. = Type: Data frame (2)
@008 .... = Subtype: ©
v Flags: @x02
1 DS status: Frame from DS to a STA via AP(To DS: @ From DS: 1) (0x02)
More Fragments: This is the last fragment
Retry: Frame is not being retransmitted
PWR MGT: STA will stay up
o - More Data: No data buffered
B Protected flag: Data is not protected
@... .... = Order flag: Not strictly ordered
.00 0080 1101 @101 = Duration: 213 microseconds
Receiver address: ed:ce:8f:5a:0c:5e
Destination address: ed:ce:8f:5a:0c:5e
Transmitter address: ed:ce:8f:66:b2:42
Source address: e4:ce:8f:5b:al:T6
BSS Id: ed:ce:8F:66:b2:42
STA address: ed:ce:8f:5a:0c:5e
= Fragment number: @
= Sequence number: 7

N
0.,

0808 GEBE @111 ....
» Logical-Link Control
» Internet Protocel Version 4, Src:
» Transmission Control Protocol, Src Port:

Dst: 192.168.0.19
(57372), Dst Port: 4444 (4444), Seq: 1, Ack: 1, Len: 3

192.168.0.16,
57372

08
ed
45
co
ae
ee

02
ce
00
a8
18
00

d5
af
00
00
o]
33

00
5b
a7

ed ce 8F
al f6 70
59 33 40
13 ed 1c 11
e5 2d eb 00

85 [ENENEE

5a
[2le]
00
5c
0e

af
5[]
cl
cT
08

66
00
a8
a7
00

b2 42
08 @
00 18
ee 49
33 5

ed ce
03 ee
60 1a
68 b2
08 @a

i [eepe ce
E..7Y3@. @.
RPN |1

0050

(O ¥  Adata segment used in reassembly of a lower-level protocol (tcp.segment_data), 3 bytes Packets: 23808 - Displayed: 553 (2.3%) - Load time: 0:0.218  Profile: Default

Figure 18. 802.11 re-transmission, same data payload

In this case we can detect some variations in the packet headers:

The DS bits are different, which means that in this case the frame is sent from
the AP to the distribution system.

- The duration has changed.

- The addresses are different, since the frame is travelling from the AP to the
destination, instead of travelling from the source to the AP.

- The sequence number is different.

However, as mentioned before the data payload remains the same:
08 01 30 00 e4 ce 8f 66 b2 42 e4 ce 8f 5b al f6

e4 ce 8f 5a Oc 5e fO 00 aa aa 03 00 00 00 ©8 00

45 00 00 37 59 33 40 00 40 06 60 la coO a8 00 10

CcO a8 00 13 ed 1c 11 5¢c f4 6d 68 b2 cf a7 ee 49

80 18 00 e5 2d eb 00 00 01 01 08 Qa 00 00 33 f5

00 00 33 85 48 69 0a
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Finally, after the re-transmission, we confirm that the frame is acknowledged by the receiver in the
802.11 ACK frame, which tells to the AP that the frame has been received at the destination:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AmJ@alREaeowdc =000 F

\ [] | wilan.bssid == E4:CE:8F:66:82:42 or wlan.ra == E4:CE:8F:66:B2:42 or wlan.ra == e4:ce:8f:52:0c:5e or wlanra == e4:ce:8f:5b:al:f6 [x] '| Expression.. | +

No. Time Source Destination Protocol Length | Info
22520 2017-83-22 15:51:38.112168 ed:ce:BT:66:b2:42 bc:9f:ef:77:c0:01 802.11 83 Probe Response, S5N=3886, FN=0, Flags= .., BI=100,..

22828 2017-03-22 15:51:38.612904 ed:ce: 10:40:73:89:20:¢c2 802.11 83 Probe Response, SN=3912, .., BI=108,.
22830 2017-03-22 15:51:38.622118 ed:ce:B87:66:b2:42 10:40:73:89:20:¢c2 802.11 83 Probe Response, SN=3913, , BI=108@,.
22849 2017-03-22 15:51:38.826400 ed:ce:BT:5b:al:T6 (RA) 802.11 10 Clear-to-send, Flags=.......

22850 2017-083-22 15:51:38.826397 192.168.0.16 192.168.08.19 TCP 87 57372 — 4444 [PSH, ACK] Seq=1 Ack=1 Win=29312 Len=3 TS.,
22851 2017-03-22 15:51:38.826408 ed:ce:BT:5b:al:f6 (RA) 8e2.11 10 Acknowledgement, Flags=........

22852 2017-83-22 15

38.827432 192.168.0.16 192.168.08.19 Tcp 87 [TCP Retransmission] 57372 -~ 4444 [PSH, ACK] Seg=1 Ack..
22853 201 6 : :b2: 10 Acknowledgement, F1

22854 15:51:38.829467 192.168.0.19 192.168.08.16 TCP 84 4444 — 57372 [ACK]

22855 2017-03-22 15:51:38.820481 ed:ce:Bf:5a:0c:5e (RA) 8e2.11 10 Acknowledgement, Flags=

22856 2017-03-22 15:51:38.830504 ed:ce:87:66:b2:42 (RA) 8e2.11 10 Clear-to-send, Flags=.......

22857 2017-03-22 15:51:38.830504 192.168.0.19 192.168.08.16 TCcP 84 [TCP Dup ACK 22854#1] 4444 - 57372 [ACK] Seg=1 Ack=4 W.,
22858 2017-03-22 15:51:38.830494 ed:ce:87:66:b2:42 (RA) 8e2.11 10 Acknowledgement, Flags=........

» Frame 22853: 10 bytes on wire (8@ bits), 10 bytes captured (80 bits)
v IEEE 802.11 Acknowledgement, Flags: ........
Type/Subtype: Acknowledgement (Ox801d)
v Frame Control Field: @xd400
. ..00 = Version: @

PP b Type: Control frame (1)
1101 .... = Subtype: 13
¥ Flags: 0x00
..08 = DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: © From DS: @) (@x@0)
AR : More Fragments: This is the last fragment
P I Retry: Frame is not being retransmitted

PWR MGT: STA will stay up
- More Data: No data buffered
.0.. Protected flag: Data is not protected
0... ... Order flag: Not strictly ordered
.00 GOEO BBOO GREA = Duration: © microseconds
Receiver address: e4:ce:87:66:b2:42

O 7 Frame (frame), 10 bytes Packets: 23808 - Displayed: 553 (2.3%) - Load time: 0:0.218 _ Profile: Default

Figure 19. second 802.11 ACK of the same frame



