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ELEC-C7420 - Basic principles in networking 

Tutorial on wireless measurement 
 
 
Introduction 
In real world networks it is sometimes desirable to observe the traffic passing through a link or 
host in order to detect anomalies, observe the behavior of the network and obtain important 
statistics. One way to perform this kind of troubleshooting is capturing packets on the NIC of a 
given network element using a sniffer or network protocol analyzer. In the industry there are 
several options when it comes to capturing traffic on the network, e.g probes Accedian, Fluke 
Networks, which are devices designed for this purpose. And, on the other hand, there are 
specialized software that are installed on the computer connected to the network segment to 
analyze. In this exercise we will use the software Wireshark, which is a common tool that will let 
us capture packets on the interface and analyze them. Once we have captured the network frames 
it is possible to observe their content, see the packet header, protocol type, filter the packets 
according to our needs and so on. 
 
 
Background 
 
TCP/IP encapsulation 
On the internet the packets routing in the networks are encapsulated according to the OSI layer 
model or the TCP/IP stack protocols in order to follow the standards for each protocol, which are 
defined by different organizations like IEEE or IETF. Similarly, in the receiving host a process of 
de-encapsulation is conducted in order to retrieve the payload or data. 
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Figure 1. TCP/IP Network stack encapsulation 
 
Wi-Fi: 
Wi-Fi stands from Wireless Fidelity which is a general term that refers to the standard defined by 
the IEEE to define Wireless Local Area Networks (WLANs). This technology framework is defined 
in the IEEE 802.11 set of standards that comply with the regulations for this technology. Besides, 
there is the Wi-Fi Alliance that is an industry consortium that establishes the guidelines for the 
implementation and inter-operability, from different manufacturers, to the Wi-Fi. There are several 
Wi-Fi standards that have been developing along time, between the most popular implementations 
we have: 
 

• IEEE 802.11b: 
o Appeared in 1999  
o Frequency band: 2.4 Ghz  
o Speed: 11Mbps (theoretical) working in 30m coverage area  
o May suffer interference from devices working in 2.4GHz 

 

• IEEE 802.11a  
o Introduced in 2001  
o Frequency band: 5.0 Ghz  
o Speed: 54Mbps (theoretical)  
o Not compatible with IEEE 802.11b 

 

• IEEE 802.11g 
o Introduced in 2003  
o Combination of features of the standards b and a  
o Speed: 54Mbps  
o Frequency band: 2.4 Ghz  
o Compatible with b 

 
 
Elements of a Wi-Fi Network: 
 

• Access Point (AP): when there is a infrastructure mode network, the AP is the element in 
charge of interconnect one or more hosts attached to it with each other or with other 
networks, e.g the Internet.  

 

• Wi-Fi NIC: is the interface between the host and the AP, this device enables the wireless 
communication and the traffic.  
 

• Hotspots: is a geographical area enabled with Wi-Fi access through one or more access 
points to allow users connect to the Internet. For example a public area with Wi-Fi access 
or a Café. 
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Following the 802.11 MAC frame format: 
 

 
Figure 2. 802.11 MAC format 

 

• Frame Control: indicates the type of frame: data, management or control. 

• Duration/Connection ID: when used as duration field, it indicates the time a channel is 
successful in the transmission of MAC frames. 

• Address: depending on the context, it could be the MAC address of the 
Transmitter/Receiver or the MAC address of the Access Point. 

• Sequence Control: it contains 4 bits to define fragmentation and a 12 bit sequence number 
for the frames exchanged between the transmitter and receiver. 

• Frame body: contains the protocol data unit. 

• Frame Check Sequence (FCS): contains the 32-bit Cyclic Redundancy Check. 
 
 
Network sniffer 
A network sniffer or a traffic sniffer is a tool used for observing the data traffic of the network 
passing through a given network interface in a host or device. The main function of this tool is to 
capture, or also sniff , the packets sent and received by the host where the sniffer is running with 
the objective of display or store the content of the protocols involved in the network interaction. 
This method of network analysis is considered to be passive because it captures all the traffic for 
further observation, however, the sniffer does not inject or modify any frame capture in/out the NIC 
to be analyzed. 
 
In the figure 3 we can observe the basic structure of the network sniffer, which consists of the 
operating system running on the device, the applications that could be HTTP, FTP or SSH for 
instance and the packet sniffer. The packet sniffer contains a module that implements the capture 
of the packets (raw bits and bytes data) that are the bits encapsulated in the various protocols we 
studied in the lectures and a packet analyzer module which is a software implementation able to 
understand the protocols frame formats and display it accordingly. So, for example, the packet 
analyzer knows exactly how many bytes have each header or field in all the protocols that it is 
able to analyze, showing us the content for every packet in the right order. 
 
During our practice experience we will use a packet sniffer called Wireshark 

[http://www.wireshark.org/] which is an open source network protocol analyzer that runs 
in several operating systems like Windows, Linux and macOS. It is able to read and write 
in various capture formats like tcpdump (libcap) and pcap. Also it is possible to capture 
and read live data from several data link layer protocols like Ethernet, Ethernet II or IEEE 
802.11. 
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Figure 3. Network sniffer or packet sniffer structure 

 
 

Getting Wireshark 
Some Linux distributions have the Wireshark already installed, you can launch the application 
directly in that case. Otherwise, it can be downloaded from the following link: 
 
https://www.wireshark.org/#download 
 
 
Windows installation: 
 
For windows installation select the following options according to your case and follow the step-
by-step installation wizard: 
 
 

 
 

Figure 4. Download windows installers 
 

https://www.wireshark.org/#download
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Ubuntu installation: 
 
Add the stable official Personal Package Archive (PPA): 
sudo add-apt-repository ppa:wireshark-dev/stable 
 
Update the repositories: 
sudo apt-get update 
 
Install Wireshark: 
sudo apt-get install wireshark 
 
 
Debian installation: 
 
Add the repositories on the apt source list: 
sudo nano /etc/apt/sources.list 
 
Add the following lines to the sources.list file: 
deb http://ftp.debian.org/debian/ stable main contrib non-free 
deb http://ftp.de.debian.org/debian jessie main 
 
Update the repositories: 
sudo apt-get update 
 
Install Wireshark: 
sudo apt-get install wireshark 
 
Note: if you have any issue or problem during the installation you can refer to the Q&A forum of 
wireshark for help on common issues: https://ask.wireshark.org/questions/ 
 
 
Getting started with Wireshark 
When you launch the program you will get the Wireshark GUI like the one shown in figure 5. At 
this point the sniffer is not capturing any packet yet. 
 
 

https://ask.wireshark.org/questions/
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Figure 5. Wireshark main window 

 
 
 
Then, we must the select the interface where we wish to capture the traffic, e.g the wireless LAN 
interface or the Ethernet interface. Note that in some cases there could be multiple interfaces, we 
have to be sure which one is the one we are interested on. 
 
 

 
Figure 6. List of interfaces 

 
 
Once we select the desired interface where we will capture the traffic, click on the menu  
Capture → Start ( Control + E) to start capturing the traffic going through this interface, or click the 
corresponding button according to the figure 7: 
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Figure 7. Starting the capture 

 
 
When the capture is started we can observe the packets being captured on the screen in real-time 
and the packet counting increasing as shown in the figure 8: 
 
 

 
Figure 8. Process of packet capture 

 
 
The resulting capture screen has five important elements where we can obtain the information of 
the packets, see the content and values of each protocol header and filter the trace according to 
our needs. These components are shown in the figure 9: 
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Figure 9. Wireshark GUI 

 
1) Command menus: they are the dropdown menus where we can start or stop captures, 

open or save previous captures, select interfaces, exit the application and obtain useful 
statistics from the trace. Also there are shortcut buttons below the menus that help us to 
perform several tasks quickly. 

 
2) Filter box: in this dialog box we can apply filters to the captured packets to match our 

desired criteria with the objective to find specific packets, port numbers, protocols, MAC 
addresses, IP addresses and so on. A detail review on how to use filters in wireshark will 
be discussed in the following section. 
 

3) Packet list: the packet list shows all the packets captured during the sniffing process or in 
a previous capture opened in Wireshark. It has several columns that help us with the 
packet reading: 
 

- No.: contains the packet number in order ascending order, i.e if a packet has a 
position number higher than other packet it means that this packet has been 
captured after the packet with lower number. 
 

- Time: shows the time when a given  packet has been captured. Note that this 
time is not the UTC or epoc time, i.e the first packet was captured in the second 
0 and so on. 

 
- Source: contains the source IP address of the packet 

 
- Destination: contains the destination IP address of the packet 

 
- Protocol: shows the protocol encapsulating the corresponding packet 

 
- Length: contains the length in bytes of the packet. 

 
- Info: contains a short description of the packet. 
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4) Details: in this pane we can observe the details of the header of the selected packet, all 
the encapsulation protocols and the fields of each one, as well as the values of every field. 

 
5) Content: in this section we observe the content of the captured frame in both ASCII (right 

column) and hexadecimal (left column) 
 

 
[Note: for a more detailed information of every menu and feature, please refer to the Wireshark 
user guide: https://www.wireshark.org/download/docs/user-guide.pdf] 
 
 
 
Applying filters in Wireshark 
The Wireshark GUI and also the command line implementation (Tshark) possess a powerful filter 
section which allows us to eliminate the packets or information that is not our interest and focus 
only in the packets that matters for our analysis. It means, that if a packet or packets meet the 
filter criteria that we implement, they will be the only packets listed on the packet trace facilitating 
the analysis and troubleshooting. The filters, for example, let us compare the fields of a specific 
protocol against a desired value, match fields with other fields and validate the capture of a certain 
protocol. 
 

The fields values on the packet headers can be compared with other values as well. This 
comparison operators can be expressed using English-like abbreviations or using C-like symbols: 

    eq, ==    Equal 
    ne, !=    Not Equal 
    gt, >     Greater Than 
    lt, <     Less Than 
    ge, >=    Greater than or Equal to 
    le, <=    Less than or Equal to 

 
 
Also, the filters supports the multiple test with joint Boolean connectors: 
 

&&  -  logical conjunction (i.e. AND)  

||  - logical disjunction (i.e. OR)  

!   - logical negation (i.e. NOT) 

 
 
Note that the filter box turns red when the filter expression is invalid, it turns green when the filter 
expression is valid and turns yellow when it may produce unexpected results: 
 

 
Figure 10. Filters with valid and invalid expressions 

 
 

https://www.wireshark.org/download/docs/user-guide.pdf
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A simple filter expression could be the packet protocol name. If we input the protocol “ARP” as 
shown in figure 11, Wireshark will only display the ARP protocol packets: 
 

 
Figure 11. Filters showing only ARP packets 

 
 
 
Following another filter examples: 
 

• http.request – Display all HTTP requests. 

 

• http.request || http.response – Display all HTTP request and responses. 

 

• ip.addr == 127.0.0.1 – Display all IP packets whose source or destination is 

localhost. 
 

• tcp.len < 100 – Display all TCP packets whose data length is less than 100 bytes. 

 

• http.request.uri matches “(gif)$” - Display all HTTP requests in which the uri 

ends with “gif”. 
 

• dns.query.name == “www.google.com” - Display all DNS queries for 

“www.google.com”. 
 
 
[Note: the complete detailed list of all the filters available to apply in Wireshark can be found in the 
following link: https://www.wireshark.org/docs/dfref/ . Additionally, for further information regarding 
filters syntax and manuals, may be found in the following link: 
https://www.wireshark.org/docs/man-pages/wireshark-filter.html ] 

 
 
 

https://www.wireshark.org/docs/dfref/
https://www.wireshark.org/docs/man-pages/wireshark-filter.html
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Wi-Fi monitoring 
In this experiment we will capture traffic on an 802.11 network interface and we will observe how 
the 802.11 MAC frame is, the detail of its fields, the beacon frames and the retransmissions. 
Through this experiment we will understand how the 802.11 Wireless LAC MAC format and its 
fields. 
 
 
Preparing the testbed 
Capturing wireless frames on Windows may be problematic since it depends mainly on the drivers 
installed in the system and the version of Windows, most of the wlan cards do not support the 
monitor mode in windows, for this reason there are special tools like aircrack-ng and kismet. 
However, we will use Ubuntu to capture the Wi-Fi traffic on Wireshark: 
 
 
Check the name of the wireless interfaces with the following command: 
iwconfig 
 
 
We should obtain a result similar to the following: 
lo        no wireless extensions. 
 
eth0      no wireless extensions. 
 
sit0      no wireless extensions. 
 
wlan0     unassociated  ESSID:off/any 
          Mode:Managed  Channel=0  Access Point: 00:00:00:00:00:00 
          Bit Rate=0 kb/s   Tx-Power:off 
          Retry:on   RTS thr:off   Fragment thr:off 
          Power Management:off 
          Link Quality:0  Signal level:0  Noise level:0 
          Rx invalid nwid:0  Rx invalid crypt:0  Rx invalid frag:0 
          Tx excessive retries:0  Invalid misc:0   Missed beacon:0 
 
 
In this case the wireless interface is wlan0. Now we should set it to monitor mode: 
iwconfig wlan0 mode monitor 
 
 
Sometimes, it is not possible to change the mode if the interface is up, for this reason we can try 
to disable first, change to monitor mode and then enable the interface again: 
ifconfig wlan0 down 
iwconfig wlan0 mode monitor 
ifconfig wlan0 up 
 
Once we have configured our wireless interface in monitor mode we are able to capture traffic on 
the 802.11 protocol using wireshark. The way our devices know the name of the wireless networks 
configured in the access point is through the so-called beacon frames, which is a frame sent by 
the AP in a constant interval, it contains all the information about the Wi-Fi network. The wireless 
NIC will send probe request frames to all the access points in the coverage area (broadcast) and 
the AP will response with its beacon, this kind of frames are called management frames in the 
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802.11 protocol, the other frames are control frames and data frames. Now we capture the traffic 
on the wireless interface (take in account that the device must not be connected to any wireless 
network in order to have a better observation of the frames). After starting the capture we should 
obtain a trace similar to the following: 
 
 

 
Figure 12. Packet capture on the wireless interface 

 
 
Now we apply a filter to the wireshark to obtain only the beacon frames. In this case we have to 
consider that the beacon frames are part of the management frames with sub-type value of 8, for 
this reason we apply the following filter in the filter box: 
wlan.fc.type_subtype == 0x8 
 
 

 
Figure 12. Packet capture on the wireless interface 
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In this case there were only 5 beacon frames, however, it depends on the environment where the 
capture is being conducted, if there are more access points nearby, then the capture should have 
lot more beacon frames. Now we look closer to the beacon frame, in your capture you can explore 
every field and every value of the frame: 
 

 
Figure 13. Detail of the beacon frame 

 
One important field to observe is the SSID, which give us the name of the wireless network 
configured on the Access Point. Also, the beacon frame format changes depending on the version 
of 802.11 protocol that is being implemented in the Access Point. 
 
 
Monitoring the 802.11 frame 
From the 802.11 frames captured we can identify the fields from the captured packets: 
 

 
Figure 14. Detail of the 802.11 frame 
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Also we can observe the format of the acknowledge frame: 
 

 
Figure 15. Acknowledgment of the 802.11 frame 

 
 
Now we will take the following packet as example, in order to analyze all the MAC layer fields 
and retransmissions: 
 

 
Figure 16. TCP packet over 802.11 encapsulation 
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In the figure 16 we observe that the type inf the Frame Control header indicates the frame as “Data 
Frame” (recall there are other two frames: control and management): 
 
Frame Control Field: 0x0801   
    .... ..00 = Version: 0 
    .... 10.. = Type: Data frame (2) 
    0000 .... = Subtype: 0 
 
 
Observing the flags in the frame control field we determine: 
 

- The frame is being transmitted from a wireless host (laptop, cellphone, etc.) to 
the distribution system by the AP. 

- The frame is not the first of a fragment that has been divided into several frames 
- The frame is not a re-transmission of an already sent frame, however it is not 

acknowledged yet. 
 
Flags: 0x01   
            .... ..01 = DS status: Frame from STA to DS via an AP (To DS: 1 
From DS: 0) (0x01) 
    .... .0.. = More Fragments: This is the last fragment 
   .... 0... = Retry: Frame is not being retransmitted 
   ...0 .... = PWR MGT: STA will stay up 
   ..0. .... = More Data: No data buffered 
   .0.. .... = Protected flag: Data is not protected 
   0... .... = Order flag: Not strictly ordered 
 
Now, we see that the transmission lasted 48 microseconds: 
.000 0000 0011 0000 = Duration: 48 microseconds 
 
We can also see this value from the dumped hexadecimal values of the packet: 3000x16 which is 
48 in decimal: 
08 01 30 00 e4 ce 8f 66 b2 42 e4 ce 8f 5b a1 f6 
e4 ce 8f 5a 0c 5e f0 00 aa aa 03 00 00 00 08 00 
45 00 00 37 59 33 40 00 40 06 60 1a c0 a8 00 10 
c0 a8 00 13 e0 1c 11 5c f4 6d 68 b2 cf a7 ee 49 
80 18 00 e5 2d eb 00 00 01 01 08 0a 00 00 33 f5 
00 00 33 85 48 69 0a 
 
Now we can see the MAC addresses of the AP, the source and the destination. Following the 
MAC address of the AP: 
08 01 30 00 e4 ce 8f 66 b2 42 e4 ce 8f 5b a1 f6 
e4 ce 8f 5a 0c 5e f0 00 aa aa 03 00 00 00 08 00 
45 00 00 37 59 33 40 00 40 06 60 1a c0 a8 00 10 
c0 a8 00 13 e0 1c 11 5c f4 6d 68 b2 cf a7 ee 49 
80 18 00 e5 2d eb 00 00 01 01 08 0a 00 00 33 f5 
00 00 33 85 48 69 0a 
 
MAC address of the source: 
08 01 30 00 e4 ce 8f 66 b2 42 e4 ce 8f 5b a1 f6 
e4 ce 8f 5a 0c 5e f0 00 aa aa 03 00 00 00 08 00 
45 00 00 37 59 33 40 00 40 06 60 1a c0 a8 00 10 
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c0 a8 00 13 e0 1c 11 5c f4 6d 68 b2 cf a7 ee 49 
80 18 00 e5 2d eb 00 00 01 01 08 0a 00 00 33 f5 
00 00 33 85 48 69 0a 
 
MAC address of the destination 
08 01 30 00 e4 ce 8f 66 b2 42 e4 ce 8f 5b a1 f6 
e4 ce 8f 5a 0c 5e f0 00 aa aa 03 00 00 00 08 00 
45 00 00 37 59 33 40 00 40 06 60 1a c0 a8 00 10 
c0 a8 00 13 e0 1c 11 5c f4 6d 68 b2 cf a7 ee 49 
80 18 00 e5 2d eb 00 00 01 01 08 0a 00 00 33 f5 
00 00 33 85 48 69 0a 
 
Wireshark also summarize the address information in the form: 
Receiver address: e4:ce:8f:66:b2:42   
Destination address: e4:ce:8f:5a:0c:5e   
Transmitter address: e4:ce:8f:5b:a1:f6   
Source address: e4:ce:8f:5b:a1:f6   
BSS Id: e4:ce:8f:66:b2:42   
STA address: e4:ce:8f:5b:a1:f6 
 
The next fields we observe are the sequence number, 15; and the fragment number, 0: 
0000 0000 1111 .... = Sequence number: 15 
.... .... .... 0000 = Fragment number: 0 
 
These two values can also be obtained observing the raw hex dumped information: 
08 01 30 00 e4 ce 8f 66 b2 42 e4 ce 8f 5b a1 f6 
e4 ce 8f 5a 0c 5e f0 00 aa aa 03 00 00 00 08 00 
45 00 00 37 59 33 40 00 40 06 60 1a c0 a8 00 10 
c0 a8 00 13 e0 1c 11 5c f4 6d 68 b2 cf a7 ee 49 
80 18 00 e5 2d eb 00 00 01 01 08 0a 00 00 33 f5 
00 00 33 85 48 69 0a 
 
Now, to observe the 802.11 acknowledgement we need to select the next packet on the example 
depicted on the figure 16: 
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Figure 17. 802.11 acknowledge frame 

 
The ACK frames only have three fields: 
 

- Frame Control bits are set to 1101, this means it is an ACK frame. 
- Duration field is set to 0 if acknowledging a complete data frame or the final 

fragment in a fragment burst. 
- Receiver address field is transmitter address of the frame that is being 

acknowledged. 

 

In this capture there is a re-transmission from the AP to the destination, because the same payload 
of the next packet in the trace is transmitted from the AP to the destination: 
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Figure 18. 802.11 re-transmission, same data payload 
 
 
In this case we can detect some variations in the packet headers: 
 

- The DS bits are different, which means that in this case the frame is sent from 
the AP to the distribution system. 
 

- The duration has changed. 
 

- The addresses are different, since the frame is travelling from the AP to the 
destination, instead of travelling from the source to the AP. 

 
- The sequence number is different. 

 
 
However, as mentioned before the data payload remains the same: 
08 01 30 00 e4 ce 8f 66 b2 42 e4 ce 8f 5b a1 f6 
e4 ce 8f 5a 0c 5e f0 00 aa aa 03 00 00 00 08 00 
45 00 00 37 59 33 40 00 40 06 60 1a c0 a8 00 10 
c0 a8 00 13 e0 1c 11 5c f4 6d 68 b2 cf a7 ee 49 
80 18 00 e5 2d eb 00 00 01 01 08 0a 00 00 33 f5 
00 00 33 85 48 69 0a 
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Finally, after the re-transmission, we confirm that the frame is acknowledged by the receiver in the 
802.11 ACK frame, which tells to the AP that the frame has been received at the destination: 
 

 
Figure 19. second 802.11 ACK of the same frame 

 
 

 

 
 


