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WILY HACKER
http://mars.umhb.edu/~wgt/cisc4370/wilyhacker.pdf

Markus Hess
https://en.wikipedia.org/wiki/Markus_Hess

Cuckoos egg
https://en.wikipedia.org/wiki/The_Cuckoo%27s_Egg

CCC
https://en.wikipedia.org/wiki/Chaos_Computer_Club
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ER97
https://nsarchive.gwu.edu/briefing-book/cyber-vault/2018-08-01/eligible-
receiver-97-seminal-dod-cyber-exercise-included-mock-terror-strikes-hostage-
simulations

Solar sunrise
https://www.globalsecurity.org/military/ops/solar-sunrise.htm
http://www.informit.com/articles/article.aspx?p=19603&seqNum=4

Moonlight Maze
https://medium.com/@chris_doman/the-first-sophistiated-cyber-attacks-how-
operation-moonlight-maze-made-history-2adb12cc43f7
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Operation Orchard:
https://www.wired.com/2009/11/mossad-hack/

5



Titan rain
https://en.wikipedia.org/wiki/Titan_Rain

Buckshot Yankee:
https://www.washingtonpost.com/national/national-security/cyber-intruder-
sparks-response-
debate/2011/12/06/gIQAxLuFgO_story.html?noredirect=on&utm_term=.d0f055
86e648

Stuxnet:
https://www.wired.com/2014/11/countdown-to-zero-day-stuxnet/

Ukraine
https://www.wired.com/story/russian-hackers-attack-ukraine/

JP312:
https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp3_12.pdf?ver=2018
-07-16-134954-150
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NATO
https://www.nato.int/docu/review/2019/Also-in-2019/natos-role-in-cyberspace-
alliance-defence/EN/index.htm
https://www.nato.int/cps/en/natohq/official_texts_133177.htm
https://www.nato.int/cps/en/natohq/topics_132722.htm?selectedLocale=en
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JP312:
https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp3_12.pdf?ver=2018
-07-16-134954-150
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JP312:
https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp3_12.pdf?ver=2018
-07-16-134954-150
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JP312:
https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp3_12.pdf?ver=2018
-07-16-134954-150
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Threat agnostic – DODIN
Threat Spesific – DCO
Project power – OCO

JP312:
https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp3_12.pdf?ver=2018
-07-16-134954-150
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ALIS – Autonomic Logistics and Information System
https://www.youtube.com/watch?v=yqShP6R5P6g
https://www.lockheedmartin.com/en-us/products/autonomic-logistics-
information-system-alis.html

GAO REPORT
https://www.gao.gov/products/GAO-19-128

DARPA AI
https://www.darpa.mil/program/cyber-grand-challenge

INFO
https://taskandpurpose.com/researchers-track-nato-troops-internet

PMESIIPT
https://www.toolshero.com/strategy/pmesii-pt/
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