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Security is a
basic need
also in the
Digital
Era

Basic
Human
Needs

Self-
actualization

Self-esteem

Social Needs

Safety and Security

Physiological Needs (survival)
Air, Shelter, Water, Food
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Human will life change more
over the next 30 years
than in the previous 300 years?






v

We must be ope-minded
~ and courageous - key values
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ZONE
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Future canflpt be predicted

- .

Future is not predetermined
i
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Future can be affected
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A pandemic does not change everything,
butreinforces the chaﬁlg& thatare
“§* —already underway— £
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Coronavirus &
Cybersecurity™™

Cybersecurity now more

important than ever



1'e 0'ioie
‘ 11010
01 11 11010

Geography means nothing in cyber.
More cyber crimes than physical crimes.
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CYBERCRIME:
COVID-19 IMPACT
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Risk Zone 2
Addiction & the Dopamine Economy

Risk Zone 1

Risk Zone 3
Economic & Asset Inequalities

Risk Zone 8
Hateful & Criminal Actors

Risk Zone 4
Machine Ethics &
Algorithmic Biases

Risk Zone 7
Implicit Trust &
User Understanding

Risk Zone 5
Surveillance State

Risk Zone 6
Data Control & Monetization

Institute For The Future
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AFRICA

2%

tHE Clean NeTwork

Clean Clean Clean
CARRIER APPS STORE

Clean Clean Clean
cLouo CABLE PATH

National Defence University
Series 1: Research Publications No. 40

Digital Soviet Union

The Russian national segment of the Internet as a closed
national network shaped by strategic cultural ideas

Juha Kukkola




A RY N LD YOI Y

What is happening / will happen" 1/2

e Al R
* The corona crisis is testlng the contlngency plans 11 practlce.

* The general feeling of insecurity and also the false feeling of
security.

* Dependence on U.S. digital services and teleconferencing
services is highlighted. A good thing?

* The importance of correct knowledge and media literacy is
emphasized.

* People’s dependence on digital services has grown steadily.

* People (hopefully) understand now better the importance of
both cybersecurity and digital dependence.
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What is happening / w1ll happen? 2/2

* The functionality of digital networks and digital services

is in a very critical position. =
- Vulnerabilities are quickly exploited in cyber attacks. b
* The coronavirus accelerates the automation of digital ;‘ :

services and biometric identification. 94
* Mobile location technologies and services are increasing.

* The effects of data leaks and cyber espionage during the
crisis will become apparent in months, even years.
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“Cyber pandemic” next
Gray Rhino?

“We should prepare for a COVID-like global
cyber pandemic that will spread faster and
further than a biological virus, with an
equal or greater economic impact.”

- World Economic Forum



Cybersecurity =
Protecting our societies,
our businesses and
our way of life
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Objective
security

Subjective
security
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SECURITY

Resﬂl‘enc} ., ’Cglure






What to do when they get
e the walls?




KAUPPAKAMARI

“43 percent of Finnish
companies would be
inoperative after one

day without a
internet.”

Business community
and hybrid threats




Key questions in

modern security
(also after COVID19)

 How to maintain operational
activity during a crisis?

* How to maintain mental and
functional resilience?

* How to get out of the crisis
as quickly as possible?

* How do the strategies of
different countries /
companies differ, and what
are their pros and cons?




Every Company is a Digital
Company, and security is about:

BRAND VALUE

BUSINESS CONTINUITY

CUSTOMERS TRUST



There isn’t a single area of our life that won't
be touched by the IoT in the next decade.
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Complexity is
the biggest enemy of security
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Zotabtytes (Z8)

180

160

L)

12

100

w0 Duwige 2008 sy sprmowd by longee

Information Created Worldwide =

Expected to Continue, Accelerating 225
163 28, 36% =
Data explosion
% Structured | Tagged
* 10 x grow between 2010-2018
aB (1,7 - 18.3 zettabyte)
* * By 2025, the amount of global data
is estimated to be 163 zettabyte.
ap * By 2050 possibly x 10 000 the
w | amount of data from the current.
228, 9%
m’a ' As a text, one zettabyte with 300 pages of books is
‘ 1500000000 000 000 volumes.
888880 SRN L8800 8¢ Data flows, data storage,

data-analytics and the value of data.
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Largest Global companies in 2018 vs 2008

2018

2008

Company
Apple

Google

Microsoft
Amazon

Facebook

Berkshire

1.
2

3.
4.
5.
6

7.
8.
9;

J&J

[
o

JP Morgan

Source: Bloomberg, Google

Founded USbn

1976 890
1998 768
1975 680
1994 592
2004 545
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Company Founded

Exxon
General Electric
China Mobile
ICBC (China)
Gazprom(Russia)
Microsoft
Royal Dutch Shell
Sinopec (China)
AT&T

USbn







It i1s ok to collect
and analyze the
data but it has to be
done in a fair and

transparent way.
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The risk of data manipulation

SECURITY

A 101
N 1012 CONFIDENTIALITY



The next big tech
trend is humanity

Humanity as a value



The primary question in technology won’t be about
if something can be done -

but if it should be done.
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What Kind of values are driven by technology

used in the world?

Appl MoXe y

Importance of Ethics

~_as avalue




The more we have
technology,
the wiser and more ethical
people should be.



We are just at the beginning of how
technology is transforming our work,
our lives and our societies.



GO BACK, WESCREWED
UP EVERYTHING. WE
NEED TO START OVER.

286 2

How do humans kep the pace
with the development of technology?




New Normal in Security
<3

esp@cially digital environment)
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The blu "‘ririg dichotomies
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INTELLIGENT
Autonomous o
Systems & Autonomy Precision
Agents Humanistic Intelligence Warfare
Knowledge Analytics
DISTRIBUTED DIGITAL
Edge Computing Digital Twin

Ubiquitous Sensing
Decentralized Production
Democratized S&T

Synthetic Realties

expanding ~ INTERCONNECTED Battle

Domains . Networks
Trusted Communications

Synergistic Systems

None of the technologies
alone is revolutionary, but
by combining them,
something completely new
can be achieved.

The catalysts are artificial
intelligence and data (Big
Data).

|| Trends
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{ ‘,' U.S. Department of Commerce

Archive footage 7

Commerce Department
Prohibits WeChat and TikTok

Transactions to Protect the
National Security of the United
States

1e US will ban the use of WeChat on
on Sunday to “safeguard the national
security of the United States”.
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WORLD
ECONOMIC
FORUM
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The Global Risks
Report 2020

ECONOMIC
FORUM
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20 " COMMITTED TO
IMPROVING THE STATE

OF THE WORLD
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Insight Report | 15th Edition
In partnership with Marsh & MclLennan and Zurich Insurance Group



Impact

2020 WEF Top 5 Global Risks

in terms of Likelihood in terms of Impact

Biodiversity loss
Extreme weather

Human-made environment
disasters

Climate action failure

Water crisis

Source: WEF
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Likelihood
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Naiural disasters

Extreme weather Human-made
‘ 4 environmental
\ disasters

1
Infectious diseases

\
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Food CI'ISGS

¢

Failure of
urban planning

! Biodiversity loss
<

<> Global
VV ~a . 3
governance eapons of mass
— failure <
Water crises | < Climate action N
|

\ failure
Critical infrastructure \
failure > \

N
—— Interstate
< Involuntary migration ‘ S conthct
Information National
|nfrastructu«e
breakdown

%overnanoe ol
Cyberattacks l failure

Social instability

Ilscit vrade

0 TeerOonst attaCks
tate coliapse
Da‘a fraud Adverse technologlcal
or theft advances Energy price shock
Unemployment
Fiscal crises
Financial failure

S Vi

Asset bubbles

Unmanageable infiation

Defiation
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Top 10 skills

Creativity
People Management
Coordinating with Others
Emotional Intelligence

3

4 Critical Thinking

5 Negotiation

6. Quality Control
Judgment and Decision Making 7. Service Orientation

8

1)

10

Service Orientation
Negotiation
Cognitive Flexibility

Judgment and Decision Making
Active Listening
Creativity

QOONOUAW

Source: Future of Jobs Report, World Economic Forum









Layers of Cyberspace

Social layer
(Cognitive Cyber)

Logical layer
(Software Cyber)

Physical Layer

(Physical Cyber)



Objective reality






GLOBAL CALLTO

FIGHT

INFODEMIC

“We’re not just fighting an epidemic,
we're fighting an infodemic.”

Tedros Adhanom Ghebreyesus, Director-General of the
World Health Organization




To Whom and What
You Can Trust?

The Value of Trust
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New paradigm:
Nobody or nothing should be trusted -
- trust must first be earned.
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We do what we say and
- we say what we do-.
“ Integrity as a Value.




cybersecuritz?

digital services and partnerships.
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CYBER-
SECURITY
FROM - =

FINLAND

FINUAND BFFERS WORLD-CLASS
EXPERTISE IN CYBERSECURITY
SOFTWARE, HAROWARE,
DIGITALSERVICES AND
PARTNERSHIPS

H#FINLANDWORKS
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Trust itself is becoming very
valuable intangible capital for
companies and societies.



“It is not the strongest species that survive, ner the

most intelligent, but the ones responsive to change.” "

- Charles Darwin . ‘ .




