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Pedagogy
Lecture: Safety risks. Assessment. Reduce risks by design.

Team task: Complete a safety assessment of team product.
• Making chart on risks related to the product, user and environment. 

• Evaluate the severity of each risk. 

• Team evaluates and comments another teams chart.

Personal homework: Each student comes up with 3 ideas for 
reducing risks in your product.  Describe with an annotated 
sketch.  
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Safety and Product Design

Is your developed product safe?
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Example – Toy Drone
Here is the PowerUp! drone.

In 2013, it was a Kickstarter project.

They raised $1.2M

They are now a company.

$49 on Amazon

25.9.2020
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Example – Toy Drone
AirHogz X-Stream Video Drone
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Example – Toy Drone
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Is this device safe?

Who is it intended for?

How will they use it?

How can it be mis-used?

What should you provision into the 
design to prevent harm?
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Example – Toy Drone
AirHogz X-Stream Video Drone
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Example – Drone
PowerUp Drone
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Example – Toy Drone
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Is this device safe?

Who is it intended for?

How will a 10 year old use this?

How can it be mis-used?

What should you provision into the 
design to prevent injury?
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Example – Toy Drone
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Example – Toy Drone
AirHogz X-Stream Video Drone
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Is this device safe?

How will a 10 year old use this?

How can it be mis-used?

What should you provision into the 
design to prevent injury?
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Example – Toy Drone
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Example – Toy Drone
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Example – Toy Drone
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Is this device safe?

How will a 10 year old use this?

How can it be mis-used?

What should you provision into the 
design to prevent injury?
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Example – Toy Drone
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Overview
Safety 

Code of Ethics

Regulatory Compliance 

Safety Assessment

Design for Safety
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Safety Assurance

It is a designer’s responsibility to ensure all products, 
services, processes or output of their work is safe.  
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Your Personal Code of Ethics

When put in a professional situation, 

• What are you willing to develop?  What not?

• What is your minimum safety factor before you 
refuse to let a design continue further?
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The ASME Code of Ethics
The Fundamental Canons 

1. Engineers shall hold paramount the safety, health and welfare of the public in the performance 
of their professional duties. 

2. Engineers shall perform services only in the areas of their competence. 

3. Engineers shall continue their professional development throughout their careers and shall provide 
opportunities for the professional and ethical development of those engineers under their supervision. 

4. Engineers shall act in professional matters for each employer or client as faithful agents or trustees, 
and shall avoid conflicts of interest or the appearance of conflicts  of interest. 

5. Engineers shall build their professional reputation on the merit of their  services and shall not 
compete unfairly with others. 

6. Engineers shall associate only with reputable persons or organizations. 

7. Engineers shall issue public statements only in an objective and truthful manner. 

8. Engineers shall consider environmental impact in the performance of their professional duties.

9. Engineers shall consider sustainable development in the performance of their professional 
duties. 
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https://www.asme.org/getmedia/9EB36017-FA98-477E-8A73-77B04B36D410/P157_Ethics.aspx
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The IEEE Code of Ethics
We, the members of the IEEE, in recognition of the importance of our technologies in affecting the quality of 
life throughout the world, and in accepting a personal obligation to our profession, its members and the 
communities we serve, do hereby commit ourselves to the highest ethical and professional conduct and agree:

1. to accept responsibility in making decisions consistent with the safety, health, and welfare of the public, and 
to disclose promptly factors that might endanger the public or the environment;

2. to avoid real or perceived conflicts of interest whenever possible, and to disclose them to affected 
parties when they do exist;

3. to be honest and realistic in stating claims or estimates based on available data; 

4. to reject bribery in all its forms; 

5. to improve understanding of technology; its appropriate application, & potential consequences; 

6. to maintain and improve our technical competence and to undertake technological tasks for 
others only if qualified by training or experience, or after full disclosure of pertinent limitations; 

7. to seek, accept, and offer honest criticism of technical work, to acknowledge and correct errors, 
and to credit properly the contributions of others; 

8. to treat fairly all persons regardless of such factors as race, religion, gender, disability, age, or national origin; 

9. to avoid injuring others, their property, reputation, or employment by false or malicious action; 

10. to assist colleagues and co-workers in their professional development and to support them in 
following this code of ethics.
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Safety Issues

As a designer, it is your duty to yourself and to society that you 
fix any safety issue in your work.
• Prevent harm

• Provide warnings about potential harm

• If there is newly found potential for harm, report it

• Fix it
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Overview
Safety Assurance

Code of Ethics

Regulatory Compliance 

Safety Assessment

Design for Safety
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Code Compliance

Every region has government regulations and enforced codes 
which goods and services must comply
• Failure to do so is illegal and breaking the law.

28



Copyright Kevin Otto 2018

How Much is the Designer’s Responsibility?

Isn’t any problem of safe use the user’s fault?  

They bought it.

Caveat Emptor.  

25.9.2020
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The Law: Negligence

“Donoghue v Stevenson” defined the legal concept of 
negligence
• A product or service provider owes a duty of care against reasonably 

forseeable product failures

• Not every possible scenario 
that one could image

• Instead, you owe a duty of care
to ensure the product is safe over 
all reasonably forseeable use cases
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The Law: Negligence

“MacPherson v Buick Motors” expanded to define negligence of 
the manufacturer, not just the retailer, for defective products 
• A poorly designed and 

fabricated wooden spoke
broke and the car collapsed.

• Buick was deemed liable, 
without sufficient due care
in the design and manufacture
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Code Compliance

Every region has government regulations and enforced codes 
which goods and services must comply
• Failure to do so is illegal and breaking the law.

• Finland: TUKES
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Code Compliance

Every region has government regulations and enforced codes 
which goods and services must comply
• Failure to do so is illegal and breaking the law.

33

Active implantable medical devices (Directive 90/385/EEC) 
Medical devices (Directive 93/42/EEC) 
Pressure equipment (Directive 97/23/EC and Directive 2014/68/EU) 
Transportable Pressure equipment (Directive 2010/35/EU) 
Aerosol Dispensers (Directive 75/324/EEC) 
Lifts (Directive 95/16/EC and 2014/33/EU) 
Recreational craft (Directive 94/25/EC and Directive 2013/53/EU) 
Personal protective equipment (Directive 89/686/EEC) 
Marine equipment (Directive 96/98/EC and Directive 2014/90/EU) 
Noise emission by equipment for use outdoors (Directive 2000/14/EC) 
Emissions from non-road mobile machinery (Directive 97/68/EC) 
Energy labelling (Directive 2010/30/EU) 

Use of hazardous substances in electrical equipment (Directive 2011/65/EU) 
Appliances burning gaseous fuels (Directive 2009/142/EC) 
Ecodesign requirements for energy-related products (Directive 2009/125/EC) 
Simple pressure vessels (Directive 2009/105/EC and Directive 2014/29/EU) 
Toys' safety (Directive 2009/48/EC) 
Electrical equipment voltage limits (Directive 2006/95/EC and 2014/35/EU) 
Machinery (Directive 2006/42/EC) 
Electromagnetic compatibility (Directive 2004/108/EC and 2014/30/EU) 
Measuring instruments (Directive 2004/22/EC and Directive 2014/32/EU) 
Cableway installations designed to carry persons (Directive 2000/9/EC) 
Radio and telecomm equipment (Directive 1999/5/EC and 2014/53/EU)
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GPS Directive
The GPSD is the EU law protecting 
consumer health and safety, and applies 
to all goods sold in the region that may 
be used by consumers (whether they are 
actually intended for consumers or not). 

25.9.2020
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GPS Directive

Businesses should place on the market 
only products which are safe, and inform 
consumers of any risks associated with 
the products that the business supplies.

25.9.2020
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GPS Directive
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GPS Directive
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Safety Directives

When selling in any country, it must be regulatory compliant

Compliance generally requires a safety analysis.

Designers must document that they analyzed the design to 
ensure it is adequately safe.  

Designers must document that they analyzed the design to 
ensure the consumer has adequate warnings of risks.

That’s the law.  Failure to do so carries legal liability.  

25.9.2020
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Overview
Safety Assurance

Code of Ethics

Regulatory Compliance 

Safety Assessment

Design for Safety
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GPS Directive

When selling in the EU, it must be regulatory compliant

GPS compliance requires a safety analysis.

A Design FMEA is a useful analysis procedure to

• Ensure it is adequately safe.

• Ensure the consumer has adequate warnings of risks.

25.9.2020
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Think About Abuse!

Design for safety does not mean design to the most 
experienced, alert and best case operator.

Design for safety = Design for atypical use cases

How will the product be abused?

What reasonably foreseeable foolish situations will a person get into?

42
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Think About Abuse!
What reasonably foreseeable foolish situations will a person get into?

To consider this, you must define the atypical but foreseeable 
scenario.  

• What is the user doing?

• Who are other actors in the scenario?

• What are other systems in the scenario?  
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Define the User Environments
Example:  Drone Flying

“The typical user environment is indoor or outdoor, with adult 
supervision, in benign weather, with separation of the drone.”    

44
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Define the User Environments
Example:  Drone Flying

“The typical user environment is indoor or outdoor, with adult 
supervision, in benign weather, with separation of the drone.”    
Atypical but forseeable:
• Crowded indoors.  Living rooms. Basements. Bedrooms.  Bathroom. Kitchen.
• Playgrounds, pools, sports areas, areas with unobservant others
• Hazardous areas. Power lines. Traffic.  
• Poor weather conditions. Rain. Snow. Wind.
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Definition of FMEA
Failure Modes and Effects Analysis

A structured approach for:
• Identifying the ways a system can fail at any level

- System-of-systems level

- System level

- Subsystems

- Component level

- Materials level

• Quantifying the risk posed by each potential failure

• Prioritizing corrective action on potential high priority failure modes

48
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History of FMEA
FMEA dates to 1949 with release of MIL-P 1629

Adopted for use by auto industry in late '70s
• Quality problems, Product liability

• One of the quality design tools that helped the comeback of the auto 
industry from the plague of quality problems that affected them

Now required standard work in automotive, aerospace and 
medical device industries

49
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Types of Projects for FMEA
System FMEA 
• Focus on customer usage: what if they use it wrong?

• Focus on worst cases: what if the environment gets extreme?

• Focus on neighboring systems: what if the power fails? etc.

• Aids in evaluating test specifications

Component Design FMEA
• Applied at the lowest level to improve design of basic system elements 

• Evaluation of design failures relating to:
- Component function.  How can the part fail?  

- Component failure’s impact on the system.  What happens?  

Process FMEA
• Applied to production process, to provide the specified design

• Focus on manufacturing, assembly
- How can the process impart defects?  What happens to the design?  
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General Observations
Most failures don’t happen because of a math error in your 
engineering calculations. 

That analysis is often reviewed by others in peer or design 
reviews.

It’s usually the things that aren't looked at that become 
problems. 

The problem is the analysis you don’t do!
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Design FMEA Process Flowchart
1. Consider a use case.

2. Define the actors and systems in the use case.

3. Define their normal, safe operating conditions.  

4. Start with the user.

5. Define Failure-Modes:
How can it generate safety risks during the use case?

6. Repeat over actors and use cases

7. Rank the failure modes on severity and likelihood

Mitigate high risk failure modes.
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Systems – Example
PowerUp Drone

Forseeable Safety Use Case
• Flying indoors around many 

unaware persons

Actors and Systems
• Pilot
• Drone
• Smartphone
• PowerUp App
• Indoor appliances, furniture
• Toddlers and impaired bystanders
• Walls, ceilings, hanging lamps

56

Normal Safe Operation
• Pilot, drone and software fully 

functioning
• Bystanders watching, aware, and 

safe distance away
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Design FMEA

58

System Failure Modes Effects Severity Occurrence

Pilot
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Design FMEA

60

System Failure Modes Effects Severity Occurrence

Pilot Inept flying

Drops phone

Becomes distracted

Flys plane behind a wall 
and cannot see drone
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Design FMEA

62

System Failure Modes Effects Severity Occurrence

Pilot Inept flying
Drone crashes into wall 
or ground

Drone crashes into 
electric appliance

Drone crashes into and 
injures unaware person

Drops phone

Becomes distracted

Flys plane behind a wall 
and cannot see drone
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Design FMEA

63

System Failure Modes Effects Severity Occurrence

Pilot Drops phone
Drone crashes into wall 
or ground
Drone crashes into 
electric appliance
Drone crashes into and 
injures unaware person

Becomes distracted
Drone crashes into wall 
or ground
Drone crashes into 
electric appliance
Drone crashes into and 
injures unaware person

Flys plane behind a wall 
and cannot see drone

Drone crashes into wall 
or ground
Drone crashes into 
electric appliance
Drone crashes into and 
injures unaware person
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Design FMEA

64

System Failure Modes Effects Severity Occurrence

Pilot Drops phone
Drone crashes into wall 
or ground

Low High

Drone crashes into 
electric appliance

High Med

Drone crashes into and 
injures unaware person

High High

Becomes distracted
Drone crashes into wall 
or ground

Low High

Drone crashes into 
electric appliance

High Med

Drone crashes into and 
injures unaware person

High High

Flys plane behind a wall 
and cannot see drone

Drone crashes into wall 
or ground

Low High

Drone crashes into 
electric appliance

High Med

Drone crashes into and 
injures unaware person

High High
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High Risk Failure Modes
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System Failure Modes Effects Severity Occurrence

Pilot Drops phone
Drone crashes into wall 
or ground

Low High

Drone crashes into 
electric appliance

High Med

Drone crashes into and 
injures unaware person

High High

Becomes distracted
Drone crashes into wall 
or ground

Low High

Drone crashes into 
electric appliance

High Med

Drone crashes into and 
injures unaware person

High High

Flys plane behind a wall 
and cannot see drone

Drone crashes into wall 
or ground

Low High

Drone crashes into 
electric appliance

High Med

Drone crashes into and 
injures unaware person

High High
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Design FMEA

66

System Failure Modes Effects Severity Occurrence

Drone Comm fails (SAME) Low

Circuit board fails (SAME) Low

Powertrain fails (SAME) Low

Battery drains (SAME) Medium

Smartphone System software fails (SAME) Low

Call comes in (SAME) High

Slow and laggy (SAME) High

Flying App App crashes (SAME) Low

Comm fails (SAME) Low
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Design FMEA

67

System Failure Modes Effects Severity Occurrence
Unaware 
persons

Moving to a position the 
pilot is unaware

Drone crashes into and 
injures unaware person

High High

Gets close to drone and 
hair gets pulled into prop

Drone crashes into 
person

Medium High

Walls, ceilings, 
hanging lamps

None None None None

Electrical 
appliances

None None None None
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Prioritized Failure Modes

68

System Failure Modes Effects Severity Occurrence

Pilot Dropping phone
Drone crashes into and 
injures unaware person

High High

Pilot Flys behind walls
Drone crashes into and 
injures unaware person

High High

Pilot Becomes distracted
Drone crashes into and 
injures unaware person

High High

Unaware 
person

Moving to a position the 
pilot is unaware

Drone crashes into and 
injures unaware person

High High

Smartphone Call comes in
Drone crashes into and 
injures unaware person

High High

Smartphone Slow and laggy
Drone crashes into and 
injures unaware person

High High
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Reduce High Risk Failure Modes
Actions Needed for Risk Reduction
• Start with causes having highest RPN

• How would you eliminate them?

• If you can’t eliminate them, how can we minimize them by making the 
system robust against failures?
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Overview
Safety Assurance

Code of Ethics

Regulatory Compliance 

Safety Assessment

Design for Safety
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What Design Changes Help?

Demonstration test indicating it is ok

Parametric size changes

Redundancy

Different controls

Different components

Different element

Different function

71
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Three Possible Actions

Eliminate the failure

Reduce the effect

Reduce the occurrence
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What are the possible actions?
Eliminate the failure

Reduce the effect

Reduce the occurrence

73

Weak Design

Mistake-proofed Design

Mistake proof the 
design so the failure 

cannot happen
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What are the possible actions?
Eliminate the failure

Reduce the effect

Reduce the occurrence

74

Too hot Too heavy

Reduced hot Reduced Weight
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What are the possible actions?
Eliminate the failure

Reduce the effect

Reduce the occurrence

75

Single action

Redundant action
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What are the possible actions?
Eliminate the failure

Reduce the effect

Reduce the occurrence

76

Not recommended
as only action

Single action

Redundant action
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What are the possible actions?
Eliminate the failure

Reduce the effect

Reduce the occurrence

77

It will still happen.  
Severe failures need happen only once 

to cause a severe problem.  

Not recommended
as only action

Single action

Redundant action
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Design Mitigations
What can you do the design out these failure mode effects?

79

System Failure Modes Effects Design Mitigation

Pilot Dropping phone
Drone crashes into and 
injures unaware person

Soft bumpers. Propellor stop. 
Propellor guards.  Low mass.

Pilot Flys behind walls
Drone crashes into and 
injures unaware person

Soft bumpers. Propellor stop. 
Propellor guards.  Low mass.

Pilot Becomes distracted
Drone crashes into and 
injures unaware person

Soft bumpers. Propellor stop. 
Propellor guards.  Low mass.

Unaware 
person

Moving to a position the 
pilot is unaware

Drone crashes into and 
injures unaware person

Soft bumpers. Propellor stop. 
Propellor guards.  Low mass.

Smartphone Call comes in
Drone crashes into and 
injures unaware person

Prevent calls during flying mode

Smartphone Slow and laggy
Drone crashes into and 
injures unaware person

Prevent flying if loaded 
processor
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Provide Warnings of the Risks

80

For all reasonably forseeable risks, provide consumers with 
information that enables them to assess potential risk
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Design for Safety
It is the designer’s responsibility for the safe operation of their 
provided products

Products must be safe against intended and reasonably 
forseeable uses

Provide consumers with information that enables them to 
assess potential risk

Complete a Design FMEA on the product and its surroundings 
for the reasonable forseeable uses cases

Mitigate risks by changing the design

81



Copyright Kevin Otto 2018

Homework Assignment
Complete a safety FMEA for your product

1. Define reasonably forseeable use cases with safety concerns

2. Define the actors (other systems and persons) in the environment

3. For one use case of concern, fill out the FMEA table over all actors

4. Develop potential mitigations for each high risk failure mode

82

System Failure Modes Effects Severity Occurrence Mitigation


