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l. Introduction

In LTE Security | [1], Part | of the LTE Security technical document, we have discussed LTE authentication based
on EPS AKA procedure and learned a UE and an MME get to share the Kasve When authenticated. In this
document, we will explain NAS and AS security setup procedures to be performed based on Kasue, and how

data are transmitted in user and control planes after the security setup procedures.

Chapter Il herein will explain NAS security setup procedure and how NAS messages are sent and received after
the procedure. Chapter Ill will cover AS security setup procedure and how RRC messages and IP packets are
transmitted thereafter. Chapter IV will provide a description of EPS security contexts and security data to be
set in EPS entities (UE, eNB, MME and HSS). Finally, Chapter V will summarize all the security keys covered in
the LTE Security technical document (LTE Security | and I1).

Before we move on to security setup procedures, we will look in the protocol stacks where NAS and AS

security are actually applied to. Figure 1 shows the protocol stacks related to NAS and AS security setup.

Control Plane

KNASint . KNASint

KNASenc NAS Securlty SetuP —“ KNASenc
SRB

AS Security Setup

Kgrcint
KRRCenc

Kgrcint
KRRCenc

NAS Security Setup =
UE LTE-Uu eNB MME for signaling (NAS signaling)

AS Security Setup
for signaling (RRC signaling)
and user IP packet

User Plane

DRB
KUPen: KUPen:

Perform ciphering/deciphering
(encryption/decryption) and
integrity protection/verification

Perform ciphering/deciphering
(encryption/decryption)

UE LTE-Uu eNB P-GW

Figure 1. Protocol stacks for security setup

* NAS Security: The purpose of NAS security is to securely deliver NAS signaling messages between a UE and
an MME in the control plane using NAS security keys. The NAS security keys are derived from Kaswe and
new keys are generated every time EPS AKA is performed (every time a new Kagye is generated). After the
NAS security setup is completed, the UE and the MME get to share a NAS encryption key (Kyasenc) and a
NAS integrity key (Knasint), Which are used in encryption and integrity protection, respectively, of NAS

messages before transmitting.

* AS Security: The purpose of AS security is to securely deliver RRC messages between a UE and an eNB in

the control plane and IP packets in the user plane using AS security keys. The AS security keys are derived
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from Kengand new keys are generated every time a new radio link is established (that is, when RRC state
moves from idle to connected)’. After the AS security setup is completed, the UE and the eNB get to share
an RRC integrity key (Krrcint), RRC encryption key (Krrcenc) and user plane encryption key (Kypenc). Encryption
and integrity protection using these keys are performed at the PDCP layer. Krrcint aNd Kgrcenc are used to
securely deliver RRC messages in the control plane through an SRB (Signaling Radio Bearer) over radio links.
The RRC messages are encrypted using Krrcenc and integrity protected using Kggcin: at the PDCP layer before
being sent. Kypenc is Used to securely deliver IP packets in the user plane through a DRB (Data Radio Bearer)

over radio links. The IP packets are encrypted using Kypenc at the PDCP layer before being sent.

Il. NAS Security

A detailed description of the NAS security previously mentioned in LTE Security | [1] will be given below. A NAS
security setup procedure consists of NAS signaling, between a UE and an MME, by a Security Mode Command
message that the MME sends to the UE and a Security Mode Command message that the UE sends to the
MME. Descriptions of the NAS security setup procedure by NAS messages and how NAS messages are

delivered thereafter will be provided in Sections 2.1 and 2.2, respectively.

2.1 NAS Security Setup

(1) Delivering a Security Mode Command message

Figure 2 shows how a Security Mode Command message is delivered during the NAS security setup procedure.
The MME, by sending a Security Mode Command message to the UE, informs the UE that it is authenticated
by the network and the NAS security setup procedure for secure message delivery between them is initiated.
The Security Mode Command message is integrity protected and then sent to the UE, which then derives NAS
security keys (a cipher key and an integrity key) and verifies the integrity of the message using the integrity

key.

A simplified LTE authentication procedure that precedes the NAS security setup procedure is shown as o and
e in Figure 2 [1]. The same Kasme is shared by the UE and the MME as a result of the LTE authentication. We
will explain the NAS security setup procedure presuming the MME allocates a KSlasue to identify Kasueas 1
("001").

During handover, a new key is generated even when RRC state is active. However, since security during handover is out of the
scope of this document, it is not covered herein.
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Figure 2. NAS security setup: Delivery of a Security Mode Command message

) [MME] Selecting security algorithms

The MME selects ciphering and integrity algorithm to be applied to NAS messages based on UE Network
Capability information included in the received Attach Request message from the UE. Figure 2 shows an
example of selecting EEA1 for an encryption algorithm and EIA1 for an integrity algorithm, i.e., SNOW 3G
algorithm (see LTE Security | [1]).

©) [MME] Deriving NAS security keys

The MME derives Kyasint and Kyasenc from Kaswe using the algorithm IDs and algorithm distinguishers of the

selected security algorithms. Table 1 lists algorithm IDs and algorithm distinguishers [2].

* KNASint = KDF(KASME, NAS-int-aIg, Alg—ID)
* KNASenc = KDF(KASMEI NAS-enC-alg, Alg'ID)

Table 1. Security algorithm IDs and algorithm distinguishers [2]

Algorithm ID Description ‘ Value Algorithm Distinguisher ‘ Value ‘
128-EEAQ Null ciphering algorithm 0000 NAS-enc-alg 0x01
128-EEAl1 SNOW 3G 0001 NAS-int-alg 0x02
128-EEA2 AES 0010 RRC-enc-alg 0x03
128-EEA3 ZUC (optional) 0011 RRC-int-alg 0x04
128-EIA1 SNOW 3G 0001 UP-enc-alg 0x05
128-EIA2 AES 0010 UP-int-aIg2 0x06
128-EIA3 ZUC (optional) 0011

2 1tis applied when using relay nodes. As relay is out of the scope of this document, user plane integrity algorithms are not
discussed herein.
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[MME] Generating NAS-MAC for integrity protection

The MME forms a Security Mode Command message to send to the UE and calculates NAS-MAC (Message
Authentication Code for NAS for Integrity) using the selected EIA algorithm (EIA1) with input parameters
such as the Security Mode Command message and Kyasin: derived in . Figure 3 shows how NAS-MAC is

calculated using the following EIA algorithm input parameters [2]:

Count: 32-bit downlink NAS count
*  Message: NAS message, i.e., Security Mode Command message herein
Direction: 1-bit direction of the transmission, 0 for uplink and 1 for downlink (set to 1 herein)
Bearer®: 5-bit bearer ID, constant value (set to 0)
Knasint: 128-bit NAS integrity key
Security Mode Command

Message
Count Direction

l Message l Bearer
Key — EIA )
(Knasint) l

NAS-MAC

Figure 3. Calculation of NAS-MAC [2]

[UE € MME] Sending a Security Mode Command message

The MME attaches the NAS-MAC calculated in to the Security Mode Command message and sends it

to the UE. Here the message is integrity protected but not ciphered. Message parameters used are as
follows:

KSlasme: 3-bit value associated with a Kasye, used to identify the Kasme (KSlasme=1 herein)

+ Replayed UE Security Capability: UE Security Capability included in the UE Network Capability in the
Attach Request message sent by UE, indicates which security algorithms are supported by the UE

* NAS Ciphering Algorithm: NAS ciphering algorithm selected by the MME, EEA1 herein
NAS Integrity Algorithm: NAS integrity algorithm selected by the MME, EIA1 herein

[UE] Setting Kasme identifier (KSlasme)

When the UE receives a Security Mode Command message from the MME, it sets KSlasme in the message

as its KSlaspme and uses it as an identifier of the current Kaswe.
[UE] Deriving NAS security keys

The UE, recognizing the NAS security algorithm that the MME selected, derives Kyasin: and Kyasenc from

Kasme Using the algorithm IDs and the algorithm distinguishers (see Table 1).

3 Asthereis only one NAS signaling connection between a UE and an MME, technically no bearer is needed. However, it was
included here so that the same input parameters are used in calculating both NAS MAC (NAS-MAC) and AS MAC (MAC-I).
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0 [UE] Verifying the integrity of the Security Mode Command message

The UE checks the integrity of the received Security Mode Command message by verifying the NAS-MAC

included in the message. It recognizes the NAS integrity algorithm selected by the MME is EIA1l and

calculates XNAS-MAC, a message authentication code, by using the selected EIAl algorithm with the

Security Mode Command message and Kyasin: derived in 0 Figure 4 shows how XNAS-MAC is calculated

using the same EIA input parameters as in 6 [2]. The UE verifies the integrity of the message by
examining whether the XNAS-MAC calculated by itself matches the NAS-MAC calculated by the MME. If

they match, it is guaranteed that the Security Mode Command message has not been manipulated (e.g.,

inserted or replaced) on the way.

Count v Direction
J Message J Bearer
Key —| EIA )
(Knasint) l
XNAS-MAC

Figure 4. Calculation of XNAS-MAC [2]

(2) Delivering a Security Mode Complete message

Security Mode Command
Message

Figure 5 illustrates how a Security Mode Complete message is delivered during the NAS security setup

procedure. The UE, by sending a Security Mode Complete message to the MME, informs the MME that the

same NAS security keys as MME's are derived in the UE and that the integrity of the Security Mode Command

message is verified. The Security Mode Complete message is ciphered and integrity protected for

transmission.

KNASen:
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Direction, Length

Generating
NAS Security
Mode
Complete

Message
8 Key Stream Block

| Plain Text i
Block

(8]

Ciphering
Cipher Text
Block
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Complete Message

Knasint
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NAS-MAC
0 Integrity Protection

NAS Security Mode Complete
(NAS-MAC)

COUNT,
Bearer,
Direction

@ XNAS-MAC

Knasint

Direction,

Key Stre:;

®

Ciphered NAS

Integrity Verification
(NAS-MAC = XNAS-MAC)

KNASen:

COUNT, Bearer,
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m Block
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\ 4

NAS
Security
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Figure 5. NAS security setup: Delivery of a Security Mode Complete message
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0 [UE] Encrypting the message using the selected encryption algorithm (EEA1)

The UE forms and encrypts the Security Mode Complete message to be sent to the MME. The ciphered
Security Mode Complete message (Cipher Text Block) is derived by performing bitwise XOR between the
Security Mode Complete message (Plane Text Block) and the encryption key stream (Key Stream Block)
generated using EEA1 algorithm with NAS encryption key (Kyasenc). Figure 6 shows how NAS messages are

encrypted [2]. EEA algorithm input parameters used to generate the key stream block are as follows:

Count: 32-bit uplink NAS count
+ Bearer: 5-bit bearer ID, constant value (set to 0)

Direction: 1-bit direction of the transmission, 0 for uplink and 1 for downlink (set to 0 herein)
+ Length: the length of the key stream to be generated by the encryption algorithm

Knasenc: 128-bit NAS cipher key

Count Direction
l Bearer l Length

| |
Key —( EEA )

(KNASenc)
Key Stream
Block
Plain Text Block &> é 4 Cipher Text Block
Security Mode Complete Ciphered Security Mode
Message Complete Message

Figure 6. Encryption of NAS message by the sender (UE) [2]

9 [UE] Generating NAS-MAC for integrity protection

The UE calculates NAS-MAC using EIA algorithm (EIA1) with the ciphered Security Mode Complete

message and Kyasint. Figure 3a shows how NAS-MAC is calculated using the following EIA algorithm input

parameters:

Count: 32-bit uplink NAS count

+  Maessage: NAS message, Security Mode Complete message herein

+ Direction: 1-bit direction of the transmission, 0 for uplink and 1 for downlink (set to 0 herein)
Bearer: 5-bit bearer ID, constant value (set to 0)

* Knasint: 128-bit NAS integrity key

e Ciphered Security Mode
i Complete Message

Count v Direction

J Message J Bearer
Key —( EIA )
(Knasint) l

NAS-MAC

Figure 3a. Calculation of NAS-MAC for the Ciphered Security Mode Complete message
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@ [UE > MME] Sending the Security Mode Complete message

The UE attaches the NAS-MAC calculated in 9 to the Security Mode Complete message and sends it to
the MME. Here the message is integrity protected and ciphered, and all the NAS messages that the UE

sends to the MME hereafter are securely delivered.
m [MME] Verifying the Integrity of the Security Mode Complete message

The MME checks the integrity of the received Security Mode Complete message by verifying NAS-MAC
included in the message. MME calculates XNAS-MAC, a message authentication code, by using the
selected EIA1 algorithm with the Security Mode Complete message and Kyasin:. Figure 4a shows how XNAS-
MAC is calculated using the same EIA input parameters as in O The MME verifies the integrity of the
message by examining whether the XNAS-MAC calculated by itself matches the NAS-MAC calculated by
the UE. If they match, it is guaranteed that the Security Mode Complete message has not been

manipulated on the way.

g Ciphered Security Mode
Complete Message
Count : Direction
J Message J Bearer
Key —| EIA )
(Knasint) l
XNAS-MAC

Figure 4a. Calculation of XNAS-MAC for the Ciphered Security Mode Complete message

@ [MME] Decrypting of the Security Mode Complete message

After successful verification of the Security Mode Complete message, the MME decrypts the message
using EEA algorithm (EEA1). Then the Security Mode Complete message, the original message generated
by the UE, is derived through XOR between the ciphered Security Command Complete message and the
key stream block. Figure 7 illustrates how the message is decrypted using the same EEA algorithm input

parameters as in 0

Count Direction
l Bearer l Length

! |
)

Key —{ EEA
(KNASenc)
Key Stream
Block
Cipher Text Block B A e S Eeeeee e & Plain Text Block
Ciphered Security Mode Security Mode Complete
Complete Message Message

Figure 7. Decryption of the NAS message by the receiver (MME) [2]
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2.2 After NAS Security Setup

Once the NAS security setup is completed as in Section 2.1, all the NAS messages between the UE and the
MME thereafter are encrypted and integrity protected before being sent. Figure 8 shows how NAS messages

are delivered between the UE and the MME after the NAS security setup.

COUNT, Bearer, COUNT, Bearer,
Direction, Length Direction, Length
4“* EEA
NAS NAS
Message Key Stream Block Key Stream Block Message
L,P'aailn TEX‘ Ciphering o _____________________ | [ | 5 Deciphering P'Tailf‘T:X'f_J
OCl OC|
< X
Sl ot COUNT, COUNT,
oc Bearer, Bearer,
i Direction Direction
Ciphered NAS Message Ciphered NAS Message
EIA
NAS-MAC XNAS-MAC
Integrity Protection <------r-=-t===========------ -~ Integrity Verification|
.
Ll
K K Ciphered and Integrity K K
NASenc NASint Protected NAS Message NASint NASenc
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Direction, Length Direction, Length
4-# EEA
NAS Message Key Stream Block Key Stream Block NAS Message
' Plain Text q q ; : Plain Text, l
Block 4—6? Deciphering < ---=--===============q== s oo oo e e e e e F> Clpfrermg Block
COUNT, R Clphler 'll;ext
) 3 B
Bearer, Bearer, <
Ciphered NAS Message Slectoy Direction Ciphered NAS Message
EIA EIA
XNAS-MAC NAS-MAC
Integrity Verificatioff <-}-----=--=--—ccccomeeoo -> Integrity Protection
< )
- . .
Ciphered and Integrity

Protected NAS Message

Figure 8. Ciphering and integrity protection of the NAS Messages after the NAS security setup
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Security protected NAS message
(Knasint) and the received NAS-MAC, and then the messages (sender)

are decrypted to get the original NAS messages.

10
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III. AS Security

A detailed description of the AS security previously mentioned in LTE Security | [1] will be given below. An AS
security setup procedure consists of RRC signaling, between a UE and an eNB, by a Security Mode Command
message that the eNB sends to the UE and a Security Mode Complete message that the UE sends to the eNB.
Descriptions of the AS security setup procedure by RRC signaling and how RRC messages in the control plane
and IP packets in the user plane are transmitted thereafter will be provided in Sections 3.1 and 3.2,

respectively.

3.1 AS Security Setup

(1) shows how a Security Mode Command message is delivered and (2) demonstrates how a Security Mode

Complete message is delivered.

(1) Delivering a Security Mode Command message

Figure 9 and 10 are illustrations of how a Security Mode Command message is delivered during the AS
security setup procedure. The Figures show how the message is processed at the eNB and at the UE,
respectively. First, Figure 9 shows how the eNB derives AS security keys and delivers the Security Mode
Command message to the UE. Kqng, an AS security base key, is derived from Kasye and the eNB derives AS
security keys from Keyg. Since Kasue is not delivered to the eNB, the MME derives Kqng from Kasye and forwards
it to the eNB, which then derives AS security keys based on the forwarded Keyg.

0 and Q show the LTE authentication procedure (see [1] for the detail operation).
(1]

Attach Request
- IMSI

- UE Network Capability
- EEAO=0n, EEAl=0n, EEA2=0ff, "
- EIAl=0n, EIA2=0n, *** st UES it
KSlaoe = 7 ore UE Security
i ASME i i > Capability
Q Authentication Authentication Vectors
«—
KSlasme | AV KSlasme | AV
L KASME I 1 KASME I l
Kasme
UL NAS KDF
@) select encryption/integrity ':\ltntnalaclhcgﬁiif Stetup Request> COUNT
algorithm (e.g., EEA1/EIA1) N o
. Py - UE Security Capabilit
(from UE Security Capability) P - Security K;/V(=EENE) v Ke.NB
<
K V( o Key Derivation (Keng)
eNB
o Key Derivation
Alg-ID, Alg-ID, Alg-ID,
RRC-int-alg RRC-enc-alg UP-enc-alg
[ KDF [ KDF ) [ KDF )
KRRCint KRRCenc KUPen
COUNT,
Bearer, :
e Direction EIAL AS Security
. ) Mode
AS .Secu‘rlty Mozj.le Command g'r:zetge::’:i’tlm MAC- Command
fCIphelrlng Algo_rlthm:EEAl Message
- Integrity Algorithm=EIAL e
| -mac
-

Figure 9. AS security setup: Generating and sending a Security Mode Command message

11
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@ [MME] Deriving Keys
The MME derives Kqyg Using a key derivation function with Kasme and UL NAS Count.
@) [eNB € MME] Forwarding Keyg

The MME forwards the Attach Accept message to the UE as a response to the Attach Request message in
blue o This NAS message is delivered through an Initial Context Setup Request message, an S1 signaling

message between the eNB and the MME. Message parameters used are as follows:

UE Security Capability: security algorithms selected by the MME in the UE Network Capability in the
Attach Request message sent by the UE
+  Security Key: 256-bit Kqng

9 [eNB] Selecting security algorithms

The eNB selects ciphering and integrity algorithms to be applied to RRC messages and IP packets based on
the UE Security Capability information included in the received Initial Context Setup Request message
from the MME. Figure 9 shows an example of selecting EEA1 for an encryption algorithm and EIA1 for an

integrity algorithm.
o [eNB] Deriving AS Security Keys

The eNB derives Kgrcinty Krrcenc aNd Kypenc from Keng using the algorithm IDs and algorithm distinguishers of

the selected security algorithms (see Table 1).

* Kgrreint = KDF(KeNB, RRC-int-aIg, AIg-lD)
Krrcenc = KDF(Kens, RRC-enc-alg, Alg-1D)
* Kypenc = KDF(Keng, UP-enc-alg, Alg-ID)

9 [eNB] Generating MAC-I for integrity protection

The eNB forms a Security Mode Command message to send to the UE and calculates MAC-I (Message
Authentication Code for Integrity) using the selected EIA algorithm (EIA1) with Kggcint derived in o

Calculation of MAC-I is illustrated in Figure 3 and the EIA input parameters used are as follows:

Count: 32-bit downlink PDCP count

+  Message: RRC message, i.e., Security Mode Command message herein

+ Direction: 1-bit direction of the transmission, 0 for uplink and 1 for downlink (set to 1 herein)
Bearer: 5-bit radio bearer ID

* Knasint: 128-bit AS integrity key
0 [UE € eNB] Sending Security Mode Command message

The eNB attaches the MAC-I calculated in 9 to the Security Mode Command message and sends it to the

UE. Here the message is integrity protected but not ciphered. Message parameters used are as follows:

+ AS Ciphering Algorithm: AS ciphering algorithm selected by eNB, EEA1 herein
AS Integrity Algorithm: AS integrity algorithm selected by eNB, EIA1 herein

12
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Figure 10 shows how the UE derives AS keys from the Security Mode Command message received from the

eNB and verifies the integrity of the message.

| KSlasve | AV ‘
l 1 [ KASMEi ]
KSlasme= KSlaswe received from
NAS Security Mode Command
Kasme
UL NAS COUNT-
Keng
Krrcint
COUNT,
A| Bearer, B
AS Security Mode Command RUEeloy EIA AS Security
; ) . n Mode
Alg-ID=01, Alg-1D=01, Alg-ID=01, - Clpherlng Algolrlthm=EEA1 Integrlty g Command
UP-enc-alg=05 RRC-enc-alg=03 RRC-int-alg=04 - Integrity Algorithm=EIA1 Protection MAC-I
_MAC- Message
(_kDF ] (_kDF ] (kDF ]
AS Security
Mode

COUNT,

B Command
K K Kerc: earer, Mess)

UPenc RRCenc RRCint Direction essage
e Compute Keys
XMAC-I
© Integrity Verification
(MAC-I = XMAC-1)

Figure 10. AS security setup: Receiving a Security Mode Command message

0 [UE] Identifying security algorithms: EEA1, EIA1

The UE identifies which AS encryption and integrity algorithms are selected by the eNB when it receives
the Security Mode Command message from the eNB. Figure 10 shows an example of selecting EEA1 and

EIAL.
6 [UE] Deriving AS security keys

The UE derives Kgrcint, Krrcenc @aNd Kypene from Keng using the algorithm IDs and the algorithm distinguishers

of the identified security algorithms (see Table 1).
9 [UE] Verifying the integrity of the Security Mode Command message

The UE verifies the MAC-I included in the Security Mode Command message using the integrity key (Kgrgrcint)
derived in 0 During this verification, it is checked whether the XMAC-I calculated by UE matches the
MAC-I calculated by the eNB. If they match, it is guaranteed that the Security Mode Command message
has not been manipulated on the way. Calculation of XMAC-I is illustrated in Figure 4 and the same EIA

input parameters used in e are used.

13
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(2) Delivering a Security Mode Complete message

Figure 11 shows how a Security Mode Complete message is delivered during the AS security setup procedure.
The UE, by sending the Security Mode Complete message to the eNB, informs the eNB that the same AS
security keys as eNB’s are derived in the UE and that the integrity of the Security Mode Command message is

verified. Now, the Security Mode Complete message is delivered as integrity protected.

Kupenc  Krreenc Krecint KRrRcint Krrcenc  Kupenc

AS Security Mode
Complete Message

COUNT, COUNT,
Bearer, Bearer,
Direction Direction
EIA1
MAC-I ® XMAC-I
@ Integrity Protection | AS Security Mode Complete Integrity Verification (B)
(MAC-1)

\ 4

Figure 11. AS security setup: Delivery of a Security Mode Complete message

@ [UE] Generating MAC for integrity protection

The UE calculates MAC-I using EIA algorithm (EIA1) with the Security Mode Complete message and Kggcint.

Calculation of MAC-l is illustrated in Figure 3 and the same EIA input parameters used in e are used.
m [UE = eNB] Sending the Security Mode Complete message

The UE attaches the MAC-I calculated in @ to the Security Mode Complete message and sends it to the

eNB. Here the message is integrity protected.
@ [eNB] Verifying the integrity of the Security Mode Complete message

The eNB checks the integrity of the received Security Mode Complete message by verifying the MAC-I
included in the message. The eNB calculates XMAC-I, a message authentication code, by using the selected
EIA1 algorithm with the Security Mode Complete message and Kgrcint. The eNB verifies the integrity of the
message by examining whether the XMAC-I calculated by itself matches the MAC-I calculated by the UE. If
they match, it is guaranteed that the Security Mode Complete message has not been manipulated on the

way.

3.2 After AS Security Setup

Once the AS security setup is completed as in Section 3.1, all the RRC messages delivered between UE and eNB
thereafter are integrity protected and encrypted and all the IP packets are encrypted before being sent. Figure
12 shows how RRC messages and IP packets are delivered between the UE and the eNB after the AS Security

setup.
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Krrcint KrRrcenc
COUNT,
Bearer,
Direction

RRC Message

MAC-I
Integrity Protection « - - ___

COUNT, Bearer,
Direction, Length

Integrity Protected
RRC Message
Key Stream Block

| Plain Text

Block

EEA

Cipher Text
Block

Ciphered RRC Message
|

Ciphering <-

KRRCenc

COUNT,
Bearer,
Direction

XMAC-I
_____________________________ > Integrity Verification

COUNT, Bearer,

Direction, Length RRC message

EEA

Key Stream Block

KUPenc

COUNT, Bearer,
Direction, Length

Key Stream Block

Integrity Protected and
Ciphered RRC Message

> Deciphering PlaBilr;IEXt_,_.
Cipher Text Integrity Protected
Block RRC Message
Ciphered RRC Message
™ J
>
KUPenc

COUNT, Bearer,
Direction, Length

Key Stream Block

Plain Text .
User Packet > — _ Plain Text
Block N4 Cipher Text Cioh du Packet Cipher Text Block
Block iphered User Packe ol
Ciphering < =-====== === = e - ———————-> Deciphering

KRRrcint

RRC
Message

= User Packet

Figure 12. Integrity protection and ciphering of RRC messages and ciphering of user packets after the AS security setup

When RRC messages are being sent, they are integrity

protected first and then encrypted before being sent, unlike
NAS messages were. The original RRC messages are first
integrity protected including MAC-I calculated using the
integrity key (Kgrrcint) and then they are encrypted using the
encryption key (Kgrcenc). That way, the messages are

delivered as integrity protected and encrypted.

When received, however, RRC messages are decrypted first

and then integrity verified, which is in the opposite order of

what has been done when they were sent. That is, the

messages are decrypted first using Kgreenc t0 get the

integrity protected RRC messages, and then the integrity of

S uoi3104d Aja8aqu| Q
A

s
N

PCDP SN

Data
(RRC message)

r

MAC-I

Y
Sunaydp Q

Security protected RRC message
(sender)

the RRC messages is verified by comparing the XMAC-I calculated using the integrity key (Krrcin:) and the

received MAC-I to confirm the original RRC messages.

User packets are encrypted but not integrity protected. The user packets encrypted by a sender using the

encryption key (Kypenc) are decrypted by the receiver using the same encryption key (Kypenc) to get the original

user packets.
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IV. Security Context

So far, we have discussed the LTE authentication procedure (in LTE Security | [1]) and NAS security setup and
AS security setup procedures (in Chapter Il and Chapter Il herein). Data relating to security that has been set
in the EPS entities during these procedures is called an EPS security context, which can be either a NAS
security context or an As security context. A NAS security context can be one of the two types, "full native" or
"partial native". A NAS security context is called as "partial native" after EPS AKA is performed and before the
first SMC (Security Mode Command) procedure begins. A partial native EPS NAS security context is

transformed into a full native after the SMC procedure is completed. Table 2 lists these EPS security contexts”.

Table 2. EPS security contexts

Partial Native
EPS NAS Security Context

Full Native
EPS NAS Security Context

EPS AS Security Context

UE Security Capability UE Security Capability UE Security Capability

KASME

KSIASME

UL NAS Count
DL NAS Count

KASME

KSIASME

UL NAS Count
DL NAS Count
EIAID

KeNB

UL NAS Count
DL NAS Count
EIAID

EEAID EEAID

KNASint KRRCint

KNASenc KRRCenc
KUPenc

Figure 13 displays the key LTE security data stored in EPS entities as a result of the EPS AKA and NAS/AS
security setup procedures. It shows how each security data is generated (e.g. provisioning, calculated by itself)

and the data transfer flow (=) indicating from which data each security data is delivered.

‘Q @ )
UE eNB MME HSS
PLMN ID Configured
IMSI Factory IMSI From UE IMSI Provisioning
LTE K Factory LTE K Provisioning
SQN (Ranage) Factory SQN (Ranage) Provisioning
UE Security Capability Factory UE Security Capability From UE
AV (RAND) From MME / AV (RAND) From HSS ~<——— AV (RAND) Calc by itself
AV (AUTN) Calc by itself AV (AUTN) From HSS ~<——— AV (AUTN) Calc by itself
AV (RES) Calc by itself AV (XRES) From HSS ~<——— AV (XRES) Calc by itself
KSlasme From MME KSlasme MME
Calc by itself / From HSS  <——— Kasme Calc by itself
Selected NAS Algorithm From MME Selected NAS Algorithm MME
Knasenc Calc by itself J Knasenc Calc by itself
Knasint Calc by itself UE Security Capability From MME Knasint Calc by itself
Kens Calc by itself From MME <—— Keng Calc by itself
Selected AS Algorithm  From eNB <——— Selected AS Algorithm  eNB
Krreint Calc by itself Krreint Calc by itself
KRrcenc Calc by itself KRrcenc Calc by itself
Kupenc Calc by itself Kupenc Calc by itself

Figure 13. Security data in EPS entities

* As handover security is beyond the scope of this document, handover-related data (NH, NCC, K¢ns*) are not included herein.
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V. Closing

In the LTE Security technical documents, i.e., LTE Security | [1] and LTE Security Il, we have covered some of
the key LTE security technologies, including EPS AKA-based LTE authentication, NAS and AS setup procedures,
and security data in EPS entities. We have learned that LTE security keys have their own hierarchy, which are
separated and used for different purpose. The top-level key is K, an LTE key, and it has a permanent value
stored in USIM and HSS (AuC). From this K, CK and IK are derived and then Kasue is derived from CK and IK. NAS
keys (Knasint, Knasenc) and Keng are derived from Kasme. And from Kens, AS security keys (Krreint, Krrcenes Kupenc) are
derived. We have also found that different keys are derived from a UE, eNB or MME depending on whether
they are intended for the NAS level or the AS level, for the control plane or the user plane, and for ciphering or

integrity check, or which algorithms are used. Table 3 lists all the LTE securities keys that have covered so far.

Table 3. LTE security keys

Location Derived from Description
K 128 bits USIM, HSS/AuC - EPS master key
CK 128 bits USIM, HSS/AuC K Cipher key
1K 128 bits USIM, HSS/AuC K Integrity key
Kasme 256 bits UE, MME, HSS CK, IK MME base key
Keng 256 bits UE, eNB, MME Kasme eNB base key
Knasint 128/256 bits UE, MME Kasme Integrity key for NAS messages
Knasenc 128/256 bits UE, MME Kasme Encryption key for NAS messages
KRrrcint 128/256 bits UE, eNB Keng Integrity key for RRC messages on SRB
Krrcenc 128/256 bits UE, eNB Keng Encryption key for RRC messages on SRB
Kupenc 128/256 bits UE, eNB Keng Encryption key for user packets on DRB
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