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Real WLAN Security

= Wireless Protected Access 2 (WPA2)

— WPA?2 is the Wi-Fi alliance name for the 802.11i amendment to the
|IEEE standard, which is part of 802.11-2020

— Robust security network (RSN) = name in the IEEE standard
— Uses 802.1X for access control

— Uses EAP for authentication and key exchange, eg. EAP-TLS
— Confidentiality and integrity protocol AES-CCMP
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WPA?2 — Four-way handshake
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PMK=H(Passphrase
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Compute PTK <

PMK = key derived from Passphrase/802.1x auth
counter = replay prevention, reset for new PMK
PRF = pseudo-random function

PTK = PRF(PMK,MACaddrp,MACaddrgra,Nap,Ngta)
KCK, KEK = parts of PTK

MIC = message integrity check, a MAC
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WPA?2 — Four-way handshake
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EAPOL-Key: counter, N,p
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EAPOL-Key: counter, Ngra, MIC,(this frame)

PMK = key derived from Passphrase/802.1x auth
counter = replay prevention, reset for new PMK
PRF = pseudo-random function

PTK = PRF(PMK,MACaddrp,MACaddrgra,Nap,Ngta)
KCK, KEK = parts of PTK

MIC = message integrity check, a MAC
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WPA?2 — Four-way handshake

e ,

Wireless :

: Beacon or ProbeResponse (supported securit
Station < _ p. (Supp ).
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EAPOL-Key: counter, N,p
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EAPOL-Key: counter, Ngra, MIC,(this frame)
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PMK = key derived from Passphrase/802.1x auth
counter = replay prevention, reset for new PMK
PRF = pseudo-random function

PTK = PRF(PMK,MACaddrp,MACaddrgra,Nap,Ngta)
KCK, KEK = parts of PTK

MIC = message integrity check, a MAC
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WPA?2 — Four-way handshake
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(STA) AuthenticationRequest > (AP)
Authentication-Response (Success)
AssociationRequest >
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PMK=H(Passphrase)

A

PMK=H(Passphrase
EAPOL-Key: counter, N,p

EAPOL-Key: counter, Ngra, MIC,(this frame)

Compute PTK <

» Compute PTK 4-way
EAPOL-Key: counter+1,N,p, “Install PTK?, handshake
Exex(GTK), MIC,«(this frame)
Install PTK | - -
EAPOL-Key: counter+1, MIC,(this frame)
P install PTK

PMK = key derived from Passphrase /802.1x auth
counter = replay prevention, reset for new PMK
PRF = pseudo-random function

PTK = PRF(PMK,MACaddrp,MACaddrgra,Nap,Ngta)
KCK, KEK = parts of PTK

MIC = message integrity check, a MAC



