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Abstract—The challenge of developing IoT-based systems 
has been found to be a complex problem. It is influenced by 
number of factors: heterogeneous devices/resources, various 
perception-action cycles and widely distributed devices and 
computing resources. Increasing complexity and immaturity to 
deal with it have resulted in growing range of problems and 
challenges in IoT development. This paper identifies essential 
IoT-related challenges by conducting a systematic mapping 
study of existing IoT literature. To this end, we distil 
information with respect to IoT-related: 1) challenges, 2) 
experimental studies, and 3) recommendations for future 
research. We then discuss our findings in order to understand 
better the general state of IoT research, potential gaps in 
research, and implications for future research. 

Keywords—Internet of Things, IoT, IoT Challenges, IoT 
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I. INTRODUCTION 
Due to advances in the field of Internet technologies and 

wireless sensor networks (WSN), a new trend in the era of 
ubiquity is being realized. The huge increase in internet users 
and the modification of interworking technologies allow the 
creation of networks of everyday objects called Internet of 
Things (IoT). Implementation of this technology is rapidly 
gaining momentum as technological, public and competitive 
pressures push firms to innovate and transform. The entire 
infrastructure of different domains changes with the 
introduction of IoT, creating a so-called intelligent 
infrastructure. 

 As IoT technology advances, an increasing number of 
firms have started to adopt the technology in different sectors: 
Health Care, Transportation, Waste Management, Food 
Supply Chains, and Energy & Utilities. IoT does not only 
bring certain changes in those domains, but it enables 
fundamentally new paradigm, which can be called as an 
extension and expansion of Internet-based network. It expands 
the communication from human and human to human and 
things or things and things. IoT is not subversive revolution 
over the existing technologies, it is comprehensive utilizations 
of existing technologies [1]. 

Development of IoT-based solutions is currently a widely 
discussed topic. The challenge of developing IoT-based 
systems has been found to be a complex problem. It is 

influenced by number of factors: heterogeneous 
devices/resources, various perception-action cycles and 
widely distributed devices and computing resources [2]. 
Another issue, pointed out by researchers, is the shift of focus 
in software development. It changes from goal-oriented to 
user-oriented, distributed intelligence and machine-to-
machine and machine-to-human collaboration [3].  

Increasing complexity and immaturity to deal with it have 
resulted in growing range of problems and challenges in IoT 
development. This paper identifies essential IoT-related 
challenges by conducting a systematic mapping study of 
existing IoT literature. To this end, we distil information with 
respect to IoT -related: 1) challenges, 2) experimental studies, 
and 3) recommendations for future research. We then discuss 
our findings in order to understand better the general state of 
IoT research, potential gaps in research, and implications for 
future research.  

The structure of our study is as follows. Section 2 
describes the research method. Section 3 presents the results 
of our systematic mapping study. Section 4 identifies 
recommendations for future IoT research and compares these 
findings with the results of Section 3. Finally, Section 5 
concludes the paper. 

II. RESEARCH METHODS 
We have conducted a systematic literature mapping [4]. 

This type of research requires a prior definition of the review 
protocol, that describes and justifies the research questions 
and outlines a method for studying, evaluating and 
synthesizing different types of research. In our study, 
following research questions were specified: 

1. What IoT-related challenges have been reported? 
2. How identified IoT challenges have been addressed? 
3. What implications the findings have on future IoT 

research? 

An important part of systematic mapping study is the 
specification of inclusion and exclusion criteria [5]. We 
decided to include Computer Science-related studies that 
described IoT challenges. Those studies that could not be 
accessed without additional investments were decided to be 
excluded from this mapping study. 
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Definition of the search strategy and data sources is the 
next step of systematic mapping study. Kitchenham [6] 
suggests that researchers should indicate their rationale for 
using an electronic or manual search or a combination of both.  
In this study, we used electronic search procedure to identify 
the studies that help to answer the research questions and 
exclude human factor (when manual search is done). 
Electronic search procedure was chosen because it is 
represented as an essential contribution toward ensuring 
accuracy and completeness of the evidence [7]. The electronic 
search was applied on the Scopus search engine, because 
almost 80% of Scopus records include abstract, which makes 
analysis easier, and high quality of search outcomes [8]. The 
following search string was applied: 

TITLE-ABS-KEY (iot AND challenges) AND (LIMIT-TO 
(ACCESSTYPE(OA))) AND (LIMIT-TO (SUBJAREA, "COMP")) 

 
The search resulted with 79 open-access research papers 

(45 journal papers and 34 conference proceedings). Three 
papers were excluded from the analysis as they were country 
specific (India, South Korea, Netherlands). The sources of 
research papers are summarized in Table I. 

TABLE I. IDENTIFIED PAPERS  

Publication Source (# of identified papers) Included papers 
Papers in Conference proceedings (34) 33 

Procedia Computer Science (28)  27 
Other Conference proceedings (6) 6 

Papers in Journals (45) 43 
Mobile Information Systems (8) 8 
Eurasip Journal On Wireless Communication 
and Networking (6) 

6 

Digital Communications And Networks (3) 3 
Procedia Manufacturing (3) 3 
Other Journals (25) 23 

Total (79) 76 

III. RESULTS 
Our systematic mapping revealed that the reviewed papers 

addressed six different categories of IoT challenges (Table II). 
This section describes these six types of IoT challenges and 
shows how the reviewed papers addressed these challenges. 

TABLE II. IDENTIFIED CATEGORIES OF IOT CHALLENGES AND THE PAPERS 
ADDRESSING THESE CHALLENGES  

IoT Opportunities 
in different 

contexts 

[9][10][11][12][13][14][15][16] 
[17][18][19][20][21][22][23][24][25][26][27][28][

29][30][31][32][33][34][35] 

Communication 
technologies 

[10][36][37][38][39][40][41][42][43][44][45][46][
47][48][49][50][51][52][53][54][55][56] 

Interoperability [10][38][57][58][59][60][61][62][63][64][65]  

Security [10][11][13][34][66][67][68][69][70]  

Data and Privacy [3][15][16][22][30][63][68][71][72][73][74][75]  

IoT Development 
considerations 

[3][14][58][76][77][78][79][80][81][82][83] 

 

A. IoT Opportunities in different contexts 
IoT technology has already been utilized in a wide variety 

of contexts [9][10]. One of the most recognizable and notable 
contexts is healthcare and medicine 

[11][12][13][14][15][16][17][18][19]. IoT infrastructure has 
the potential to revolutionize the practice of medicine and 
transform how people manage their health [10]. Within this 
context privacy and security particularly important. To this 
end, [11] have developed a secure and efficient authentication 
and authorization architecture for IoT-based healthcare, and 
[16] sought to define a mechanism for prioritizing threats and 
aspects that are likely to be affected when devices may be 
added, removed, or changed.  Since safety and privacy is 
heavily influenced by legislation, [13] analyzed relevant 
legislative frameworks and presented a case study how 
legislation affected the design of mobile application in digital 
health. Another challenge is to support the interoperability 
among several heterogeneous devices from different 
manufacturers. This challenge has been addressed by [12] 
with their implementation of a web middleware platform for 
connecting doctors and patients using attached body sensors.  
Such high degree of interconnectivity and sensitivity of data 
also raise ethical questions. These considerations are 
addressed in [14], which articulates various levels of trust 
among the concerned stakeholders in the service ecosystem 
and suggests value-sensitive design considerations, anchored 
on the principles of trust, for future IoT-enabled assistive care 
services.  

Smart city is another context, where IoT is already heavily 
used.  In some studies it is also called «Programmable city», 
highlighting its ability to develop smart physical infrastructure 
[20]. The amount of data in this context is considerably bigger 
than in any other context, bringing forward the challenges of 
data storage, management, security and analysis [21][22]. 
This challenge has been addressed by  [23], with a framework 
proposal called Cloud-based Context-aware Internet of Things 
services in smart cities (C2IoT), that is intended to ease the 
deployment, development and offering of new smart services 
for the future smart city [23]. Urbanization context of IoT is 
linked to environmental issues, which created a concept of 
Green IoT [24][25]. IoT in Smart city is also considered in the 
context of transportation system. Researches analyze how 
intelligent transportation system can be implemented based on 
wireless networks [26][27]. 

IoT has also been argued to create opportunities to 
manufacturing industry for improving sustainability, 
performance and quality of production [28]. Such Industrial 
adaptation of IoT is often called Smart Factory and the trend 
of utilizing IoT in manufacturing is often referred as Industry 
4.0 (German technological strategic initiative) [29][34][35]. A 
practical example of using IoT in manufacturing context is 
provided by [28], with a proposal of a smart injection molding 
system framework based on real-time manufacturing data 
considering the characteristics of injection molding processes, 
modules that compose the framework, and their detailed 
functions. As another example, [30] presented the design, 
implementation and proof of concept evaluation of an 
industrial, semantic Internet of Things positioning 
architecture, using low-power embedded wireless sensors.  

IoT has also been used on more personal contexts. One of 
the well-known context is Smart Homes, that enables people 
to instrument their own homes [10][31]. The opportunities for 
using IoT in gaming context has been studied by [32].  Sports 
environment is viewed as another context of IoT adaptation, 
where IoT adoption could significantly improve the sport 
experience and also the safety level of team sports [33].  
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B. Communication technologies 
Existing network protocols have largely been designed for 

stationary devices with reasonable computational and memory 
resources [10]. Since many IoT devices do not have access to 
a continuous power source, the way devices compute and 
communicate are significantly constrained. This creates needs 
for low-power communication. Furthermore, new network 
protocols and architectures need to also be able to support vast 
numbers of devices that are possibly mobile and that interact 
with the physical world, human users, and the cloud 
[10][36][37].  

A review of currently used wireless data communication 
technologies have been provided in [38][39]. Our literature 
mapping identified several experimental studies that sought to 
improve communication in terms of scalability, power 
consumption and end-to-end delay by: 1) modifying 
Bluetooth low energy (BLE) retransmission model [40]; 2) 
reducing signaling cost of mobile IoT devices, by grouping 
devices with similar movement behavior with a PMIPv6-
based group binding update method [41][42]; 3) reducing the 
number of transmitted packets by proposing Conditional 
Observation-function, where clients tell the servers the criteria 
for notifications [43]; 4) optimizing a Media Access Control 
(MAC) protocol for linear network topologies [44]; 5) 
introducing a new enhanced data streaming route optimization 
scheme that uses an optimized Transmission Control Protocol 
(TCP) realignment algorithm [45]; 6) developing an efficient 
scheme to estimate the number of unidentified tags for 
Dynamic Framed Slotted Aloha (DFSA) based RFID system 
[46]; 7) envisioning a scenario where many in-home sensors 
are communicating with a smart gateway over the BLE 
protocol, while at the same time harvesting RF energy 
transmitted from the gateway wirelessly via a dedicated radio 
interface [47]; 8) applying a multi-objective evolutionary 
optimization algorithm to reduce network energy 
consumption through optimization of sensor distribution [48]; 
9) proposing a QoS based vertical handover scheme for M2M 
communications [49][50][51]; 10) presenting a novel data 
aggregation and multiplexing scheme for mobile M2M traffic 
[54]; 11) proposing novel access and scheduling schemes can 
reduce the collision rate dramatically during the IoT random 
access procedure and improve the performance of IoT 
communication [53]; 12) creating a scalable two-level index 
scheme (STLIS) for RDF data which can respond to the 
complex query in real time [55]; 13) developing an on-
demand CSaaS to provide users with standardized access to 
various sensor networks and a level of abstraction that hides 
the underlying complexity [56]. 

The need to support Internet of Things (IoT) and device-
to-device (D2D) communication also require a major 
paradigm shift in the way cellular networks have been planned 
in the past. This challenge has been addressed in [52].  

C. Interoperability 
IoT would benefit from ways to let multiple applications 

(and sets of associated IoT devices) control their own fate over 
a shared network infrastructure [10]. This would lead to 
Internet of services that is highly dynamic and continuously 
changing due to constant degrade, vanish and possibly 
reappear of the devices [57]. In such scenario, we are shifting 
from code-heavy monolithic applications to a set of smaller, 
self-contained microservices, each offering narrowly focused, 
independently deployable services [58]. To this end, [59] 
presents challenges and technological enablers that will allow 

things to evolve and act in a more autonomous way, becoming 
more reliable and smarter.  

Some of the essential challenges addressed in the reviewed 
papers are resource discovery and selection [60][61][57]. 
Another major challenge is to guarantee that the system is 
always configured correctly, despite of being in constant flux. 
It has been argued [10] that this can be achieved only with 
automation and with higher-level policy languages that allow 
users and administrators to specify high-level intent rather 
than configure low-level mechanisms. This challenge has 
been addressed by [59] with a presentation of architecture 
allowing things to learn based on others experiences and 
introducing situational knowledge acquisition and analysis 
techniques for things to be aware of conditions and events 
affecting IoT-based systems behavior.  

To reduce the frequency and increase the effectiveness of 
debugging, IoT systems and devices will need to constantly 
monitor their own "health" [10]. To this end, IoT systems 
could adopt Structural Health Monitoring (SHM) processes of 
gathering basic information that allows detecting, locating and 
quantifying vulnerabilities early on (fatigue cracking, 
degradation of boundary conditions, etc.), thereby improving, 
the resilience of the IoT System [38]. When problems are 
detected, IoT systems need to be able to learn from errors and 
automatically repair themselves [10]. An example of 
developing methods to automatically achieve a self-
configurable system, where associations and data can be 
adapted by self-learning is presented in [62]. Moreover, in 
order to provide heterogeneous connectivity, graph theory and 
system models can be applied for IoT network optimizations 
[64]. It was also noted that for supporting the task of high-
level IoT applications the semantic-web based approach can 
be used [63]. To prevent compatibility problems, it is 
proposed to use the model-driven development approach at 
the stage of system modeling and create interoperability-
specific models. Such models can support and be used in 
different applications that are allowing them to be used by 
both professional and non-expert application developers [65]. 

D. Security 
Traditional security solutions and protocols cannot be 

implemented well in IoT specific environment that is typically 
constrained by limited computing and power resources 
[66][67]. Consequently, devices and objects may interact 
together using many different security techniques and using 
different operational environments [68]. Added with the 
challenge of insufficient security expertise among device 
manufacturers and end users, IoT devices may not always 
defend themselves appropriately [10]. It is even more difficult 
to maintain and to improve security when there are frequent 
software changes, which is the case in agile environments 
[69].  

Some of the well-known IoT-related security challenges 
include risks of attackers to [66]: 1) access devices which 
control physical access to home or business such as electronic 
doors, locks etc.; 2) access smart devices that can be 
potentially used to act as botnets; 3) exploit IoT devices for 
purposes that they were not intended for, leading businesses 
to monetary losses; 4) monitor and collect valuable data from 
compromised IoT devices in a home or enterprise; 5) discover 
the location of the IoT device. 

In a recent literature review, [69] identified 17 security 
challenges with regards to technical, organizational and 
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methodological perspectives, where technical challenges 
relate to security concerns when designing and implementing 
IoT applications, organizational challenges relate to 
company’s policies, factors about market and external 
stakeholders, and methodological challenges relate to the 
difficulties companies found in integrating security 
identification, analysis, testing and monitoring in their 
development methodology [69]. It has been argued that 
companies would need support with tailoring a process to 
address these security challenges [69] and that that security 
challenges can be effectively addressed, if security is 
introduced prior to development and deployment of IoT by 
relying on secure software, secure hardware and secure 
communications [66]. To this end, IoT applications need to 
consider a comprehensive system, from a cloud-based storage 
and data analysis, end user applications, middleware and 
hardware devices and their connectivity [69]. In this line of 
work, [68] have detailed a systemic and cognitive approach 
for the IoT, along with a description of: 1) the state-of-the-art 
of IoT security research activities, 2) the major technological 
solutions and projects according to this systemic and cognitive 
approach, and 3) the main standardization activities related to 
IoT security.  

Due to the heterogeneous and irregular composition of IoT 
systems, it becomes necessary to define a different evaluation 
of trust for objects, humans, and services [68]. Furthermore, 
securing IoT devices requires deliberation to create balance 
between security mechanism and intended operation of a 
device [66]. Majority of security challenges can be addressed 
by considering appropriate protocols for the problem and by 
following best practices during design and development stage, 
such as [66]: 1) Categorizing IoT devices according to their 
functionality and communication requirements and then 
omitting all unnecessary communication modules from the 
devices; 2) Paying attention to access and authentication 
mechanisms; 3) Embedding cryptography functions on a 
hardware level; 4) Considering appropriate key distribution 
mechanism 5) Making policy decisions related to secure 
storage capability within the device; 6) Considering how to 
update or patch the device firmware. 

As some practical security-related studies: [13] presents a 
case study on security and privacy implications on the design 
of a mobile application in digital health, which utilizes sensing 
technologies and capabilities of the Internet of Things (IoT), 
[11] describes an implementation of a secure and efficient 
authentication and authorization architecture for IoT-based 
healthcare, [70] proposes to optimize elliptic curve 
cryptography for 16-bit devices without hardware multiplier 
by shifting primes, [22] describes the model-based security 
toolkit, which is applied in a management framework for IoT 
devices, and [34] highlights Industry 4.0 -related security 
issues raising awareness for security good practices within 
Industry 4.0. 

E. Data and Privacy 
Internet of Things (IoT) applications rely on networks 

composed of set of heterogeneous sensors and smart devices, 
which have the capability to constantly, observe the 
surroundings and generate massive amounts of data [63][71], 
that need to be processed and stored [3]. The heterogeneity of 
the devices leads to heterogeneity of generated raw data, 
which makes the task to interpret such data and detect events 
in the real world more complex [63][71]. Another challenge 
with data is the uncertainty caused by noise, sensor error or 

wireless communication techniques [72]. Data heterogeneity 
leads to interoperability problems between IoT applications. 
This challenge has been addressed by using Semantic Web 
(SW) technologies to model and integrate data from different 
sources on the web [63]. Semantically annotating contextual 
information to IoT data is a fundamental step toward 
developing smarter and interoperable IoT applications. This 
topic has been addressed by [73][63][74][30]. 

The necessity to manage data leads also to the challenge 
of privacy that can be further decomposed to the issues of data 
privacy and access privacy. Data privacy must be considered 
throughout the different phases of data usage, including 
collection, transmission, and storage. Access privacy 
emphasizes the manner in which people can access to personal 
information [68]. These topics have been discussed and 
addressed in [75][68][15][16]. 

F. IoT Development considerations 
Our study revealed several studies working towards new 

software development approaches. As practical examples, 
[76] investigated challenges of integrating IoT products into 
enterprise architecture, and [77] addressed issues related to 
battery life and power usage, arguing that these are 
fundamental elements of design in the IoT ecosystem that play 
a significant role in market success. The topic of guaranteeing 
the Quality of Service (QoS) was addressed by [58] [78]. 

IoT is accelerating the transition from application 
development approaches to application composition 
approaches [58]. To this end, [79] presents state-of-the-art 
survey in 13 existing Visual Programming Languages (VLS) 
being used for IoT application development. Furthermore, 
large number of connected heterogeneous things and objects 
require simplifying the development of new applications and 
services [3]. To address this challenge [80] studied 
middleware technologies, that are situated between things and 
applications and create a reliable platform for communication 
among things with different interfaces, operating systems, and 
architectures.  

IoT is also shifting the development focus from one-time 
delivery towards continuous delivery, causing currently 
widely used development methods, such as waterfall or serial 
methods to crumble [81]. Another issue with traditional 
development approaches is that development tend to happen 
in silos, whereas developing IoT solutions would require close 
communication among relevant stakeholders [81]. It has been 
argued [81] that agile methodologies’ ability to support 
collaboration and automated tools supporting continuous 
delivery are particularly suitable to deal with these new IoT-
related demands, resulting with shorter lead times, faster 
overall development efficiency, and more product updates and 
releases [81]. Furthermore,  [82] suggests that combining 
elements of universal and participatory design provides users 
the opportunity to contribute to the invention of solutions that 
are more compatible with their daily lives. 

Despite of advances in ways of developing IoT solutions, 
[3] argues that there is still a paucity of studies on the social, 
behavioral, economic, and managerial aspects of the IoT. In 
particular, the insufficient understanding of IoT business 
models and how they are connected to the underlying 
ecosystem calls for greater attention to emerging IoT 
ecosystems from the business perspective [83] and human 
relationships and trust within the ecosystem [14].  
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IV. DISCUSSION 
Developing software for complex IoT systems require new 

approaches to software development including abstractions, 
tools, and practices [10]. However, best IoT development 
practices are still emerging, and suitable test and validation 
environments are still in their infancy [84]. Two of the 
reviewed papers [10][58] outlined recommendations for 
future IoT research. In this section, we will compare the 
findings of our mapping study with these recommendations. 

In this literature mapping study, we identified several 
examples of utilizing IoT in different domains. Our 
observation from these studies is that they typically focus on 
a single domain (such as healthcare, smart city, etc.). Support 
for research that considers architectures and solutions 
transcending these specific application domains is hence 
needed [10].  

We identified several studies improving communication 
technologies in terms of scalability, power consumption and 
end-to-end delay. This line of work require interdisciplinary 
collaboration in signal processing and wireless 
communication, as well as computer architecture and 
operating systems [10]. 

Our review related to interoperability challenges revealed 
a tendency towards microservices architecture, where IoT 
subsystems can control their own fate over a shared network 
infrastructure. This creates challenges of discovering relevant 
services and challenges of ensuring the integrity of system at 
any given time. Since IoT systems need to be continually 
modifiable and maintainable to meet changing requirements 
that were not envisaged at design time, we need novel methods 
to support software adaptability, scalability and 
maintainability [58]. These needs call for research to facilitate 
the construction, deployment, and automated analysis of 
multicomponent systems with complex and dynamic 
dependences [10]. Some of the main challenges include the 
development of models, methods and design tools for going 
beyond formal methods research to create abstractions and 
formalisms for constructing and reasoning about systems with 
diverse and more difficult-to-characterize components 
[10][58]. There is also a need to further research design 
patterns at the architectural level describing the 
obligations/constraints to be fulfilled by the system in which 
the software is running, and to validate and standardize them 
[58].  

Security was identified to be one of the essential 
challenges of IoT systems. The reviewed papers suggested 
that this is best to be tackled in a holistic manner already at 
design stage. Further research is needed on the unique 
challenges and opportunities in IoT security, such as minimal 
operating systems to create IoT devices with smaller attack 
surfaces, new ways detect and prevent anomalous network 
traffic, and high-level policy languages for specifying 
permissible communication patterns [10]. On a more general 
level, we need research that addresses cross-cutting issues, 
such as: networking, security, privacy, and impact of the 
physical on the cyber, real-time. [10]. These aspects need to 
be taken into account when software development 
methodologies are evolving towards supporting IoT systems 
development [58].  

The ability of IoT systems to generate wide range of data, 
not only raises challenges of turning raw data into meaningful 

knowledge and events, but also raises concerns of privacy. 
These concerns are closely related with the topic of security.  

IoT systems consisting of independent microservices, that 
are possibly created and maintained by several different 
parties, create a complex and dynamic software-powered 
ecosystem that is flexible and constantly evolving. Existing 
Requirements Engineering approaches do not account well for 
such dynamicity of use and unknown requirements [58]. 
Hence, there is the need for a radically divergent approach to 
capture emerging behavior from systems and users [58]. The 
fact that we can now access enormous amount of data about 
the system creates an exciting new opportunity. We have now 
better possibilities to make informed decisions based on 
gathered user feedback and data showing the usage of the 
system [58]. This calls for novel software production 
methodologies to actually enable controlled management of 
feature experimentation with short development cycles [58]. 
An example of this kind of new methodology is Hypothesis 
Experiment Data-Driven Development (HYPEX-model) [85], 
that is used for initiating, conducting and evaluating feature 
experiments with customers with the intent to improve 
decision-making and prioritization within software 
development companies. However, more research is needed 
for supporting decision-making that is based on real data 
gathered from experiments with customers. Despite the ability 
to capture large amounts of data related to the behavior of an 
application, limited progress has been achieved in developing 
feedback analysis tools [43]. Moreover, in order to reduce the 
development time as much as possible, we need simulators, 
benchmarks, and code bases to be able to quickly conduct 
realistic (and repeatable) experiments and to evaluate new 
ideas with reasonable investments of time and money [10]. 
We also need approaches that can increase the anti-fragility of 
systems, reduce the meantime-to-restore-service (MTRS), and 
develop accelerated methodologies to test quality through 
staging and canary testbeds [58].  

Our review also revealed that the diversity of stakeholders 
within the business ecosystem creates essential challenges that 
are not yet sufficiently researched, creating the need to study 
business aspects, value creation as well as social aspects 
within the ecosystem. 

V. CONCLUSIONS 
We have in this paper conducted a systematic mapping 

study of existing IoT literature, with the intent to distill IoT -
related: 1) challenges, 2) experimental studies, and 3) 
recommendations for future research. Our work resulted with 
the identification of six categories of IoT challenges and with 
identification of the papers addressing these challenges (Table 
II). Our study provides details on the progress of research with 
respect of each type of IoT challenges and argues that software 
development style is likely to change towards experimentation 
and data-driven development. The paper also points out the 
insufficient attention to business and human aspects, when 
working within an IoT ecosystems. 
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