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Ccontents

« What you are supposed to know in the exam
« Summary of the main topics

Rationale of the course (from the introduction lecture): Automation
systems are increasingly connected to information systems in practice.
You can get ajob from it. Even if you do not it is good to know about it. It is

also a research topic.
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Exam

« Wednesday 7.12.2022 at 10.00-12.00 (remotely)

* Questions will be published at the Mycourses announcement forum at 10.00
« Send your answers through email to ilkka.seilonen@aalto.fi before 12.00

« Exams also in 30.1.2023 and 8.5.2023

« Do we need another exam on 7.12. in the afternoon?

« Two broad questions about selected topics of the course divided into more
detailed questions

« Short essays are expected as answers
« The answers should indicate that the student understands what is a good answer

 Figures, tables and lists may be useful as part of the answer. However, the
majority of the answer should be text

* Questions are in English. Answers can be in English or Finnish (or Swedish).
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Exam (continued)

« What you should know:
 Lectures slides

«  Home works and their materials

» Chapters 2 and 5 from the book Mahnke, W., Leither, S-H., Damm, M. OPC Unified
Architecture, Springer, 2009 (in Mycourses)

* The other material at Mycourses is not required in the exam
« Example questions (of your possible future boss):

* What is a given topic about? Can you explain its details and its meaning in a larger
context?

* We have a certain situation. How can we analyze the situation? What are our
alternatives? How could we design a solution? What kind of a project do we need?
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Lecture 1. EA
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Lecture 3: SOA

SOA consist of services, defined
according to their interfaces,
connecting applications to business
processes

SOA can be implemented e.g.
according to WS-* standards, REST or
with OPC UA

Development process of SOA
applications follows certain steps
(entity services before other ones) and
reuse existing systems and knowledge
in different forms (applications,
interfaces, frameworks, patterns,
standards)
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Lectures 4-5: OPC UA

« OPC UA is standardized technology

for communicating mainly between Vendor Specific Extensions
automation and information systems Companion Information Models
« The most essential part of OPC UA is MTCannact AutoID, VOW, EURONAP, Robotics, Vision Systems

IEC 61850/61400, Sercos ,Powerlink, PROFInetand more coming

its address space model which
represents object-oriented data as a
network of nodes with different types
(objects, object types, variables,
variable types, etc.)

* Information models define types and
instances for some application area

« Actual communication can be done
through services or messaging

Built-In Information Models
Base, DA, AC, HA, Programs

OPC UA Meta Model

Basic rules for exposing information with OPC UA
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Message Model

PubSub Configuration, DataSets
Message Readers and Writers

Publish / Subscribe

Built-in Security
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Lecture 6:; lloT

lloT refers to the idea of having

physical industrial things with sensing

or actuating, computing and
communication capabilities, which
enable them to communicate with
information systems and with each
other using Internet protocols

lloT may be designed according to SOA

and implemented with the help of
particular 10T platforms providing

suitable middleware with 10T protocols

CPS: Smart CPS: Smart CPS: Smart
Transportation Gnd Health-care
Application Layer Application Layer Application Layer

loT Communication Layer “+== Communication Layer ~+w=e: Communication Layer

Senor/ Actuator Layer Senor/ Actustor Laver Senor/Actuator Layer

Many (but not all) lloT applications
have so-called Big data, i.e. large
amount of diverse data whose
guality and value is not necessary
known beforehand
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Lecture 7: ERP and PLM

« ERPIs typically a modularized t
database oriented system supporting
management of logistic and business ' Loeis'sff-, ioegr

-
Customsr

operations of an enterprise

« PDMis a data server system
providing semi-structured data about
products to people and other

—

systems of an enterprise : e

« PLMis abroader concept than PDM.
It is usually not one system but
activities and systems to manage
product data during whole life cycle
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Lecture 8: MOM and MES

MOM refers to management, i.e.
planning, execution and monitoring,

of manufacturing operations typically — foic - faid e
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Lecture 9: Development

 Development of business processes  Outline the phases of development :

means creating new or modifying 1. Identifying needs
existing processes of an enterprise, 2. Setting objectives
I.e. how they are performed by the : ) :
people with help of information 3. Analyzing current situation
systems and other tools 4. Designing target situation
« Development of information systems 5. Choosing a solution approach
means creating new or modifying 6. Developing services and applications
existing systems so that new 7. Implementation, testing and
requirements are fulfilled or existing deployment
ones are fulfilled better 8. Utilization, analysis, maintenance
« Itis reasonable to utilize existing and redevelopment

systems and available technologies,

e Phases 5-8 are the development of
knowledge and standards a

information systems
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Lectures 10: System integration

 Approaches to integration of @ @
information systems are oriented to % % % %

data, services, business processes
or portals

 Messaging is a basic design for Portal
integration, implemented with
middleware (e.g. MOM) possibly
provided by a server (e.g. ESB)

« OPC UA is a standardized technology
for B2P integration with a particular
method for representing data

« System integration is a very essential Data
part of many development projects storage
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Homework 10: example situation

Steps, people and issues from the
model of development process (L9)

Configuration and integration of
Planner with other systems
according to the MOM model (L8)

Integration, e.g (L10):
XML file import/export at ERP (L7)

Integration application at Planner
using the REST API (L3, L10)

OPC UA with the PLCs (L4)

Portal type of integration for the
terminals (L10)

Headquaters

Plant office

Shop floor

A 4

Terminals

PLCs
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Example MSc thesis: Integration of voice picking
software with Enterprise Resource Planning and a
Warehouse Control System (2016)

Figure 11: Architecture of the PbV system
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Example MSc thesis: Scalable application
programming interface for clinical laboratory
request registration (2016)

LV Connect

> Web service

Drivers <

/f l ¥ Medical Suite

Figure 5.2; The architecture of the request login APL
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Example MSc thesis: Mapping Modbus to OPC

Unified Architecture (2018)

|
Switch | Switch

Modbus TCP

Modbus slave
device

PLC/

MES /
OPC UA Client Modbus master
Enterprise Industrial
network network

OPC UA
Madbus TCP
Modbus TCP

SCADA /
OPC UA Modbus Server
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OPC UA and Information Modeling for
Pharmaceutical Manufacturing (2020)

OPC 10000-5 Information Model

BaseObjectType

Aﬂ
|

ISA88UnitRecipelnformationType |

<Recipe> M ISA88UnitRecipe Type
e
e
—H{ DescriptionDefaultLanguage ]
—H{ DescriptionLocalLanguage ]
—H{ ParameterDescription ]
Full OPC UA solution only _H{ Status ]

Figure 22: Recipe information model in tag-based, and full OPC UA solu-
tions.
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A few more MSc theses about OPC Unified
Architecture

« Java Based OPC UA Client Development (2012)

« Java source code generation from OPC UA information models (2013)

« OPC UA Java History Gateway with Inherent Database Integration (2014)

« JavaFX based OPC UA Simulation Server (2014)

« OPC UA App development for Android (2015)

« Aggregating OPC UA Server for Generic Information Integration (2017)

« Simulating OPC UA Information Models (2018)

« OPC UA and Information Modeling for Pharmaceutical Manufacturing (2020)
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