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Modern quality assurance

e Why?
o toprovide customer value for the end users
m lesserrors (external quality)
m more speed to iterate on customer needs (internal quality)

e What?

o coding practices

o testing

o codereviews

o static code analysis

o continuous integration & quality gates

e How?
constantly — automation
as fast as possible — automation

all phases by developers, some parts by dedicated ga personnel

O
O
O
o — creates feedback loop



uality assurance problems on this course?

The customer initially requested only features, and
Quality requirements only later started to require also quality (2.1.1)
were unclear (2.1)

IThe feedback of realized quality came late (2.1.2)
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was not eff

] ive [sec Fig. 5] |

The number of altematives was enormous, and the
team had limited time to experiment with them

Testing tools and praclices were unclear (2.2.1)

]-H{The selection of tools and practices failed |

The developers did not know whether they or
separate testers should perform tesling

Communication was not
“leffective [see Fig. 5]

Testing tasks did not produce visible results or give
any reward

Testing tasks were nol laken as seriously as coding
tasks (2.2.2)

The customer prioritized visible results over testing

Not everyone liked testing }

Testing plan was not communicated to the

developers “|effective [see Fig. 5]

Testing and quality Functional testing was not performed sy tically
“Jassurance was (2.2.3)
insufficient (2.2)

{Umt tests were executed seldom (2.2.4)

Requirements were not accurate enough for
supporting testing

I AExecuting unit tests had not been automated '

It was unclear when certain type of testing should be
performed

Communication was not |
effective [see Fig. 5]

The syslem was not sufficiently ready for tesling

Testing was started late in
each iteration

The resources
llocated for testing
'were nct spent (2.2.5)

Vanhanen, Jari & Lehtinen, Timo. (2014). Software Engineering Problems Encountered by Capstone

was not |
It was unclear, which features are ready for testing }—J effective |m Fig.5] |

Deployment was not done frequently [-

Real target device was not available in time 1

Project Teams. International Journal of Engineering Education. 30. 1461-1475.




Testing

e Automated

o unit

o integration

o system

o acceptance
e Manual

o  exploratory
o  confirmatory

Practical testing strategies for course?

° How extensive should the testing be this early in the project?
° Which tests should be automated? Balance between automatic/manual testing?



Testing

Discussion topics:

How to document manual testing, frameworks? Has your team used any methods, pros/cons with them?
Accessibility testing

Testing techniques for frontend-development?

Testing and machine learning?

How to implement tests in each sprint?

How much time should be given to testing vs coding?

o 0O O 0O O O



Code reviews

e Synchronous
o  Pair or mob programming

e Asynchronous
o  Pull/merge requests

e Whytodoit?



Code reviews

Discussion topics:

o Reviewing other things than code, i.e., cloud (AWS, Azure...) setups
o Codereviews strictness vs efficiency in the early stage?



Continuous integration

e Doingincremental development

o small batches

o verifying that integration between the new batch and the old main works as expected
e Pipelines

o Phases

o Quality gates

o Describe a good continuous pipeline setup?

e Different tools

o Gitlab Cl

o Github Actions
o CircleCl

o TravisCl

o Jenkins etc..



Continuous integration

Discussion topics:

o

Gitlab runner and pipeline setup
How to create test pipelines (eg - in azure devops)
How to automate testing for continuous integration?

What kind of quality checks in your code are necessary to avoid unreliable code being
integrated?

o O O



Static Code checks

e  Analyze the code without running it
e Whatisitgood for?

e}

e}

Programming errors
Coding standard violations
Syntax violations

Security vulnerabilities

Structure correctness

eslint
prettier
sonarqube
snyk
react-axe

dependabot


https://www.techtarget.com/whatis/definition/syntax

Static Code checks & other QA

Discussion topics:

o Measuring/testing non-functional requirements

m performance, security, usability, maintainability?
o Accessibility testing
o Facilitating Dailies in a natural and organic way?



