Flipped Classroom Session 8: PKI and TLS

CS-E3130 Information Security, 5.10.2023

1. X.509 Certificates

1.1. Critical extensions

Some extensions in a certificate contain a "critical" tag, which indicates that software using the certificate must
raise an error if it doesn't understand the extension.

Which kinds of extension make sense to mark as critical, and which do not? Give an example of each.
1.2. Trusting the contents of a certificate

An X.509 certificate contains both the identity of the subject (the entity that the certificate "is about"), and the issuer
(the entity that produced the certificate)). For example,

Issuer: C = US, 0 = Amazon, CN = Amazon RSA 2048 M02
Subject: CN = gunn.ee

If we trust the issuer named in the certificate, does this mean that we can trust that the public key in the certificate
really belongs to the subject? Why (not)?

2. Public Key Infrastructure in the browser

2.1. Certificate chain validation

Consider the following certificates, obtained by running
openssl s_client -showcerts gunn.ee:443

and then copying the certificates from the output and processing them with
openssl x509 -in <cert>.pem -text -fingerprint

to obtain the output below. Explain in detail how a web browser checks this specific certificate chain, and how the
browser uses it to authenticate the website in TLS.

Notes:

¢ You do not need to explain the details of the TLS handshake protocol, or Certificate Transparency

¢ The fingerprint at the bottom of each certificate is computed by OpenSSL, and can be trusted to be a correct
hash of the rest of the certificate

* You can refer to Mozilla's database of trusted Certificate Authorities at https://ccadb.my.salesforce-sites.com
/mozilla/IncludedCACertificateReport.

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
08:a9:d1:a3:b7:69:bc:5f:4e:21:b2:75:¢5:44:91:14
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = US, 0 = Amazon, CN = Amazon RSA 2048 M02
Validity
Not Before: Aug 28 00:00:00 2023 GMT
Not After : Sep 24 23:59:59 2024 GMT
Subject: CN = gunn.ee
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:a8:6a:ee:f5:fb:1c:bf:8b:18:bb:1c:b8:ac:db:
cCc:46:6d:3d:75:e1:cf:5e:9c:03:24:d2:be:21:64:
e5:0d:f4:dd:a1:85:47:48:1f:df:b1:bb:e2:a6:5a:



d7:1e:f7:faze1:78:0a:7b:f0:37:0e:c9:03:77:ad:
29:6d:91:b3:4d:8c:0e:d6:b2:4d:5d:h2:d5:aa:b8:
b6:c2:80:c4:44:a9:fe:fa:44:ef:9d:0c:f7:26:7e:
14:dc:1b:e1:07:35:26:e8:e0:e6:db:al:5d:ch: f6:
6a:8e:28:69:ae:22:31:0f:61:cd:cb:bh5:21:¢9:85:
97:ac:d7:3e:37:85:f0:b3:73:a8:49:1f:7a:db:5f:
f8:0d:aa:d0:c3:89:af:al:a7:b0:9a:56:f8:98:bc:
al:fc:90:50:69:e9:10:ca:76:e2:49:bd:6e:81:ab:
0a:da:95:4b:33:79:7e:3b:be:de:c8:9:70:07:24:
2e:03:e7:6c:24:ca:d4:22:14:e8:19:97:b4:d9:6d:
c8:46:dc:7d:7d:e3:67:38:24:2e:57:c3:39:ff:83:
6b:b2:€9:88:bb:80:b3:c4:5e:67:€9:22:33:55:13:
01:76:f5:af:42:03:8f:ac:53:28:83:0a:67:e7:55:
£9:94:48:71:22:7d:ca:1f:1c:7b:de:80:05:44:2c:
b4:d3
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Authority Key Identifier:
€0:31:52:CD:5A:50:C3:82:7C:74:71:CE:CB:E9:9C:F9:7A:EB:82:E2
X509v3 Subject Key Identifier:
0B:20:05:54:10:14:B2:7D:30:7F:86:12:27:E7:17:CB:71:63:E3:83
X509v3 Subject Alternative Name:
DNS:gunn.ee, DNS:lachlan.gunn.ee, DNS:www.gunn.ee, DNS:www.lachlan.gunn.ee
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 CRL Distribution Points:
Full Name:
URI:http://crl.r2m02.amazontrust.com/r2mo2.crl
X509v3 Certificate Policies:
Policy: 2.23.140.1.2.1
Authority Information Access:
0CSP - URI:http://ocsp.r2m02.amazontrust.com
CA Issuers - URI:http://crt.r2m02.amazontrust.com/r2m02.cer
X509v3 Basic Constraints: critical
CA:FALSE
CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1 (0x0)
Log ID : EE:CD:DO:64:D5:DB:1A:CE:C5:5C:B7:9D:B4:CD:13:A2:
32:87:46:7C:BC:EC;DE:C3:51:48:59:46:71:1F:B5:9B
Timestamp : Aug 28 10:18:54.434 2023 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:46:02:21:00:D9:C7:11:6C:0E:19:F6:48:9B:76:70:
02:B9:1E:5A:03:98:16:9E:84:EB:53:9B:2C:04:7B:35:
1F:A6:5A:CF:B6:02:21:00:CB:BD:32:75:99:36:38:ED:
8A:15:61:7E:48:8F:41:40:91:0E:78:E6:EA:37:3C:2D:
20:59:22:1F:0A:E2:15:DD
Signed Certificate Timestamp:
Version : v1 (0x0)
Log ID : 48:B0:E3:6B:DA:A6:47:34:0F:E5:6A:02:FA:9D:30:EB:
1C:52:01:CB:56:DD:2C:81:D9:BB:BF:AB:39:D8:84:73
Timestamp : Aug 28 10:18:53.987 2023 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:46:02:21:00:9C:2F:B0O:E9:03:51:4E:DE:CF:00:61:
6E:23:E3:67:78:28:55:CE:30:6F:20:EC:9E:0E:59:48:
9E:4C:D6:C6:14:02:21:00:A9:29:45:D0:16:9B:00:2F:
84:CD:98:8F:AA:5A:E6:94:09:36:BA:8A:79:28:D3:9A:
9F:38:24:6C:7E:41:5E:3E
Signed Certificate Timestamp:
Version : v1 (0x0)
Log ID : DA:B6:BF:6B:3F:B5:B6:22:9F:9B:C2:BB:5C:6B:E8:70:
91:71:6C:BB:51:84:85:34:BD:A4:3D:30:48:D7:FB:AB
Timestamp : Aug 28 10:18:53.898 2023 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:46:02:21:00:8F:4C:27:0F:38:CF:28:47:40:25:1D:
30:6A:10:5B:39:27:89:98:5C:F9:B9:A2:F2:97:7A:EC:
0E:02:99:66:7C:02:21:00:B1:1D:C4:8F:75:29:13:2E:
5F:38:75:1D:39:35:B8:1B:5B:97:C3:A6:6C:46:96:BF:
78:88:04:92:1F:20:AC:4B
Signature Algorithm: sha256WithRSAEncryption
Signature Value:
29:89:bd:0a:42:8a:92:61:ca:76:bd:7c:82:38:21:7f:7c:d2:
86:17:e4:b1:db:62:4d:1a:63:c6:a7:17:59:8d:32:de:d5:0a:
00:65:ca:85:8e:98:74:0d:a5:28:h0:8a:32:€9:73:fb:08:f5:
c5:a9:d9:7f:5e:f6:57:9f:9c:ba:ze8:1b:52:13:9e:53:f7:d1:
50:c9:fb:43:f1:80:dc:e1:64:2f:69:6a:4b:ea:1b:f6:a8:e2:
d5:16:be:98:fb:46:ac:ec:72:3a:90:13:9a:88:18:11:48:6f:
29:1c:1d:10:08:d4:8:63:06:97:79:4b:6d:75:1d:b6:30:94:
67:4a:cc:d7:4f:c5:a0:f4:fb:6b:fescf:5f:13:7b:86:ba:cd:
08:0e:eb:0f:f1:76:34:8f:7b:1a:56:78:d0:ff:e5:69:52:38:
40:2d:b9:1d:31:89:ce:45:2f:84:cf:e6:91:c3:63:d6:4e:cf:
72:cf:41:cb:35:ff:b8:56:55:91:caze7:bd:46:fd:06:19:8e:
03:0b:34:32:96:05:bf:60:d0:db:45:24:63:34:dd:8e:5a:0a:
91:f2:26:14:d0:1d:ff:f0:c9:c0:36:3e:9b:c1:2€:30:29:7a:
d9:11:9d:39:fc:93:bb:6c:56:4d:1d:eb:73:f1:57:e3:a7:ac:
fa:d6:79:a5
SHA1 Fingerprint=8F:88:CB:7B:E2:CC:01:08:45:FE:23:30:2E:50:17:54:E1:BF:B7;:3F
————— BEGIN CERTIFICATE---—--
MIIF8DCCBNigAwIBAgIQCKnRo7dpvF90IbJ1xUSRFDANBgkghkiGIwOBAQSFADAS
MQswCQYDVQQGEwWJVUZEPMAOGATUEChMGQWThem9uMRwwGgYDVQQDEXNBbWF6h24g
UINBIDIwNDggTTAyMBAXDTIzMDgyODAWMDAWMFoXDTIOMDKYNDIZNTK10VowEjEQ
MA4GATUEAXMHZ3Vubi51ZTCCASIwDQYJKoZIhvcNAQEBBQADgEEPADCCAQoCggEB
AKhq7vX7HL+LGLscuKzbzEZtPXXhz16cAyTSviFk50303aGFROgf37674qZ2a1x73
+UF4CnvwNw7JA3etKW2Rs02MDtayTV2y1aqd tsKAXESp/vpE750M9yZ+FNwb4Qc
Jujg5tugXcv2ao4oaadiMQ9hzcullcmF16zXPjeF8LNzqEkfettf+A2qOMOJr6Gn



sJdpW+Ji8ofyQUGnpEMp24km9boGrCtqVSzN5fju+3sj5cAckLgPnbCTK1CIUGBMX
tNLtyEbcfX3jZzgkL1fDOf+Da7LpiluAs8ReZ+kiMT1UTAXb1rOIDj6XTKIMKZ+dV
+ZRIcSJ9yh8ce96ABUQStNMCAWEAAQOCAXYwggMSMBBGATUdIWQYMBaAFMAXUs 1a junSqMAAAQDAE gw
RgIhAJuvsOkDUU7ezwBhbiPjZ3goVc4wbyDsng52SJ5M1sYUAIEAqS1FOBabAC+E
z2iPqlrmiMk2uop5KNOanzgkbH5BX j4AdwDatrarP7W2Ip+burtca+hwkXFsulGE
hTS9pDOWSNF7qwAAAYo7pOpKAAAEAWBIMEYCIQCPTCcPOM80ROATHTBGEFS5J4mY
XPm5ovKXeuwOAp1mfAIhALEdXI91KRMuXzh1HTK1uBth180mbEalv3iIBJIFIKXL
MAOGCSqGSIb3DQEBCWUAA4IBAQAPibOKQoqSYcp2vXyCOCF/fNKGF+Sx22JNGmPG
pxdZjTLe1QoAZcqF jphODalosIoy6XP7CPXFqdl/XvZXn5y66BtSESSTIIFQyftD
8YDc4WQualpL6hv2q0LVFr6Y+0as7HI6kP0aiBgRSG8pHBOQCNSOYwaXeUttdR22
MJRnSszXT8WgIPtr/s9fE3uGusOIDusP8XY0j3saVnjQ/+VpUjhALbkdMYnORS+E
z+aRw2PWTs9yzOHLNF+4V1WRyue9RvOGGY4DCzQy1gW/YNDbRSRjNN20WgqR8iYU
0B3/8MnANj6bwSAwKXrZEZ05/J07bFZNHetz8Vfjp6z61nml

————— END CERTIFICATE-----

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
07:73:12:4a:4b:cb:d4:4e:c7:b5:3bzea:f1:94:84:2d:3a:0f:a1
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = US, 0 = Amazon, CN = Amazon Root CA 1
Validity
Not Before: Aug 23 22:25:30 2022 GMT
Not After : Aug 23 22:25:30 2030 GMT
Subject: C = US, 0 = Amazon, CN = Amazon RSA 2048 M02
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:bb:43:18:c6:5a:a8:79:de:29:e8:b5:6f:2e:be:
a5:43:cf:2e:58:d3:07:5e:37:4a:2e:95:a4:45:8f:
73:29:92:90:58:59:6f:fe:aa:ae:46:72:a0:79:50:
2d:b0:d8:9c:8d:83:ee:10:f4:b1:dc:c4:a9:f9:ee:
02:32:2c:b9:74:0b:1b:70:3c:4e:f5:fa:57:7a:05:
34:11:55:7b:c3:65:2c:91:ef:06:c7:8a:63:cf:2c:
68:bc:2e:7f:19:19:57:09:3b:e2:0e:27:5a:53:4c:
5f:39:5a:f5:8e:45:df:0c:11:1f:03:15:1f:8e:37:
c4:6c:fa:52:d1:92:65:2a:90:f7:87:85:¢c7:95:fb:
4e:5a:ad:f3:08:62:f2:a0:9a:29:d6:79:ac:d6:a4:
fa:bf:67:51:38:4e:78:29:6a:15:de:28:5f:27:21:
ff:fd:5c:ed:8d:1e:5f:52:8d:58:76:12:23:53:64:
df:59:98:82:22:b7:26:f1:f4:eb:78:3e:2b:db:47:
03:ad:d9:79:38:0a:82:77:65:87:e5:88:fb:3b:fb:
8b:8e:07:72:94:59:8c:0d:45:63:06:19:f5:5h:ff:
£5:49:02:e5:8c:fc:ff:25:3a:e5:f8:23:68:4f:b0:
54:73:38:7b:f6:32:0b:6a:2c:ac:f5:84:ee:02:7e:

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE, pathlen:0
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 Subject Key Identifier:
€0:31:52:CD:5A:50:C3:82:7C:74:71:CE:CB:E9:9C:F9:7A:EB:82:E2
X509v3 Authority Key Identifier:
84:18:CC:85:34:EC:BC:0C:94:94:2E:08:59:9C:C7:B2:10:4E:0A:08
Authority Information Access:
0CSP - URI:http://ocsp.rootcal.amazontrust.com
CA Issuers - URI:http://crt.rootcal.amazontrust.com/rootcal.cer
X509v3 CRL Distribution Points:
Full Name:
URI:http://crl.rootcal.amazontrust.com/rootcal.crl
X509v3 Certificate Policies:
Policy: 2.23.140.1.2.1
Signature Algorithm: sha256WithRSAEncryption
Signature Value:
2d:4e:2e:85:h3:40:33:7e:2f:a2:c2:6e:e3:af:3f:82:4b:11:
c7:fazel:e5:ec:b6:b0:dc:cd:12:5d:5b:51:F1:15:79:dc: fb:
51:ea:bf:fa:80:da:6a:97:37:68:66:ae:05:29:b0:03:8b:5b:
fd:06:e9:fc:45:8f:03:e7:5b:9e:75:17:e3:b1:b7:a8:76:2c:
de:04:1f:27:5e:67:b2:0f:7d:c4:a7:b5:40:4e:3e:28:cd:c7:
77:d5:81:55:7e:04:61:bd:34:b1:36:ba:d3:94:da:56:91:49:
34:9b:70:4c:3e:ff:2c:83:7f:35:1e:10:3a:h8:46:28:90:4e:
6a:f6:ec:2c:ff:76:24:2a:a4:62:13:3d:d3:b1:a5:a6:26:a2:
11:66:13:1b:80:07:e9:ec:ee:c5:53:01:48:6f:b5:08:b2:9a:
20:65:22:b1:3c:85:89:a7:18:8f:a3:74:dc:05:29:9b:6d:5b:
50:39:¢3:51:5b:3e:6a:09:07:43:b2:52:36:c9:ac:aa:d2:7d:
93:5e:81:f2:34:22:c4:1f:ca:e9:b0:94:55:20:b1:6c:83:48:
dc:ec:16:85:ac:c9:c5:e3:ad:be:6a:34:9e:86:08:f5:d8:88:
9d:35:e4:4d:e3:39:7e:12:83:5a:59:da:67:5a:77:6f:4a:90:
04:92:ad:8f
SHA1 Fingerprint=41:4A:20:60:B7:38:C6:35:CC:7F:C2:43:E0:52:61:55:92:83:0C:53



————— BEGIN CERTIFICATE---—-- jAdBgNY
HQ4EFgQUWDFS2zVpQwa4J8dHHOy+mc+XrrgulwHwYDVROjBBgwFoAUhBjMhTTsvAyU
1C41WZzHshBOCggwewYIKwYBBQUHAQEEbZBtMC8GCCsGAQUFBZzABhiNodHRW0i8v
b2NzcC5yb290Y2ExLmFtYXpvbnRydXNOLmNvbTA6BggrBgEFBQcwAoYuaHROcDov
L2NydC5yb290Y2ExLmFtYXpvbnRydXNOLmNvbS9yb290Y2EXLmN1cjA/BgNVHRSE
0DA2MDSgMgAwhi5odHRw0i8vY3JsLndvb3RjYTEuYW1hem9udHJ1c3QuY29tL3dv
b3RjYTEuY3JsMBMGATUdIAQMMAowCAYGZ4EMAQIBMAOGCSqGSIh3DQEBCWUAA4IB
AQAtTi6FsOAzfi+iwm7jrz+CSxHH+uH17Law3MQSXVtR8RV53PtR6r/6gNpglzdo
2q4FKbADi1v9Bun8RY8D51uedRf jsheodizeBB8nXmeyD33Ep7VATj40zcd31YFV
fgRhVTSXNrrTINpWkUkOm3BMPv8sg381HNAGUEYOKESquws/3YKKqRiEZ3Tsalm
JqIRZhMbgAfp707FUwFIb7UIspogZSKxPIWJpxiPo3TcBambbVtQOcNRWz5qCQdD
s1I2yayqOn2TXoHyNCLEH8rpsJRVILFsg0jc7BaFrMnF462+ajSehgj12IidNeRN
4z1+EoNaWdpnWndvSpAEkq2P

————— END CERTIFICATE-----

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
06:7f:94:4a:2a:27:cd:f3:fa:c2:ae:2b:01:f9:08:ee:b9:c4:cb
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN = Starfield Services Root Certificate Author
Validity
Not Before: May 25 12:00:00 2015 GMT
Not After : Dec 31 01:00:00 2037 GMT
Subject: C = US, 0 = Amazon, CN = Amazon Root CA 1
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:b2:78:80:71:ca:78:d5:e3:71:af:47:80:50:74:
7d:6e:d8:d7:88:76:14:99:68:f7:58:21:60:19:74:
84:01:2f:ac:02:2d:86:d3:a0:43:7a:4e:b2:a4:d0:
36:ba:01:be:8d:db:48:c8:07:17:36:4c:f4:ee:88:
23:c7:3e:eb:37:f5:b5:19:f8:49:68:b0:de:d7:b9:
76:38:1d:61:9e:a4:fe:82:36:a5:e5:4a:56:e4:45:
e1:f9:fd:b4:16:fa:74:da:9c:9b:35:39:2f:fa:b0:
20:50:06:6c:7a:d0:80:b2:a6:f9:af:ec:47:19:8f:
50:38:07:dc:a2:87:39:58:f8:ba:d5:29:f9:48:67:
30:96:e€:94:78:5e:6f:89:23:51:¢c0:30:86:66:a1:
45:66:ba:54:eb:a3:¢3:91:19:48:dc:ff:d1:e8:30:
2d:7d:2d:74:70:35:d7:88:24:f7:9e:c4:59:6e:bb:
73:87:17:12:32:46:28:b8:43:fa:b7:1d:aa:ca:b4:
f2:9f:24:0e:2d:4b:f7:71:5c:5e:69:ff:ea:95:02:
cb:38:8a:ae:50:38:6f:db:fb:2d:62:1b:c5:c7:1e:
54:e1:77:€0:67:c8:0f:9c:87:23:d6:3f:40:20:7f:
20:80:c4:80:4c:3e:3b:24:26:8e:04:ae:6c:9a:c8:

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
X509v3 Subject Key Identifier:
84:18:CC:85:34:EC:BC:0C:94:94:2E:08:59:9C:C7:B2:10:4E:0A:08
X509v3 Authority Key Identifier:
9C:5F:00:DF:AA:01:D7:30:2B:38:88:A2:B8:6D:4A:9C:F2:11:91:83
Authority Information Access:
0CSP - URI:http://ocsp.rootg2.amazontrust.com
CA Issuers - URI:http://crt.rootg2.amazontrust.com/rootg2.cer
X509v3 CRL Distribution Points:
Full Name:
URI:http://crl.rootg2.amazontrust.com/rootg2.crl
X509v3 Certificate Policies:
Policy: X509v3 Any Policy
Signature Algorithm: sha256WithRSAEncryption
Signature Value:
62:37:42:5c:bc:10:b5:3e:8b:2c:e9:0c:9b:6c:45:€2:07:00:
7a:f9:¢5:58:0b:b9:08:8c:3e:ed:b3:25:3c:b5:6f:50:e4:cd:
35:6a:a7:93:34:96:32:21:29:48:44:ab:9c:ed:3d:bh4:aa:73:
6d:e4:7f:16:80:89:6c:cf:28:03:18:83:47:79:a23:10:7e:30:
Sb:ac:3b:b0:60:e0:77:d4:08:a6:e1:1d:7c:5e:c0:bb:f9:9a:
7b:22:9d:a7:00:09:7e:ac:46:17:83:dc:9c:26:57:99:30:39:
62:96:8f:ed:da:de:aa:c5:cc:1bs3e:caz43:68:6c:57:16:bc:
d5:0e:20:2e:fe:ff:c2:6a:5d:2e:a0:4a:6d:14:58:87:94:¢6:
39:31:5f:7c:73:cb:90:88:6a:84:11:96:27:a6:ed:d9:81:46:
ab6:7e:a3:72:00:0a:52:3e:83:88:07:63:77:89:69:17:0f:39:
85:d2:ab:08:45:4d:d0:51:3a:fd:5d:5d:37:64:4c:7e:30:b2:
55:24:42:9d:36:b0:5d:9c:17:81:61:f1:ca:f9:10:02:24:ab:
eb:0d:74:91:8d:7b:45:29:50:39:88:b2:26:89:35:25:1e:14:
6a:47:23:31:2f:5c:9a:fazad:9a:0e:62:51:a4:2a:a9:c4:f9:
34:9d:21:18
SHA1 Fingerprint=06:B2:59:27:C4:2A:72:16:31:C1:EF:D9:43:1E:64:8F:A6:2E:1E:39
————— BEGIN CERTIFICATE---—--
MIIEKjCCA3qgAwIBAgITBn+USionzfP6wqdrAfkI7rnExjANBgkqhkiGIwOBAQsF



ADCBmDELMAKGATUEBhMCVVMXEDAOBENVBAETBOFyaXpvbmEXEZARBENVBACTCLNj
b3ROC2RhbGUXJTAjBgNVBAOTHFNOYXJmaWVsZCBUZWNobmIsb2dpZXMSIETuYy4x
0zA5BgNVBAMTMLNOYXJmallVsZCBTZXJ2aWN1cyBSh290IENTcnRpZml jYXR1IEF1
dGhvcm10eSAtIEcYMBAXDTE TMDUYNTEYMDAWMFOXDTM3MTIZMTAXMDAWMFowOTEL
MAKGA1TUEBhMCVVMXDzANBgNVBAOTBKFtYXpvbjEZMBCGATUEAXMQQW1hem9uIFJv
b3QgQOEgMTCCASIWDQYJKoZIhvcNAQEBBQADgEEPADCCAQoCggEBALJ4gHHKeNX j
ca9HgFBOfW7Y14h29J1091ghYP10hAEVrAItht0gQ3p0sqTQNroBvo3bSMgHFzZM
906118c+62f1tRn4SWiw3te5d;jgdYZ6k/0I2peVKVURF4fn9tBb6dNgemzUSL/ qu
IFAGbHrQgLKm+a/sRxmPUDgH3KKHOV j4utWp+UhnMJbulHheb4mjUcAwhmahRWa6
VOujw5H5SNz/0egwlX0tdHA114gk957EWN67c4cX8jJGKLhD+rcdgsq08p8kDi1l
93FcXmn/6pUCyziKr1A4b9v7LWIbxcceVOF34GfID5yHI9Y/QCB/IIDEgEW+0yQm
jgSubJrIqgOCAWEAAOCATEWgEE tMABGATUdEWEB/WQFMAMBAT8WDEYDVROPAQH/
BAQDAgGGMBOGATUdDgQWBBSEGMy FNOy8DJSULghZnMeyEE4KCDAfBgNVHSMEGDAW
gBScXwDfqgHXMCs4iKK4bUqc8hGRgzB4BggrBgEFBQCBAQRSMGowLgY IKwYBBQUH
MAGGImhOdHA6LYIVY3NwLnJvb3RnMi5ShbWF6b250cnVzdC5jb20w0AY IKwYBBQUH
MAKGLGhOdHAGLY9jcnQucm9vdGeyLmFtYXpvbnRydXNOLmNvbS9yb290ZzIuY2Vy
MDOGA1UdHWQ2MDQuMgAwoC6GLGhOAHABLYIj cmwucmIvdGeyLmFtYXpvbnRydXNO
LmNvbS9yb2902z1uY3JsMBEGATUdIAQKMAgWBEYEVROgADANBgkqhkiGIwOBAQSF
AAOCAQEAY jdCXLwQtT6LLOKMm2xF4gcAevnFWAUSCIw+7bM1PLVVUOTNNWgnkzSW
MiGpSESrn009tKpzbeR/FoCJbM80oAxiDR3mjEHAWW6W7sGDgdIQIpuEdfF7Au/ma
eyKdpwAJfgxGF4PcnCZXmTASYpaP7dreqsXM6z7KQ2hsVxa81Q4gLv7/wmpdLgBK
bRRYh5TmOTFffHPLKkIhqhBGWJ6bt2YFGpNn6jcgAKUj6DiAdjd41pFw85hdKrCEVN
OFE6/V1dN2RMfjCyVSRCnTawXZwXghHxyvkQAiSréw10kY17RS1Q0Yiypok1JR4U
akcjMS9cmvatmg5iUaQqqcT5NJOhGA=

————— END CERTIFICATE-----

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
a7:0e:4a:4c:34:82:b7:7f
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = US, 0 = "Starfield Technologies, Inc.", OU = Starfield Class 2 Certification Authority
Validity
Not Before: Sep 2 00:00:00 2009 GMT
Not After : Jun 28 17:39:16 2034 GMT
Subject: C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN = Starfield Services Root Certificate Autho
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:d5:0c:3a:c4:2a:f9:4e:e2:f5:be:19:97:5f:8e:
88:53:b1:1f:3f:cb:cf:9f:20:13:6d:29:3a:c8:0f:
7d:3c:f7:6b:76:38:63:d9:36:60:a8:9b:5e:5¢c:00:
80:b2:2f:59:7f:f6:87:19:25:43:86:e7:69:1b:52:
9a:90:e1:71:e3:d8:2d:0d:4e:6f:f6:c8:49:d9:b6:
f3:1a:56:ae:2b:b6:74:14:eb:cf:fb:26:e3:1azba:
1d:96:2e:6a:3b:58:94:89:47:56:ff:25:20:93:70:
53:83:da:84:74:14:¢c3:67:9e:04:68:3a:df:8e:40:
5a:1d:4a:4e:cf:43:91:3b:e7:56:d6:00:70:ch:52:
ee:7b:7d:ae:3aze7:bc:31:f9:45:f6:c2:60:cf:13:
59:02:2b:80:cc:34:47:df:b9:de:90:65:6d:02:cf:
2c:91:a6:a6:e7:de:85:18:49:7c:66:4e:a3:3a:6d:
a9:b5:ee:34:2e:ba:0d:03:b8:33:df:47:eb:b1:6b:
8d:25:d9:9b:ce:81:d1:45:46:32:96:70:87:de:02:
0e:49:43:85:h6:6c:73:bb:64:ea:61:41:ac:c9:d4:
54:df:87:2f:c7:22:b2:26:cc:9f:59:54:68:9f:fc:
be:2a:2f:c4:55:1c:75:40:60:17:85:02:55:39:8b:

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
X509v3 Subject Key Identifier:
9C:5F:00:DF:AA:01:D7:30:2B:38:88:A2:B8:6D:4A:9C:F2:11:91:83
X509v3 Authority Key Identifier:
BF:5F:B7:D1:CE:DD:1F:86:F4:5B:55:AC:DC:D7:10:C2:0E:A9:88:E7
Authority Information Access:
0CSP - URI:http://0.ss2.us/
CA Issuers - URI:http://x.ss2.us/x.cer
X509v3 CRL Distribution Points:
Full Name:
URI:http://s.ss2.us/r.crl
X509v3 Certificate Policies:
Policy: X509v3 Any Policy
Signature Algorithm: sha256WithRSAEncryption
Signature Value:
23:1d:e3:8a:57:ca:7d:e9:17:79:4c:f1:1e:55:fd:cc:53:6e:
3e:47:0f:df:c6:55:f2:b2:04:36:ed:80:1f:53:c4:5d:34:28:
6b:be:c7:55:fc:67:ea:ch:3f:7f:90:b2:33:cd:1b:58:10:82:
02:f8:f8:2f:f5:13:60:d4:05:ce:f1:81:08:c1:dd:a7:75:97:
4f:18:b9:6d:de:f7:93:91:08:ba:7e:40:2c:ed:c1:ea:bb:76:
9€:33:06:77:1d:0d:08:7f:53:dd: 1b:64:ab:82:27:f1:69:d5:
4d:5ezae:f4:al:c3:75:a7:58:44:2d:f2:3c:70:98:ac:ba:69:
b6:95:77:7f:0f:31:5e:2c:fc:a0:87:3a:47:69:f0:79:5f: f4:
14:54:24:95:5€:11:78:12:60:27:ce:9f:c2:77:ff:23:53:77:
5d:ba:ff:ea:59:e7:db:cf:af:92:96:ef:24:9a:35:10:7a:9c:
91:c6:0e:7d:99:f6:3f:19:df:f5:72:54:e1:15:29:07:59:7b:
83:bf:52:2e:46:8c:bh2:00:64:76:1c:48:d3:d8:79:e8:6e:56:
cc:ae:2c:03:90:d7:19:38:99:e4:ca:09:19:5b: ff:07:96:b0:
a8:7f:34:49:df:56:a9:f7:b0:5f:ed:33:ed:8c:47:b7:30:03:
5d:f4:03:8c
SHA1 Fingerprint=9E:99:A4:8A:99:60:B1:49:26:BB:7F:3B:02:E2:2D:A2:B0:AB:72:80
————— BEGIN CERTIFICATE---—--
MIIEATCCA12gAwIBAgIJAKcOSkwOgrd/MAOGCSqGSIb3DQEBCWUAMGEXCZAUBENY
BAYTALVTMSUwIwYDVQQKEXXTdGFyZm11bGQgVGVjaG5vhbGInallVzLCBJbmMUMT Iw



MAYDVQQLEY1TdGFyZm11bGQgQ2xhc3MgMiBDZXJ0aWZpY2FOaWIuIEF1dGhvemld
eTAeFwOwOTASMDIwWMDAWMDBaFwOzNDA2MjgxNzM5MTZaMIGYMQswCQYDVQQGEWJV
UzEQMA4GATUECBMHQXJpem9uYTETMBEGATUEBXMKU2NvdHRZZGFsZTETMCMGATUE
ChMcU3RhcmZpZWXKIFR1Y2hub2xvZ211cywgSW5jLjE7MDKGATUEAXMyU3RhemZp
ZWxKIFN1cnZpY2VzIFJvb3QgQ2VydG1lmalWNhdGUgQXV0aG9yaXR5ICOgRzIwggE 1
MAOGCSqGSIb3DQEBAQUAA4AIBDWAWEEEKA0IBAQDVDDrEKV104vW+GZdf johTsR8/
y8+fIBNtKTrID30892t206PZNmCom15cAICYL11/90f5JU0G52kbUpqQ4XH;j2CON
Tm/2yEnZtvMaVq4rtnQU68/7JuMauh2WLmo7WJSJR1b/JaCTcFOD20ROFMNNngRo
0t+0QFodSk7PQ5E751bWAHDLUUS7fad657wx+UX2wmDPE1KCK4DMNE f fud6QZWoC
zyyRpgbn3oUYSXxmTgM6bam17 jQuugODuDPfR+uxa40122v0gdFFRjKWcIfeAg5J
04W2bH07Z0phQazJ 1FTfhy/HIrImzJ92ZVGif/L4qL8RVHHVAYBeFALUSi38FAgMB
AAGjgfAwgeOuDwYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BAF8EBAMCAYYwHQYDVROO
BBYEFUxfAN+gAdcwKzilorhtSpzyEZGDMB8GATUdIwQYMBaAFLIftIHO3R+GIFLV
rNzXEMIOqYjnME8GCCsGAQUFBWEBBEMWQTACBggrBgEFBQcwAYYQaHROCDoVL28u
c3MyLnVzLzAhBggrBgEFBQcwAoYVaHROcDovL3guc3MyLnVzL3guY2VyMCYGA1Ud
HwQfMBOWG6AZ0oBeGFWhOdHAGLYIZLnNzMi51cy9yLmNybDARBENVHSAECjAIMAYG
BFUdIAAwDQYJKoZIhvcNAQELBQADggEBACMd44pXyn3pF31M8R5Y/cxThj5HDI/ G
VfKyBDbtgBITXFOOKGU+x1X8Z+rLP3+QsjPNG1gQgglL4+C/1E2DUBCc7xgQjB3ad1
108Yull3e950RCLp+QCztweq7dp4zBncdDQh/U90bZKuCJ/Fp1UlervShu3WnWEQt
8 jxwmKy6abaVd38PMV4s/KCHOkdp8H1fIBRUpJVeEXgSYCFON8U3/yNTd126/+pZ
59vPr5KW7ySaNRB6nJHGDN229823/VyVOEVqQdZe40/Ui56jLIAZHYcSNPYeehu
VsyuLAOQ1xk4meTKCR1b/weWsKh/NEnfVqn3sF/tM+2MR7 cwA130A4u=

————— END CERTIFICATE-----

2.2. Online Certificate Status Protocol (OCSP)

The Online Certificate Status check protocol makes revocation checks faster and simpler than downloading a full
certificate revocation list, but at the cost of privacy, and of requiring the client to connect to a second server before
they can continue with their request. How could this be fixed to provide the best of both worlds?

2.3. Certificate Transparency

How does Certificate Transparency improve security? Who can benefit from monitoring the logs, and what should
they look for?



