
Flipped Classroom Session 8: PKI and TLS
CS-E3130 Information Security, 5.10.2023

1. X.509 Certificates

1.1. Critical extensions

Some extensions in a certificate contain a "critical" tag, which indicates that software using the certificate must
raise an error if it doesn't understand the extension.

Which kinds of extension make sense to mark as critical, and which do not? Give an example of each.

1.2. Trusting the contents of a certificate

An X.509 certificate contains both the identity of the subject (the entity that the certificate "is about"), and the issuer
(the entity that produced the certificate)). For example,

Issuer: C = US, O = Amazon, CN = Amazon RSA 2048 M02
Subject: CN = gunn.ee

If we trust the issuer named in the certificate, does this mean that we can trust that the public key in the certificate
really belongs to the subject? Why (not)?

2. Public Key Infrastructure in the browser

2.1. Certificate chain validation

Consider the following certificates, obtained by running

and then copying the certificates from the output and processing them with

to obtain the output below. Explain in detail how a web browser checks this specific certificate chain, and how the
browser uses it to authenticate the website in TLS.

Notes:

You do not need to explain the details of the TLS handshake protocol, or Certificate Transparency
The fingerprint at the bottom of each certificate is computed by OpenSSL, and can be trusted to be a correct
hash of the rest of the certificate
You can refer to Mozilla's database of trusted Certificate Authorities at https://ccadb.my.salesforce-sites.com
/mozilla/IncludedCACertificateReport.

Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number:
            08:a9:d1:a3:b7:69:bc:5f:4e:21:b2:75:c5:44:91:14
        Signature Algorithm: sha256WithRSAEncryption
        Issuer: C = US, O = Amazon, CN = Amazon RSA 2048 M02
        Validity
            Not Before: Aug 28 00:00:00 2023 GMT
            Not After : Sep 24 23:59:59 2024 GMT
        Subject: CN = gunn.ee
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
                Public-Key: (2048 bit)
                Modulus:
                    00:a8:6a:ee:f5:fb:1c:bf:8b:18:bb:1c:b8:ac:db:
                    cc:46:6d:3d:75:e1:cf:5e:9c:03:24:d2:be:21:64:
                    e5:0d:f4:dd:a1:85:47:48:1f:df:b1:bb:e2:a6:5a:

openssl s_client -showcerts gunn.ee:443

openssl x509 -in <cert>.pem -text -fingerprint



                    d7:1e:f7:fa:e1:78:0a:7b:f0:37:0e:c9:03:77:ad:
                    29:6d:91:b3:4d:8c:0e:d6:b2:4d:5d:b2:d5:aa:b8:
                    b6:c2:80:c4:44:a9:fe:fa:44:ef:9d:0c:f7:26:7e:
                    14:dc:1b:e1:07:35:26:e8:e0:e6:db:a0:5d:cb:f6:
                    6a:8e:28:69:ae:22:31:0f:61:cd:cb:b5:21:c9:85:
                    97:ac:d7:3e:37:85:f0:b3:73:a8:49:1f:7a:db:5f:
                    f8:0d:aa:d0:c3:89:af:a1:a7:b0:9a:56:f8:98:bc:
                    a1:fc:90:50:69:e9:10:ca:76:e2:49:bd:6e:81:ab:
                    0a:da:95:4b:33:79:7e:3b:be:de:c8:f9:70:07:24:
                    2e:03:e7:6c:24:ca:d4:22:14:e8:19:97:b4:d9:6d:
                    c8:46:dc:7d:7d:e3:67:38:24:2e:57:c3:39:ff:83:
                    6b:b2:e9:88:bb:80:b3:c4:5e:67:e9:22:33:55:13:
                    01:76:f5:af:42:03:8f:ac:53:28:83:0a:67:e7:55:
                    f9:94:48:71:22:7d:ca:1f:1c:7b:de:80:05:44:2c:
                    b4:d3
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            X509v3 Authority Key Identifier:
                C0:31:52:CD:5A:50:C3:82:7C:74:71:CE:CB:E9:9C:F9:7A:EB:82:E2
            X509v3 Subject Key Identifier:
                0B:20:05:54:10:14:B2:7D:30:7F:86:12:27:E7:17:CB:71:63:E3:83
            X509v3 Subject Alternative Name:
                DNS:gunn.ee, DNS:lachlan.gunn.ee, DNS:www.gunn.ee, DNS:www.lachlan.gunn.ee
            X509v3 Key Usage: critical
                Digital Signature, Key Encipherment
            X509v3 Extended Key Usage:
                TLS Web Server Authentication, TLS Web Client Authentication
            X509v3 CRL Distribution Points:
                Full Name:
                  URI:http://crl.r2m02.amazontrust.com/r2m02.crl
            X509v3 Certificate Policies:
                Policy: 2.23.140.1.2.1
            Authority Information Access:
                OCSP - URI:http://ocsp.r2m02.amazontrust.com
                CA Issuers - URI:http://crt.r2m02.amazontrust.com/r2m02.cer
            X509v3 Basic Constraints: critical
                CA:FALSE
            CT Precertificate SCTs:
                Signed Certificate Timestamp:
                    Version   : v1 (0x0)
                    Log ID    : EE:CD:D0:64:D5:DB:1A:CE:C5:5C:B7:9D:B4:CD:13:A2:
                                32:87:46:7C:BC:EC:DE:C3:51:48:59:46:71:1F:B5:9B
                    Timestamp : Aug 28 10:18:54.434 2023 GMT
                    Extensions: none
                    Signature : ecdsa-with-SHA256
                                30:46:02:21:00:D9:C7:11:6C:0E:19:F6:48:9B:76:70:
                                02:B9:1E:5A:03:98:16:9E:84:EB:53:9B:2C:04:7B:35:
                                1F:A6:5A:CF:B6:02:21:00:CB:BD:32:75:99:36:38:ED:
                                8A:15:61:7E:48:8F:41:40:91:0E:78:E6:EA:37:3C:2D:
                                2C:59:22:1F:0A:E2:15:DD
                Signed Certificate Timestamp:
                    Version   : v1 (0x0)
                    Log ID    : 48:B0:E3:6B:DA:A6:47:34:0F:E5:6A:02:FA:9D:30:EB:
                                1C:52:01:CB:56:DD:2C:81:D9:BB:BF:AB:39:D8:84:73
                    Timestamp : Aug 28 10:18:53.987 2023 GMT
                    Extensions: none
                    Signature : ecdsa-with-SHA256
                                30:46:02:21:00:9C:2F:B0:E9:03:51:4E:DE:CF:00:61:
                                6E:23:E3:67:78:28:55:CE:30:6F:20:EC:9E:0E:59:48:
                                9E:4C:D6:C6:14:02:21:00:A9:29:45:D0:16:9B:00:2F:
                                84:CD:98:8F:AA:5A:E6:94:C9:36:BA:8A:79:28:D3:9A:
                                9F:38:24:6C:7E:41:5E:3E
                Signed Certificate Timestamp:
                    Version   : v1 (0x0)
                    Log ID    : DA:B6:BF:6B:3F:B5:B6:22:9F:9B:C2:BB:5C:6B:E8:70:
                                91:71:6C:BB:51:84:85:34:BD:A4:3D:30:48:D7:FB:AB
                    Timestamp : Aug 28 10:18:53.898 2023 GMT
                    Extensions: none
                    Signature : ecdsa-with-SHA256
                                30:46:02:21:00:8F:4C:27:0F:38:CF:28:47:40:25:1D:
                                30:6A:10:5B:39:27:89:98:5C:F9:B9:A2:F2:97:7A:EC:
                                0E:02:99:66:7C:02:21:00:B1:1D:C4:8F:75:29:13:2E:
                                5F:38:75:1D:39:35:B8:1B:5B:97:C3:A6:6C:46:96:BF:
                                78:88:04:92:1F:20:AC:4B
    Signature Algorithm: sha256WithRSAEncryption
    Signature Value:
        29:89:bd:0a:42:8a:92:61:ca:76:bd:7c:82:38:21:7f:7c:d2:
        86:17:e4:b1:db:62:4d:1a:63:c6:a7:17:59:8d:32:de:d5:0a:
        00:65:ca:85:8e:98:74:0d:a5:28:b0:8a:32:e9:73:fb:08:f5:
        c5:a9:d9:7f:5e:f6:57:9f:9c:ba:e8:1b:52:13:9e:53:f7:d1:
        50:c9:fb:43:f1:80:dc:e1:64:2f:69:6a:4b:ea:1b:f6:a8:e2:
        d5:16:be:98:fb:46:ac:ec:72:3a:90:f3:9a:88:18:11:48:6f:
        29:1c:1d:10:08:d4:8e:63:06:97:79:4b:6d:75:1d:b6:30:94:
        67:4a:cc:d7:4f:c5:a0:f4:fb:6b:fe:cf:5f:13:7b:86:ba:cd:
        08:0e:eb:0f:f1:76:34:8f:7b:1a:56:78:d0:ff:e5:69:52:38:
        40:2d:b9:1d:31:89:ce:45:2f:84:cf:e6:91:c3:63:d6:4e:cf:
        72:cf:41:cb:35:ff:b8:56:55:91:ca:e7:bd:46:fd:06:19:8e:
        03:0b:34:32:96:05:bf:60:d0:db:45:24:63:34:dd:8e:5a:0a:
        91:f2:26:14:d0:1d:ff:f0:c9:c0:36:3e:9b:c1:2e:30:29:7a:
        d9:11:9d:39:fc:93:bb:6c:56:4d:1d:eb:73:f1:57:e3:a7:ac:
        fa:d6:79:a5
SHA1 Fingerprint=8F:88:CB:7B:E2:CC:01:08:45:FE:23:30:2E:50:17:54:E1:BF:B7:3F
-----BEGIN CERTIFICATE-----
MIIF8DCCBNigAwIBAgIQCKnRo7dpvF9OIbJ1xUSRFDANBgkqhkiG9w0BAQsFADA8
MQswCQYDVQQGEwJVUzEPMA0GA1UEChMGQW1hem9uMRwwGgYDVQQDExNBbWF6b24g
UlNBIDIwNDggTTAyMB4XDTIzMDgyODAwMDAwMFoXDTI0MDkyNDIzNTk1OVowEjEQ
MA4GA1UEAxMHZ3Vubi5lZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEB
AKhq7vX7HL+LGLscuKzbzEZtPXXhz16cAyTSviFk5Q303aGFR0gf37G74qZa1x73
+uF4CnvwNw7JA3etKW2Rs02MDtayTV2y1aq4tsKAxESp/vpE750M9yZ+FNwb4Qc1
Jujg5tugXcv2ao4oaa4iMQ9hzcu1IcmFl6zXPjeF8LNzqEkfettf+A2q0MOJr6Gn


-----END CERTIFICATE-----

Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number:
            07:73:12:4a:4b:cb:d4:4e:c7:b5:3b:ea:f1:94:84:2d:3a:0f:a1
        Signature Algorithm: sha256WithRSAEncryption
        Issuer: C = US, O = Amazon, CN = Amazon Root CA 1
        Validity
            Not Before: Aug 23 22:25:30 2022 GMT
            Not After : Aug 23 22:25:30 2030 GMT
        Subject: C = US, O = Amazon, CN = Amazon RSA 2048 M02
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
                Public-Key: (2048 bit)
                Modulus:
                    00:bb:43:18:c6:5a:a8:79:de:29:e8:b5:6f:2e:be:
                    a5:43:cf:2e:58:d3:07:5e:37:4a:2e:95:a4:45:8f:
                    73:a9:92:90:58:59:6f:fe:aa:ae:46:72:a0:79:50:
                    2d:b0:d8:9c:8d:83:ee:10:f4:b1:dc:c4:a9:f9:ee:
                    02:32:2c:b9:74:0b:1b:70:3c:4e:f5:fa:57:7a:05:
                    34:11:55:7b:c3:65:2c:91:ef:06:c7:8a:63:cf:2c:
                    68:bc:2e:7f:19:19:57:09:3b:e2:0e:27:5a:53:4c:
                    5f:39:5a:f5:8e:45:df:0c:11:1f:03:15:1f:8e:37:
                    c4:6c:fa:52:d1:92:65:2a:90:f7:87:85:c7:95:fb:
                    4e:5a:ad:f3:08:62:f2:a0:9a:29:d6:79:ac:d6:a4:
                    fa:bf:67:51:38:4e:78:29:6a:15:de:28:5f:27:21:
                    ff:f4:5c:ed:8d:1e:5f:52:8d:58:76:12:23:53:64:
                    df:59:98:82:22:b7:26:f1:f4:eb:78:3e:2b:db:47:
                    03:ad:d9:79:38:0a:82:77:65:87:e5:88:fb:3b:fb:
                    8b:8e:07:7a:94:59:8c:0d:45:63:06:19:f5:5b:ff:
                    f5:49:02:e5:8c:fc:ff:25:3a:e5:f8:23:68:4f:b0:
                    54:73:38:7b:f6:32:0b:6a:2c:ac:f5:84:ee:02:7e:
                    75:73
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            X509v3 Basic Constraints: critical
                CA:TRUE, pathlen:0
            X509v3 Key Usage: critical
                Digital Signature, Certificate Sign, CRL Sign
            X509v3 Extended Key Usage:
                TLS Web Server Authentication, TLS Web Client Authentication
            X509v3 Subject Key Identifier:
                C0:31:52:CD:5A:50:C3:82:7C:74:71:CE:CB:E9:9C:F9:7A:EB:82:E2
            X509v3 Authority Key Identifier:
                84:18:CC:85:34:EC:BC:0C:94:94:2E:08:59:9C:C7:B2:10:4E:0A:08
            Authority Information Access:
                OCSP - URI:http://ocsp.rootca1.amazontrust.com
                CA Issuers - URI:http://crt.rootca1.amazontrust.com/rootca1.cer
            X509v3 CRL Distribution Points:
                Full Name:
                  URI:http://crl.rootca1.amazontrust.com/rootca1.crl
            X509v3 Certificate Policies:
                Policy: 2.23.140.1.2.1
    Signature Algorithm: sha256WithRSAEncryption
    Signature Value:
        2d:4e:2e:85:b3:40:33:7e:2f:a2:c2:6e:e3:af:3f:82:4b:11:
        c7:fa:e1:e5:ec:b6:b0:dc:c4:12:5d:5b:51:f1:15:79:dc:fb:
        51:ea:bf:fa:80:da:6a:97:37:68:66:ae:05:29:b0:03:8b:5b:
        fd:06:e9:fc:45:8f:03:e7:5b:9e:75:17:e3:b1:b7:a8:76:2c:
        de:04:1f:27:5e:67:b2:0f:7d:c4:a7:b5:40:4e:3e:28:cd:c7:
        77:d5:81:55:7e:04:61:bd:34:b1:36:ba:d3:94:da:56:91:49:
        34:9b:70:4c:3e:ff:2c:83:7f:35:1e:10:3a:b8:46:28:90:4e:
        6a:f6:ec:2c:ff:76:24:2a:a4:62:13:3d:d3:b1:a5:a6:26:a2:
        11:66:13:1b:80:07:e9:ec:ee:c5:53:01:48:6f:b5:08:b2:9a:
        20:65:22:b1:3c:85:89:a7:18:8f:a3:74:dc:05:a9:9b:6d:5b:
        50:39:c3:51:5b:3e:6a:09:07:43:b2:52:36:c9:ac:aa:d2:7d:
        93:5e:81:f2:34:22:c4:1f:ca:e9:b0:94:55:20:b1:6c:83:48:
        dc:ec:16:85:ac:c9:c5:e3:ad:be:6a:34:9e:86:08:f5:d8:88:
        9d:35:e4:4d:e3:39:7e:12:83:5a:59:da:67:5a:77:6f:4a:90:
        04:92:ad:8f
SHA1 Fingerprint=41:4A:20:60:B7:38:C6:35:CC:7F:C2:43:E0:52:61:55:92:83:0C:53



-----BEGIN CERTIFICATE----------END CERTIFICATE-----

Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number:
            06:7f:94:4a:2a:27:cd:f3:fa:c2:ae:2b:01:f9:08:ee:b9:c4:c6
        Signature Algorithm: sha256WithRSAEncryption
        Issuer: C = US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.", CN = Starfield Services Root Certificate Authority - G2
        Validity
            Not Before: May 25 12:00:00 2015 GMT
            Not After : Dec 31 01:00:00 2037 GMT
        Subject: C = US, O = Amazon, CN = Amazon Root CA 1
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
                Public-Key: (2048 bit)
                Modulus:
                    00:b2:78:80:71:ca:78:d5:e3:71:af:47:80:50:74:
                    7d:6e:d8:d7:88:76:f4:99:68:f7:58:21:60:f9:74:
                    84:01:2f:ac:02:2d:86:d3:a0:43:7a:4e:b2:a4:d0:
                    36:ba:01:be:8d:db:48:c8:07:17:36:4c:f4:ee:88:
                    23:c7:3e:eb:37:f5:b5:19:f8:49:68:b0:de:d7:b9:
                    76:38:1d:61:9e:a4:fe:82:36:a5:e5:4a:56:e4:45:
                    e1:f9:fd:b4:16:fa:74:da:9c:9b:35:39:2f:fa:b0:
                    20:50:06:6c:7a:d0:80:b2:a6:f9:af:ec:47:19:8f:
                    50:38:07:dc:a2:87:39:58:f8:ba:d5:a9:f9:48:67:
                    30:96:ee:94:78:5e:6f:89:a3:51:c0:30:86:66:a1:
                    45:66:ba:54:eb:a3:c3:91:f9:48:dc:ff:d1:e8:30:
                    2d:7d:2d:74:70:35:d7:88:24:f7:9e:c4:59:6e:bb:
                    73:87:17:f2:32:46:28:b8:43:fa:b7:1d:aa:ca:b4:
                    f2:9f:24:0e:2d:4b:f7:71:5c:5e:69:ff:ea:95:02:
                    cb:38:8a:ae:50:38:6f:db:fb:2d:62:1b:c5:c7:1e:
                    54:e1:77:e0:67:c8:0f:9c:87:23:d6:3f:40:20:7f:
                    20:80:c4:80:4c:3e:3b:24:26:8e:04:ae:6c:9a:c8:
                    aa:0d
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            X509v3 Basic Constraints: critical
                CA:TRUE
            X509v3 Key Usage: critical
                Digital Signature, Certificate Sign, CRL Sign
            X509v3 Subject Key Identifier:
                84:18:CC:85:34:EC:BC:0C:94:94:2E:08:59:9C:C7:B2:10:4E:0A:08
            X509v3 Authority Key Identifier:
                9C:5F:00:DF:AA:01:D7:30:2B:38:88:A2:B8:6D:4A:9C:F2:11:91:83
            Authority Information Access:
                OCSP - URI:http://ocsp.rootg2.amazontrust.com
                CA Issuers - URI:http://crt.rootg2.amazontrust.com/rootg2.cer
            X509v3 CRL Distribution Points:
                Full Name:
                  URI:http://crl.rootg2.amazontrust.com/rootg2.crl
            X509v3 Certificate Policies:
                Policy: X509v3 Any Policy
    Signature Algorithm: sha256WithRSAEncryption
    Signature Value:
        62:37:42:5c:bc:10:b5:3e:8b:2c:e9:0c:9b:6c:45:e2:07:00:
        7a:f9:c5:58:0b:b9:08:8c:3e:ed:b3:25:3c:b5:6f:50:e4:cd:
        35:6a:a7:93:34:96:32:21:a9:48:44:ab:9c:ed:3d:b4:aa:73:
        6d:e4:7f:16:80:89:6c:cf:28:03:18:83:47:79:a3:10:7e:30:
        5b:ac:3b:b0:60:e0:77:d4:08:a6:e1:1d:7c:5e:c0:bb:f9:9a:
        7b:22:9d:a7:00:09:7e:ac:46:17:83:dc:9c:26:57:99:30:39:
        62:96:8f:ed:da:de:aa:c5:cc:1b:3e:ca:43:68:6c:57:16:bc:
        d5:0e:20:2e:fe:ff:c2:6a:5d:2e:a0:4a:6d:14:58:87:94:e6:
        39:31:5f:7c:73:cb:90:88:6a:84:11:96:27:a6:ed:d9:81:46:
        a6:7e:a3:72:00:0a:52:3e:83:88:07:63:77:89:69:17:0f:39:
        85:d2:ab:08:45:4d:d0:51:3a:fd:5d:5d:37:64:4c:7e:30:b2:
        55:24:42:9d:36:b0:5d:9c:17:81:61:f1:ca:f9:10:02:24:ab:
        eb:0d:74:91:8d:7b:45:29:50:39:88:b2:a6:89:35:25:1e:14:
        6a:47:23:31:2f:5c:9a:fa:ad:9a:0e:62:51:a4:2a:a9:c4:f9:
        34:9d:21:18
SHA1 Fingerprint=06:B2:59:27:C4:2A:72:16:31:C1:EF:D9:43:1E:64:8F:A6:2E:1E:39
-----BEGIN CERTIFICATE-----
MIIEkjCCA3qgAwIBAgITBn+USionzfP6wq4rAfkI7rnExjANBgkqhkiG9w0BAQsF



-----END CERTIFICATE-----

Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number:
            a7:0e:4a:4c:34:82:b7:7f
        Signature Algorithm: sha256WithRSAEncryption
        Issuer: C = US, O = "Starfield Technologies, Inc.", OU = Starfield Class 2 Certification Authority
        Validity
            Not Before: Sep  2 00:00:00 2009 GMT
            Not After : Jun 28 17:39:16 2034 GMT
        Subject: C = US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.", CN = Starfield Services Root Certificate Authority - G2
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
                Public-Key: (2048 bit)
                Modulus:
                    00:d5:0c:3a:c4:2a:f9:4e:e2:f5:be:19:97:5f:8e:
                    88:53:b1:1f:3f:cb:cf:9f:20:13:6d:29:3a:c8:0f:
                    7d:3c:f7:6b:76:38:63:d9:36:60:a8:9b:5e:5c:00:
                    80:b2:2f:59:7f:f6:87:f9:25:43:86:e7:69:1b:52:
                    9a:90:e1:71:e3:d8:2d:0d:4e:6f:f6:c8:49:d9:b6:
                    f3:1a:56:ae:2b:b6:74:14:eb:cf:fb:26:e3:1a:ba:
                    1d:96:2e:6a:3b:58:94:89:47:56:ff:25:a0:93:70:
                    53:83:da:84:74:14:c3:67:9e:04:68:3a:df:8e:40:
                    5a:1d:4a:4e:cf:43:91:3b:e7:56:d6:00:70:cb:52:
                    ee:7b:7d:ae:3a:e7:bc:31:f9:45:f6:c2:60:cf:13:
                    59:02:2b:80:cc:34:47:df:b9:de:90:65:6d:02:cf:
                    2c:91:a6:a6:e7:de:85:18:49:7c:66:4e:a3:3a:6d:
                    a9:b5:ee:34:2e:ba:0d:03:b8:33:df:47:eb:b1:6b:
                    8d:25:d9:9b:ce:81:d1:45:46:32:96:70:87:de:02:
                    0e:49:43:85:b6:6c:73:bb:64:ea:61:41:ac:c9:d4:
                    54:df:87:2f:c7:22:b2:26:cc:9f:59:54:68:9f:fc:
                    be:2a:2f:c4:55:1c:75:40:60:17:85:02:55:39:8b:
                    7f:05
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            X509v3 Basic Constraints: critical
                CA:TRUE
            X509v3 Key Usage: critical
                Digital Signature, Certificate Sign, CRL Sign
            X509v3 Subject Key Identifier:
                9C:5F:00:DF:AA:01:D7:30:2B:38:88:A2:B8:6D:4A:9C:F2:11:91:83
            X509v3 Authority Key Identifier:
                BF:5F:B7:D1:CE:DD:1F:86:F4:5B:55:AC:DC:D7:10:C2:0E:A9:88:E7
            Authority Information Access:
                OCSP - URI:http://o.ss2.us/
                CA Issuers - URI:http://x.ss2.us/x.cer
            X509v3 CRL Distribution Points:
                Full Name:
                  URI:http://s.ss2.us/r.crl
            X509v3 Certificate Policies:
                Policy: X509v3 Any Policy
    Signature Algorithm: sha256WithRSAEncryption
    Signature Value:
        23:1d:e3:8a:57:ca:7d:e9:17:79:4c:f1:1e:55:fd:cc:53:6e:
        3e:47:0f:df:c6:55:f2:b2:04:36:ed:80:1f:53:c4:5d:34:28:
        6b:be:c7:55:fc:67:ea:cb:3f:7f:90:b2:33:cd:1b:58:10:82:
        02:f8:f8:2f:f5:13:60:d4:05:ce:f1:81:08:c1:dd:a7:75:97:
        4f:18:b9:6d:de:f7:93:91:08:ba:7e:40:2c:ed:c1:ea:bb:76:
        9e:33:06:77:1d:0d:08:7f:53:dd:1b:64:ab:82:27:f1:69:d5:
        4d:5e:ae:f4:a1:c3:75:a7:58:44:2d:f2:3c:70:98:ac:ba:69:
        b6:95:77:7f:0f:31:5e:2c:fc:a0:87:3a:47:69:f0:79:5f:f4:
        14:54:a4:95:5e:11:78:12:60:27:ce:9f:c2:77:ff:23:53:77:
        5d:ba:ff:ea:59:e7:db:cf:af:92:96:ef:24:9a:35:10:7a:9c:
        91:c6:0e:7d:99:f6:3f:19:df:f5:72:54:e1:15:a9:07:59:7b:
        83:bf:52:2e:46:8c:b2:00:64:76:1c:48:d3:d8:79:e8:6e:56:
        cc:ae:2c:03:90:d7:19:38:99:e4:ca:09:19:5b:ff:07:96:b0:
        a8:7f:34:49:df:56:a9:f7:b0:5f:ed:33:ed:8c:47:b7:30:03:
        5d:f4:03:8c
SHA1 Fingerprint=9E:99:A4:8A:99:60:B1:49:26:BB:7F:3B:02:E2:2D:A2:B0:AB:72:80
-----BEGIN CERTIFICATE-----
MIIEdTCCA12gAwIBAgIJAKcOSkw0grd/MA0GCSqGSIb3DQEBCwUAMGgxCzAJBgNV
BAYTAlVTMSUwIwYDVQQKExxTdGFyZmllbGQgVGVjaG5vbG9naWVzLCBJbmMuMTIw


-----END CERTIFICATE-----

2.2. Online Certificate Status Protocol (OCSP)

The Online Certificate Status check protocol makes revocation checks faster and simpler than downloading a full
certificate revocation list, but at the cost of privacy, and of requiring the client to connect to a second server before
they can continue with their request. How could this be fixed to provide the best of both worlds?

2.3. Certificate Transparency

How does Certificate Transparency improve security? Who can benefit from monitoring the logs, and what should
they look for?


