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5A Permutations

5A1 (Derangements) In an exercise session there are n students numbered
1, 2, . . . , n. Each hands a solution paper to the TA, who permutes them to
some order, and hands them back to students for peer grading. Let the tuple
(a1, a2, . . . , an) indicate the permutation: for each i, student i is grading the
paper of student ai.

There are n! ways how the papers can be permuted. We want to find how
many of these ways are derangements, meaning that ai 6= i for all 1 ≤ i ≤ n
(nobody is grading their own paper).

(a) For each n ∈ {1, 2, 3, 4}, list explicitly all derangements, and count them.
Then make a table with four columns: n, Dn (the number of derange-
ments), n!, and the ratio Dn/n!.

When listing the derangements for n = 4, proceed systematically making
consecutive choices, and draw a branching diagram: First, list the three
choices for a1; from each of them, draw branches for the possible choices
for a2, then for a3, and then for a4. If on some branch you reach impossi-
bility (you cannot make a valid choice), mark that branch a “dead end”,
and do not count it.

(b) Study the structure of your n = 4 diagram, particularly the numbers of
branches on various levels. Does it look regular?

(c) From lectures/notes/slides, find the formula for the exact number of de-
rangements (the one that contains a finite summation

∑n
k=0). Applying

that formula, calculate Dn for 1 ≤ n ≤ 5. Verify that it matches (a) for
n ≤ 4.

(d) (OPTIONAL, not required, no points) Go to https://oeis.org and
enter your known five values of Dn. Verify that you found something
that talks about derangements.

(e) (OPTIONAL, not required, no points) Study what happens to your OEIS
findings if you enter fewer values, or miscalculate one of them (e.g. dec-
rease a5 by one, simulating that you tried to list but missed one case);
etc.

Without going deeper into probability theory: If we consider that each of
the n! possible arrangements is equally likely to happen, then Dn/n! is the
probability for the event that “nobody is grading their own paper”.
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5A2 (Notation and composition) Consider the permutation π whose two-line
notation is: (

1 2 3 4 5 6 7 8
2 1 4 3 7 5 6 8

)
(a) Write π in cycle notation.

(b) What is π ◦ π? Write it both in cycle notation and in two-line notation.
Is it the identity permutation?

(c) What are the permutations πn for n ∈ {3, 4, 5, 6, 7}? Use the cycle nota-
tion, two-line notation or one-line notation, whichever is convenient.

(d) Did you encounter the identity permutation in the previous part? If you
did, can you now easily name a positive integer n such that πn = π−1?

5A3 (Combination lock) Consider a combination lock which has two dials,
each having ten positions labeled 0, 1, 2, . . . , 9 in order. A position of the lock
is a pair (a, b) ∈ S2, where a is the position of the first dial, and b that of the
second dial, and S = {0, 1, 2, . . . , 9}.

Because of the mechanism, the dials can only be rotated forward, to the
next bigger integer, and from 9 to 0. Also the two dials are somehow stuck.
The first dial can be rotated on its own, but if the second dial is rotated, it
drags the first dial along, so that both move one step forward. So there are
two possible functions that can be applied to change the lock position:

f : (S × S)→ (S × S) : f(a, b) = ((a+ 1) mod 10, b)

g : (S × S)→ (S × S) : g(a, b) = ((a+ 1) mod 10, (b+ 1) mod 10)

The operation (x mod 10) means taking the remainder of x when dividing by
ten (= taking the last digit), so (9 + 1) mod 10 = 10 mod 10 = 0.

(a) From position (5, 3), how many and what positions can be reached by
repeated application of f?

(b) From position (5, 3), how many and what positions can be reached by
repeated application of g?

(c) From position (5, 3), is it possible to reach position (4, 5) by some sequence
of applications of f and g? If yes, how?

(d) (OPTIONAL, not required, no points) Is it possible to reach any position
from any position by applying f and g in some sequence?
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5A4 (Square symmetries) We have four points marked on the plane:

A = (−1, 1), B = (1, 1), C = (1,−1), D = (−1,−1).

Draw a picture and observe that they are corners of a square. We are interested
in possible movements of the square, such that the corners change places,
but the square itself as a geometric figure stays the same. We model this by
permutations of the four corners. We define some “elementary” operations as
permutations in cycle notation:

R = (ABCD)

H = (AB)(CD)

V = (AD)(BC)

We think of R of rotating the square clockwise by 90 degrees, so that the corner
that is at point A moves to point B, the corner that is at point B moves to
C, and so on.

(a) How many and what permutations of the corners can be obtained by a
repeated application of R only? List them and explain in words. Remem-
ber that the identity is also a permutation.

(b) How many and what permutations of the corners can be obtained by a
repeated application of H only? List them and explain in words.

(c) What are H ◦ V and V ◦H? Are they the same?

(d) What are H ◦R and R ◦H? Are they the same?

(e) Is H ◦ V equal to Rn for some n?

(f) Prove that V can be done by some composition of R and H (in some
order and perhaps many times).

(g) (OPTIONAL, not required, no points) How many and what permuta-
tions can be obtained as compositions of R and H (each can be used
zero or more times, and in any order you like)?

5A5 (Infinite permutations) In the lecture material, a permutation was defi-
ned simply as a bijection from some set A to itself. Most commonly permu-
tations are studied in finite sets, but nothing really stops us from studying
permutations of infinite sets.

Which of the following functions are permutations? For those that are per-
mutations, find (if possible) some positive integer n such that fn is the identity
function. The notation fn means repeated composition here. If there is no such
number, explain why. Try to make n as small as possible, if there are many
choices.
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(a) f : R→ R : f(x) = −x

(b) f : N→ N : f(x) = x+ 2

(c) f : Z→ Z : f(x) = x+ 2

(d) f : N→ N : f(x) =

{
x+ 1 if x is even
x− 1 if x is odd

(e) f : (R× R)→ (R× R) : f(x, y) = (y, x)

(f) f : (R× R)→ (R× R) : f(x, y) = (−y, x)

(g) If we start from point p = (3, 1), what are (fn)(p) for n = 1, 2, 3, 4, using
the function from (e)?

(h) If we start from point p = (3, 1), what are (fn)(p) for n = 1, 2, 3, 4, using
the function from (f)?

(i) Explain in words what the functions from (e) and (f) do to points in the
plane.

(j) (OPTIONAL, not required, no points) How would you express the func-
tions from (c) and (d) in cycle notation? You can use the “three dots”
liberally, don’t worry too much about mathematical precision here — try
to express the idea.

5A6 (Shift cipher) The following table lists the 26 English letters in alphabe-
tical order, and numbers indicating their positions.

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

The shift cipher is a simple text encryption method, already known to the
ancient Romans. First we specify a key s ∈ Z. Then, to each letter in a text, we
apply the same function fs, which replaces the letter with the letter that is s
steps to the right in the alphabet, wrapping around at the end (you can think
of the letters being arranged around a circle). A negative key means shifting
to the left. With key 1, PIZZA becomes QJAAB, and with key −1, PIZZA
becomes OHYYZ.
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(a) How many different shift ciphers exist? We said s can be any integer,
but recall that two functions f, g are considered equal if f(x) = g(x) for
every x in the domain.

(b) Express f3 as a permutation of letters, in cycle notation. How many
cycles does it have and how long are they? This is called the Caesar
cipher. Julius Caesar is reported to have used it.

(c) Express f13 as a permutation of letters, in cycle notation. How many
cycles does it have and how long are they? This is called the ROT13
cipher.

(d) What happens to a text if you apply ROT13 twice? If the encrypted text
is TBBQ, what is the original text?

(e) If fs is a shift cipher, is its inverse function (fs)
−1 also a shift cipher?

(f) If you apply several shift ciphers (same or different) in sequence, is the
result again a shift cipher? For example, what is (f4 ◦ f6 ◦ f3)?

The challenge problem is worth an extra point.

5A7 (** Challenge: Cryptanalysis) Mr. Doofus, a secret agent, is sending a
message his friend. He wants the message to be extra safe, so he applies the
Caesar cipher (see the previous problem) many times, and the final result is
FYNNWCYQRCP.

His friend, Smart Alec, receives this encrypted message. Alec knows that
Mr. Doofus always uses the Caesar cipher, but does not know how many times
it was applied. Being an expert cryptanalyst, Alec guesses that the second
letter in the original text is probably one of the five vowels AEIOU (this is
true in more than half of the words in English). Assuming this is true, Alec may
be able to reverse the (unknown) encryption and recover the original message
with a relatively small number of attempts.

What is the original message?

Hint: There are different methods for doing this. One option is to use
a computer and try many different alternatives, until something resembling
English is found. Another option is to exploit Alec’s guess about the second
letter being a vowel. With this method, a manual (non-computer) solution is
probably feasible.
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