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Problem

I About 40 % of people don’t use screen lock in their phones.
I Anyone who gains access to the phone gains access to all

data on it.
I So how can we make these phones more secure?
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Proposed Solution

Context profiling
Using WLAN and Bluetooth devices detected by the mobile
phone to assess if the current Context of Interest (CoI) is
familiar.

Safety level
It is assumed that CoIs users spend a lot of time in are “safe”.
Users are also able to give instant feedback on the safety level
of a CoI, the effect of which then wears off.
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Proposed Solution

Mechanics of the solution
Three modules

I data collection: senses WLAN and Bluetooth devices
I CoI detection: calculates CoI based on sensed devices
I context analysis: keeps track of and calculates familiarity

and safety scores
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Issues with Proposed Solution

I About 45 % of people who use a screen locking
mechanism find it annoying.

I Insider attacks: people who have access to the user’s safe
locations.

I Attackers with no WLAN or Bluetooth capable devices.
I Correlation between safety and familiarity.
I Security concerns with Bluetooth.
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Proposed Improvements and Expansions

I Adding other sensors for CoI
I GPS
I facial recognicion

I Adding other methods for log-in
I motion sensors
I thumb prints
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