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Abstract 

Equifax, founded 1899, is one of three biggest credit rating agencies, with thousands of employees 

and operations in many countries around the world. Equifax helps other companies and individuals 

make informed decisions by providing credit monitoring and fraud-prevention services. Like any 

other company in this industry, Equifax holds a vast amount of privacy sensitive data on 

consumers. The vast reach of the company’s operations, services and client base make them a big 

target for cyber criminals looking for valuable data. The company has had its share of data related 

controversies since the 1960s and more recently a massive breach in 2017 involving 150 million 

people that brought shade to company’s data handling once again. Through this article we follow 

the Equifax data breach of 2017, starting from the company’s early years, past controversies, the 

causes and impacts of the breach and the company’s response. Then, we provide our analysis of 

the breach and what could have been done. The events that lead to this breach, the massive scale 

and impact of the breach, and the malpractices on the company’s end make this a very interesting 

and engaging case study from cybersecurity perspective. 

 

1 Introduction 

The term “cybersecurity” is broadly used in today’s world and the range of definition of this term 

varies hugely and is often subjective. The term has been an area of interest not only in the world 

of academics but also in industry, government and non-government organizations. Cybersecurity 

is made of two words, Cyber and security. Also, commonly used or in some cases misused terms 

for the same field are computer security, IT security, and information security. To understand the 

big picture about cybersecurity, it is important to know the components of related security aspects 

[1]. The term cybersecurity is mainly composed of two different words: ‘Cyber’ relates to the use 

of computers and information and communication technology. ‘Security’ relates to the security 

against the risks of using various ‘cyber’ components. Thus, the various components of 

cybersecurity include, typically, Network security, Application security, Endpoint security, Data 

security, Identity management, Database and infrastructure security, Cloud security, Mobile 

security, Disaster recovery/business continuity planning, and End-user education. 
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Recent hacks and data breaches have pulled more attention to cybersecurity and the term that was 

a concept a few decades ago is a well used and crucial aspect of today’s connected life. For our 

case study we have chosen a massive data breach incident that has been labelled as the largest 

corporate data breach in US history – ‘The Equifax data breach 2017’. The whole paper has been 

divided into 8 sections. First, we have given the background of the company, then we discussed 

about the breach and what was stolen, next we talk about who was responsible and where is all the 

data and what caused the breach. In the later section we have discussed about the company’s 

response to the breach, impacts of the breach. Finally we tried to find out what the company could 

have done to minimize the damage. 

 

2 About Company 

Equifax Inc. is a data analytics and technology company that helps individuals and organizations 

make informed business and personal decisions. Equifax serve as a consumer advocate, financial 

literacy steward, and economic advancement champion. As an innovative global information 

solutions company that allows access to credit, Equifax is a part of breakthrough collaborations 

and innovations that address complex social challenges for underprivileged youth such as social 

welfare, community relationships and financial education [2]. 

The company was founded by Cator and a guy named Woolford in Atlanta, Georgia, United States 

in the year 1899. It is one of the three largest credit agencies along with Experion and TransUnion. 

The company flourished very quickly and had offices throughout the United States and Canada by 

the year 1920. While the company continued to report on credit, most of their business was 

reporting to insurance companies when people applied for new insurance policies including life, 

auto, fire, and medical insurance [3]. All major insurance companies used RCC to obtain health, 

habits, morals, vehicle and finance information. They also investigated claims for insurance and 

made job reports when people were looking for new jobs. A subsidiary, Retailers Commercial 

Agency, then performed most of the credit work. 

Equifax had an extensive information holding and what was unethical on their part was their 

willingness to sell the information to anyone. This started to hamper the company in a negative 

way in the year 1960s and 1970s. These included collecting "... facts, statistics, inaccuracies and 
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rumors ... about virtually every phase of a person's life; his marital disorders, jobs, school history, 

childhood and political activities.” As a result, in 1970, Congress held hearings. This led to the 

enactment of the same year's Fair Credit Reporting Act that gave consumers rights to information 

stored about them in corporate data banks. The hearings are alleged to have prompted the Retail 

Credit Company in 1975 to change their name to Equifax to improve their image [3]. 

 

3 The breach in 2017 

A massive data breach was discovered in the month of July 2017 at Equifax which compromised 

the personal information of around 150 Million people as reported [4]. The company says the 

breach started in mid-May. When Equifax notified about the breach in September 2017, it 

immediately hit the headlines and has become a topic of discussion since then [5]. The breach is 

considered to be the largest corporate data breach in US history where not only clients of US but 

clients from Canada and Australia were also affected. 

Although no data breach should be taken lightly, Equifax being a consumer credit reporting agency 

made it worse because it involved sensitive personal identifiable information. According to a 

report the stolen data included social security number, name, address, date-of-birth, driver’s 

license information and around 209,000 credit card numbers. Figure 1 shows a detailed statistic of 

what was stolen [6]. 

Data held by Equifax was accessed by hackers through a web application vulnerability for which 

a well-known patch was available. The Equifax website is built on software called ‘Apache Struts’, 

a widely used framework for creating programs that helps company manage a large amount of data 

online. In March, the Apache foundation which oversees struts announced the existence of a 

vulnerability in the software code that they dubbed CVE-2017-5638. Almost everyone nowadays 

has filled up the web form numerous time to order product, register for accounts etc. But because 

of a bug in the way struts handled data entered to those forms, hackers could use them to send the 

malicious code to the service with the data on them. This type of hack is called the remote code 

execution. 
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Figure 1 Equifax Data Breach 2017 

 

Normally, programmers protect against this type of hack by having the server check what you are 

doing and submitting to make sure its not computer code. But with this vulnerability, hackers could 

trigger an error, then make the server run the embedded commands while it was trying to figure 

out what the error was. 
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4 Who is responsible for the breach and what did they do 

with the data? 

Chinese spies are expected to behind this breach. They were likely to use this data to exploit 

traditional path of identity theft by opening fraudulent accounts using victims personal 

information. The attackers might have used data to transfer funds or physically move money from 

one account to another [7]–[9].  

 

5 What caused the breach? 

When the company announced in July 2017 that criminals had expoited a US web application 

vulnerability to access their files. The main casue as identified by many reports and by the 

company’s CEO was the delay or inability to implement a fix in a web application tool called 

Apache Struts. The company’s culture can be a reason for the negligence to apply a fix they had 

been aware of.  

According United State Government Accountability Office (GAO) investigation the attackers 

followed the procedure shown in Figure 2. 

Apache Struts is a open source web application framework, first released in 2000, is used by web 

developers for Java EE web applications adopting a model/view controller architecture [11]. The 

Apache foundation had a sin off called WebWork framework that developed further to enhance 

the exisiting framework while keeping the original architecture. Later, in 2007 the WebWork 

framework got adopted as Apache Struts 2. Apache struts 2 is the framework version that was used 

by the Equifax web developers.  

Typical Java EE web applications work by providing the client with access to the database via a 

web form but this is inadequate as it mixes the application logic with presentation and thus makes 

maintenance difficult. Apache Struts firslty tries to solve this problem by separating the application 

logic, the prresented HTML pages to the client and the instances for passing the information 

between the logic and the client. Then it facilitates templayte writing for the presentation and 

binding together the web developers code with the presentation. So when the client requests are 

sent, it responds by interacting with the appropriate application logic to return the requested page. 
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Figure 2 The Equifax data breach 2017 [10] 

Addionally this version uses Object-Graph Navigation Language (OGNL) technology. OGNL 

allows for simplere array manipulation, use simpler expressions to get and set properties and 

execution of methods. OGNL also allows programs to change behavior based on object graph state 

instead of relying on compile time settings. Due to its ability to change executable code OGNL 

adds a critical security flaw, particularly to execute arbitrary code. Due to this flaw users are urged 

to regularly update to avoid documented vulnerabilities [12].  

Apache Struts 2, the Struts version in question has had many critical vulnerabilities in the past. 

Past versions such as 2.3.5 to 2.3.31, 2.5 to 2.5.10 allow remote attackers to execute arbitrary code 

[13]. According to CVE Details vulnerability database [14], Apache Struts 2 has had 70 

vulnerabilities with none of them requiring any form of authentication. The datbase also score the 

vulnerabilities out of 10, with 10 being the most critical. Out of these 70 about 14 vulnerabilities 

have been scored above 9, and 3 vulnerabilities scored a full 10.  
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Figure 3 CVE Details, List of Vulnerabilities in Apache Struts 2 (Screenshot) [14] 

 

The CVE-2017-5638 vulnerability in Apache Struts 2 was advised to Equifax in March 2017 but 

Equifax failed to update to the newer version. This vulnerability as highlighted in the screenshot 

from CVE details website (Figure 3) [14], affected 53 of Apache Struts 2 product versions [15] 

being used at that time and users were advised to update to the latest secure version at that time.  

This vulnerability that allows attackers to execute arbitrary code has the impacts as listed in Table 

1. 

In September 2017, Equifax reported the data breach, and in a later report it was blamed on the 

Apache struts 2 vulnerability from March 2017. This vulnerability let even any attackers with low 

skills to completely compromise the confidentiality, integrity and availability of information in 

Equifax’s database. Moreover, there was no authentication required to take advantage of this 

vulnerability. Equifax was advised to apply the fixes but it failed to do so, which can be blamed 

on their negligence, lack of responsibility and resources. This highly reflects on the culture of the 

company and their historically long tradition to take user privacy and cybersecurity lightly [3]. 
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Table 1  List of Impacts of the Apache Struts 2 Vulnerability from March 2017 [15] 

Type of Impact Description 

Confidentiality 

Impact 

Complete 

(There is total information disclosure, resulting in all system files being 

revealed.) 

Integrity Impact Complete 

(There is a total compromise of system integrity. There is a complete loss 

of system protection, resulting in the entire system being compromised.) 

Availability 

Impact 

Complete 

(There is a total shutdown of the affected resource. The attacker can 

render the resource completely unavailable.) 

Access 

Complexity 

Low 

(Specialized access conditions or extenuating circumstances do not exist. 

Very little knowledge or skill is required to exploit.) 

Authentication Not required 

(Authentication is not required to exploit the vulnerability.) 

 

Multiple other reports have pointed out more factors that lead to the data breach: 

 Insecure network design without proper segementation [16] 

 Inadequate encryption of Personally Identifiable Information (PII) [17] 

 Ineffective breach detection mechanisms [18] 

Network segmentation is a crucial part of network design to isolate multiple department networks 

not just for independent management but also control access between departments and between 

personnel and non-personnel. To safeguard private data it is important to encrypt the data even if 

it is stored on private servers because otherwise in case of a data breach the data can be easily read 
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and manipulated. Absence of effective breach detection mechanisms can lead to data breaches 

going unnoticed for a long time.  

According to the report by GAO [10], the attackers gained access to an online dispute portal 

through which they were able to send queries and commands to retrieve PII from their systems. 

This way they were able disguised their presence on the Equifax network, without being detected 

by Equifax’s detection mechanism. The attackers were further able to gain access to more 

unencrypted PII, using these usernames and password the attackers were able to gain further access 

to more databases. The attackers ran about 9000 queries and were able to access 51 databases. This 

attack lasted 76 days before it was finally discovered. 

This attack represents a type of event that could have been avoided with proper cybersecurity 

measures and following basic practices. The inability to apply a fix even after being notified about 

the vulnerability and poor network and data management reflects highly on their poor expertise 

and negligence on basic practices.  

 

6 Company’s response 

Equifax took two months to notify the public about the breach. After the breach was made official 

to public the chief executive officer issued an apology stating, “This is clearly a disappointing 

event for our company and one that strikes at the heart of who we are and what we do. I 

apologize to consumers and our business customers for the concern and frustration this 

causes," said Chairman and Chief Executive Officer, Richard F. Smith. "We pride ourselves 

on being a leader in managing and protecting data, and we are conducting a thorough review 

of our overall security operations. We also are focused on consumer protection and have 

developed a comprehensive portfolio of services to support all U.S. consumers, regardless of 

whether they were impacted by this incident” [19]. 

 

There was a lack of clarity as to what data was impacted and the intent of the attackers behind the 

breach. The lack of transparency resulted in heavy criticism from media and public. Customers 

were left in a panic state, as they were not sure if they were affected and to what extent. Equifax 
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allows people to check if they are impacted by setting up a website that asked for customer’s last 

name and last six digits of social security number [6]. 

However, there have been issues with the website itself with many users claiming of not getting a 

clear response and other questioning its validity. It was found that even fake last name and social 

security number led to the message saying that their data might have been compromised. The 

website was found to be vulnerable and it was easily possible for a hacker to trick a user into 

phishing, tricking user into loading site from a malicious link. Equifax included an arbitration 

clause in which people who use the website to check if there data has been compromised waive 

their rights to file class-action suits against them [21]. They also engaged a leading cybersecurity 

firm to conduct a comprehensive forensic review/analysis to unearth the scope of attack and to 

know the specific data that is impacted. Customer service support was extended over the weekends 

for the customers to help clarify their queries and actions that could be taken. Company later sent 

emails to customers directly whose data was compromised in the attack.  

 

 

Figure 4 Screenshot of the website set up by Equifax [20] 
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Equifax handled the whole attack poorly. High-level executives including company’s chief 

financial officer sold off almost two million shares just days after they came to know about the 

attack before even making it public. It affected the company heavily and their stock prices 

plummeted [21]. 

Equifax discovered that a misconfiguration allowed encrypted traffic to pass through the network 

without being inspected which was due to an expired digital certificate. Post the attack, Equifax 

corrected the misconfiguration blocking several internet addresses. During the inspection, they got 

to know the signs of intrusion. Commands were executed from several internet addresses that were 

not part of normal operations [10]. 

To further assess the scope of the data breach Equifax used electronic logs that had not been erased 

by the attackers to record the commands that they executed to retrieve the confidential data. It also 

helped them to know what kind of data has been compromised and the company also notified 

Federal Bureau of investigation about the breach [10]. 

To prevent such attacks in the future Equifax officials stated that new system-level measures were 

implemented to address the vulnerabilities that lead to the breach. It is also making changes in 

their management process to identify, patch and verify software vulnerabilities. Equifax officials 

also stated that they have developed new policies protect their data and implemented tools to 

continuously monitor the traffic data. They also took measures to monitor communications outside 

the company’s boundary and added restrictions on traffic between internal servers. They 

implemented new security control framework for accessing specific applications and networks. 

Lastly, Equifax implemented a new endpoint security system to detect misconfigurations, to 

automatically notify potential threats/vulnerabilities to the system administrators. 
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7 The impacts of the breach 

 

Equifax handled the breach poorly consequently it had negative impacts on the company. It faced 

approximately 240 individual class-action lawsuits and more than 60 investigations involving US, 

UK and Canada government agencies. The website set up for customers to check if their data has 

been compromised did not help either creating confusion among users. Equifax lost senior 

executive officers and the share price dropped by 18 % after the breach was made public eventually 

losing customer trust [22]. Equifax also stated that breach costed them around 300 million in non-

recurring costs. Most of this money was invested in improving company’s security and information 

technology. 

The Figure 5 shows the impact of the breach on share price. It could be seen that share price has 

recovered much of its losses since the attack. 

 

 

Figure 5 Impact of data breach on company share price 
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Equifax has a tough task to convince people that there will not be breach of same magnitude again 

majorly because of the way they reacted to the breach. 

 

8 What could have been done? 

The breach could have been avoided because Equifax were aware of the fix which had to be 

implemented in the Apache struts tool that they use even before the breach happened but they 

failed to do it in time. This breach was not due to a technical issue as the fix was already available. 

Equifax officials stated that an expired digital certificate about 10 months before breach occurred 

allowed attackers to execute commands and steal the confidential data without detection.Equifax 

had the required resources to install the fix in time but they clearly did not have the right culture, 

policies, management to be followed in installing it and address the known vulnerability. Lack of 

proper security culture and negligence resulted into a breach. The way Equifax responded to the 

breach could have been improved. For instance Equifax on its official twitter account tweeted a 

phishing link four times instead of the actual response page but luckily the page was not actually 

malicious. They failed to follow process which made them commit mistakes repeatedly [23]. 

 

9 Conclusions 

The Equifax breach was unique in its own way and offers major learning for all the business 

organisations. It is an eye opener for organisations to increase cybersecurity measures in 

preventing such attacks. One major take away from this breach is about responding to such high 

magnitude attacks and also showing your customers about the measures that are undertaken to 

improve security through open communication, customer support and commitment to transparency 

[24]. There have been many such cyber attacks in the recent past and companies are left confusing 

about how to protect their organisation. Cyber attacks need a thorough investigation to determine 

the impact and to take necessary actions to resolve it with utmost priority. Developing proactive 

disaster recovery plans by regularly verifying the systems for vulnerabilities , active monitoring 

can help organisations to tackle such attacks and lower the risk of data breaches in future. 
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