How can we improve security against DDoS
attacks? A case study: The DyN Attack in
2016

Josué Magana
Moreno,
754822

Aalto University
Espoo, Finland
josue.maganamoreno@aalto.fi

ABSTRACT

The DDoS cyberattack targeted to Dyn in 2016 has
been one of the biggest distributed denial of service
attacks ever launched which affected the availability of
the most important internet services including social
networks, streaming, online banks, online stores, etc.
making almost impossible to share and analyse what
was happening at the moment.

It was launched by taking advantage of the vulnera-
ble and insecure Internet of Things (IOT) devices. This
attack also used a strategy of sending different kind
of attacks at the same time by using between 50 thou-
sand and 100 thousand of source devices. Nowadays,
there are many types of mechanisms against this kind
of attacks. However, these are difficult to implement
and that is why we need to offer a protection plan that
considers security measures before and after this kind
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of cyberattacks.

In this paper we aim to investigate the DyN attack
and use the case study in order to research possible
strategies and improvement to prevent these type of
attacks; additionally the suggestions to cope with In-
dustrial Internet of Things and Internet of Things, IloT
and IoT.
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1 INTRODUCTION

Today, cybersecurity is one of the most discussed topic
around the world. Even we hear about cyber attacks,
importance of good passwords and leaks of informa-
tion; yet many people ignore the serious harm that lack
of security can cause to them [13]. Attack against indus-
trial control systems together with Industrial Internet of
Things (IloT) and Internet of Things (IoT) — also called
ubiquitous computing — represents a great threat [18]
and these attacks are increasing heavily [4]. Devices in
both the heal care sector, oil platforms and much more
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are all connected to the Internet are vulnerable to cyber
attacks. Distributed denial of service (DDoS) attacks
are on the increase and is a major danger towards both
IIoT and IoT [15],

The main objective of a DDoS attack is to saturate a
web server, making real users cannot enter because the
server can not cope with so many requests for infor-
mation. The most frustrating thing is that usually the
attacker does not win anything, but the big problem
with DDoS attacks is the overwhelming burden associ-
ated with them.

The servers can be protected against these attacks with
filters that reject badly formed or modified packages
with false IPs so that only legitimate packages arrive
at the server. The measures are not infallible and the
server can always end up saturated if the attack is suf-
ficiently massive and well prepared.

To give us an idea of the magnitude necessary for a
DDoS to be effective, we can observe the traffic of a
server over time. Traffic during the attack (in green) is
so large that normal server traffic is barely visible.
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Figure 1: The traffic of a server

Basically, a DDoS attack can only cause the fall of
the web, but depending on the kind of webpage and
this can be a catastrophe of great losses or not so many.
If the web page is simply informative, it will not be so
affected, but if the web generates money (online stores,
advertising), the owner stops making money while it

falls.

1.1 Reason for the attacks

During the last 20 years, distributed denial of service
attacks have been used for different purposes:

e Financial. The attackers extort the companies to
pay ransoms in exchange for not executing or

Cybersecurity
stopping the DDoS attack.

e Politicians. Others, on the other hand, have been
made for these purposes. Examples of this are the
threats and attacks of the hacktivist group Anony-
mous. One of his appearances was at the end of
April 2018, when they saturated the information
site of Nicaragua’s Government as a demonstra-
tion of support for the demonstrations that the
opposition was carrying out in that Central Amer-
ican country.

o The sensation of power and fun. For others, these
are its main motivations. An example is the case
of Mafiaboy, a 16-year-old boy who in the year
2000 set out to affect the availability of the CNN
site. It could also impact Amazon, Yahoo, eBay,
among other companies.

In addition, over the years there are more vulnera-
bilities and different ways of committing the attacks,
causing a greater impact than the one suffered in Oc-
tober 2016 to Dyn. For example, on February 28, the
collaborative development platform GitHub suffered
what was at the time the largest DDoS attack in history
(1.35 terabits per second), and four days later, on March
4 this year, A website in the United States, whose name
was not revealed, received an even larger attack (1.7
terabits per second).

In this paper we aim to analyse a case study of The
Dyn Attack from 2016 which is a DDoS attack again
a domain name system (DNS) provider. The goal is
to present and analyse the case, do a minor literature
study and hereby be able to answer the two following
research questions:

e What solutions can we use to prevent attacks like
the Dyn Attack?
e How can we improve against DDoS attacks?

We aim to use the published news in order to un-
derstand the case of the DyN attack; afterwards, we
will investigate the issues using the existing academic
literature.

The paper is structured as follows: First we present
the case study, the DyN Attack and the concept of the
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attack, then Section III briefly describes how this study
was conducted, Section IV presents Related Work, Sec-
tion V contains the Discussion in which improvements
and prevention are presented. In Section VI we discuss
the validity of the paper briefly, before we conclude the
paper in Section VIL

2 CASE STUDY, THE DYN ATTACK

The Dyn Cyberattack was an attack that occured on
October 21, 2016 that was done by a series of denial-of-
service attacks (DDoS attacks), which targeted systems
operated by the Domain Name System (DNS) provider
called Dyn.!

The attack itself caused a lot of services and internet
platforms to be unavailable for a lot of users in North
America (USA and Mexico) as well as in some parts
of Europe, where the groups new world hackers and
anonymous claimed responsibility for the attack, but
there wasn’t too much provided evidence. [2]

2.1 Related concepts

Before going deeper on the Dyn cyberattack it is im-
portant to describe some concepts referred in the case
description which are: The Domain Name System and
the DDoS attack and Mirai Malware.

2.1.1 Mirai Malware. Mirai is malware that infects
smart devices that run on ARC processors, turning them
into a network of remotely controlled bots or zombies.
This network of bots, called a botnet, is often used
to launch DDoS attacks. Malware, short for malicious
software, is an umbrella term that includes computer
worms, viruses, Trojan horses, rootkits and spyware.[6]

2.1.2  Domain name system (DNS). The domain name
servers are the equivalent of a phone book but for in-
ternet; they maintain a directory of domain names and
then they translate all of them to IP addresses; an IP
address is a numerical label assigned to a device con-
nected to the computer network which uses the Internet
Protocol for communication.

The Domain Name System, or DNS, is the system that
hooks up your browser with the website you are look-
ing for. Essentially, each site has a digital address, a
place where it lives, as well as a more friendly URL.

1 DynDNS is an USA company founded in 2001.

For example, blog kaspersky.com lives at the IP address
161.47.21.156. [17]

2.1.3 Distributed denial-of-service (DDoS) attack. Other
important concept that needs to be developed is a DDoS
attack, which is an attempt made by cybercriminals to
halt the normal traffic in a service, server or a network
by overwhelming the target or its structure with a flood
of internet traffic.

These attacks are effective because they use a lot of
computer systems and IoT devices, principally, as their
sources to attack, which gives the possibility to affect
more in less time. [5]

From a high level, a DDoS attack can be imagined as
a traffic jam that is disturbing regular traffic from arriv-
ing at its desire destination.

2.2 Timeline and Impact

2.2.1 Timeline. The attack happened in three waves
according to Dyn; the first DDoS attack began at 11:10
(UTC)? and was resolved by 13:20. The second occurred
between 15:50 and 17:00 UTC and internet users started
to report difficulties accessing websites. A third attack
began in the night 20:00; at 22:11, Dyn reported that
they had resolved the issue.

2.2.2  Impact. The first wave affected the East Coast.
The second one affected users in California and the Mid-
west, as well as Europe. The third wave was mitigated
by the efforts of Dyn. [11]

Figure 2: A map of internet outages in Europe and
North America caused by the Dyn cyberattack (as
of 21 October 2016 20:45 UTC) Source: Dyn

2UTC: Coordinated Universal Time
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2.2.3  Affected Services. Around 85 companies of well-
known internet platforms and services were affected by
the attack, some of them were: twitter, amazon, netflix,
spotify, Airbnb, Box, Boston Globe, New York Times,
Github, Reddit, Heroku, FreshBooks, Netflix, Etsy, Time
Warner Cable, etc.

The damage was about 110 million of dollars, where the
DNS provider took the responsibility of the damage.

2.3 The attack

As a DNS provider, Dyn provides to end-users the ser-
vice of mapping an Internet domain name — when, for
instance, entered into a web browser — to its corre-
sponding IP address.

During the attack, at the beginning, a big inclination
in the bandwidth consumption was witnessed at some
Dyn DNS infrastructure, which imitated a situation like
that of a DDoS attack. The Engineering and Operations
team of Dyn implemented few mitigation protocols
but the attack began to target the US-East region. This
abrupt large volume of data was originated from various
source IP addresses and were destined for destination
port 53, where the data packets were composed of TCP
and UDP packets. [9]

Even that the second attempt was made with the same
set of attack vectors and protocols used in the first at-
tack, it was capable to disrupt the functionalities of Dyn
again.

2.3.1 The DDos Cyberattack. The distributed denial-
of-service (DDoS) attack was accomplished through
a large number of DNS lookup requests from tens of
millions of IP addresses, someone purposely forces too
many bits of information to a server all at once, ren-
dering it function less and making the the whole sys-
tem overwhelmed. The activities are believed to have
been executed through a botnet consisting of a large
number of Internet-connected devicesadATsuch as print-
ers, IP cameras, residential gateways and baby moni-
torsaATthat had been infected with the Mirai malware.

The DDoS attack force included 50,000 to 100,000 inter-
net of things (IoT) devices such as cameras and DVRs
enslaved in the Mirai botnet. [7]

Cybersecurity

2.4 Understanding the attack

The attacked prevented customers from reaching more
than 1,200 domains Dyn was in charge of, the last state-
ment leads us to the next question: How was it possible
to disrupt so many sites with just three fast attacks?

As mentioned, Dyn reports that some of the attacks
came as part of the Mirai virus, which means the attack
came via IoT devices like web-connected network secu-
rity cameras instead of desktop computers.

In order to try to understand the attack involving the
DDoS, the mirai and the IoT devices, it is useful to check
the anatomy of a botnet attack from criminal to target
which is composed by four steps: Infection, sending,
retrieving and attacking.[10]

o Infection. Criminal infects any IoT device with
mirai malware, in this case the devices are more
like: cameras, baby monitors, etc.

e Sending. Criminal sends attack orders to servers.

o Retrieving. The infected IoT device retrieves the
orders.

o Attacking. The infected IoT device carries out the
orders attacking to the target (DyN company and
partners).

It is important to mention that the thing that made this
attack particularly potent was that Dyn is not just a
targeted company but a key part of the internet supply
chain used by many internet companies, leading to out-
ages AAS in this case, everyone who is dependent on
Dyn.
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Figure 3: The anatomy of a DDoS; Source: Incap-
sula

The figure above shows how a botnet, when repeated
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over thousands of users, can overwhelm internet sys-
tems and lead to a DDoS attack like the one delivered to
Dyn. [tAAZs a surprisingly simple concept that, when
executed, hijacks a benign Internet lookup tool for its
own nefarious purpose.

There is some tricky part in the DDoS method and
it is that the requests are coming from a wide range
of user-agents and IP addresses and this makes the at-
tack distributed and divided in plenty of sub-attacks;
so then it is easier to affect more in less time (efficient
cyberattack).

With the mentioned method the attack itself is coming
from a vast network of zombies or botnets devices. On
the other hand, ther is also a term called "DoS" that is
just standing for "Denial of Service" and avoiding the
distributed and the difference is that every attack is
originated from the same IP address.

With the DoS method, security systems are easily able
to detect and block the attack than with the DDoS, and
this is because the cybersecurity system just needs to
block the IP address and in the DDoS it is almost impos-
sible because it is coming for a lot of addresses, so then
we need to see later how to mitigate and overcome this
kind of attacks as the one in 2016. [8]

2.4.1 DDoS mitigation. As mentioned before, going
against a DoS attack is not difficult at all, but once it
becomes distributed (i.e. DDoS) it is pretty hard to miti-
gate and reduce the attack and this is because by the
time an attack starts the attacker already knows the
origin IP address where a site is content resides.

So, it is too late by the time to get behind a service
to secure the system like cloudflare or another reverse
proxy service; the funcion of these services is to "hide"
the origin IP addres, so then the cybercriminals cannot
see it; however, if they have found it already before
then the damage is done; then the protection options
are hard and then it is time to try to get behind a DDoS
protection service and move the origin server with-
out forgeting to update the domain name server (DNS)
records. [8]

Later, during the discussion it is going to be mentioned
how to overcome these attacks before and after and

more about measures that can be taken.

Actually, it is important to add that after the Dyn Cyber-
attack in 2016, during a conversation with John Shier?
he explained that "there are actually a few different
types of DDoS attacks", Volumetric, protocol based, and
application based; and there are some nuances between
each one of them.[3]

o Volumetric. Sheer volume; this kind of DDoS at-
tack launchs as much information, requests, etc.
at a site as possible so then the system becomes
unable to process any other request.

e Protocol Based. Exploit a specific protocol. This
type of DDoS attack figures out the specific way of
how a site is processing traffic so then the attack
exploits it to disallow the site making the site
unable from processing the traffic.

o Application based. An application level attack. In
this one somebody does something to the appli-
cation level that it cannot handle in order to get
the web server attacked.

It is important to mention that most of the attacks done
to Dyn where of the volumetric type.

2.5 The Role of IoT during the
attack

One important trend involved in the cybernetic world
is that day after day, people and industries are acquir-
ing more devices and connecting them to the network;
Gartner forecasts that at the end of 2019 there will be
approximately 14.2 billion connected things and two
years later, it will increase in more than 25 billion[20];
this idea of connecting devices together is called In-
ternet of Things (IoT), where they have the ability to
transfer data over a network without human interac-
tion.

The research in Internet of Things is increasing and
the key issues that have gotten more importance for
IoT applications, after the Dyn Cyberattack in 2016[19],
are privacy and security; and it is true that the more
connected devices we have, the more problems in the
area that can be developed.

A DDoS is a very popular type of attack. And using

3Senior Security Expert at Sophos.
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smart devices in such attacks is appealing for criminals,
as we have already mentioned, the Internet of Things
is buggy and vulnerable. That is not likely to change in
anytime soon.

As seen until now, it is pretty clear that one important
tool for the cybercriminals are people’s devices, which
are part of the IoT, so let’s move one to that area in try-
ing to define more about an IoT and the role that they
had during the attack and that they have nowadays.

2.5.1 Definition and characteristics of loT. Nowadays,
there are plenty of definitions of IoT and this is because
the concept is involved in a lot of areas and it changes
in the way you look at it: the application perspective,
technological perspective, industrial contexts, benefits,
social context, etc. So in order to try to try to figure out
one definition we need to talk about the caracteristics
of IoT. [14]

NETWORK "THINGS"
CONNECTIVITY SENSORS
INTERNET DEvicES

DATA
INFORMATION

7 CHARACTERISTICS

COMMUNICATION
DATA DISTRIBUTION

AUTOMATION
DECISIONS
AcTion

INTELLIGENCE
SMART
AnaLyTic

Figure 4: Characteristics of IoT: Internet of
Things; Source: Nordigi

As seen in the previous figure, most of the IoT defini-
tions emphasize different characteristics.Here are some
of the elements that the IoT definitions generally have
in common. [14]

o Conectivity. Avoiding the type of definition of IoT,
everybody talks about a network of devices, sen-
sors or objects; so then the concept of conectivity
is always in any IoT definition.

e Things Units, physical objects, sensors, devices,
endpoints, the physical world, the list is long.

Cybersecurity

They are all terms to describe an important part
of a network of "things". Some also add words as
smart or intelligent to the devices. A little more
accurate, it is correct to say that there are "things"
that contain technology that gives them an addi-
tional ability to "do something", such as measuring
temperature or humidity levels, capturing loca-
tion data, recording sound, sensing movement, or
capturing any other form of action and context,
which can be registered and converted into data.

e Data. Data information is part of the intelligent
notion of IoT, and approaches the essence of IoT.

e Comunication. The data collected from different
kind of IoT devices have to be communicated all
the time and converted into useful information.

e Intelligence and action. The real intelligence and
action sits in the analysis of the data and the smart
usage of this data to solve a challenge, create a
competitive benefit, automate a process, and im-
prove something.

e Automation. There is always automation involved
in the process in order to create a better environ-
ment and improve necessities.

e Ecosystem. It is important to mention that the en-
vironment is also important for the IoT, because
it is more than just apps, it involves people and
community.

2.5.2  Security of the IoT devices. As mentioned be-
fore, the IoT devices were affected by the mirai malware
turning them into botnets and developers of smart gad-
gets (that were the most affected) sometimes forget to
mention to the users to change passwords on cameras,
routers, printers or other kind of devices and sometimes
they don’t even let the user does that. This makes the
Internet of Things devices vulnerable and perfect tar-
gets to be part of the network of botnets.

Today somewhere between 7 and 19 billion devices
are connected to the World Wide Web. According to
conservative estimates, that figure will reach between
30 and 50 billion in the next five years. [12]

But even in the next five gears these devices will not
be powerfully protected. Besides that, gadgets compro-
mised by Mirai are still active and more and more are
joining everyday.
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DDosS attacks are effective and efficient. But there are
steps that users can take to protect their IoT devices
from being hijacked. To protect against another attack
like the one that happened in 2016, at a minimum make
sure to change the default username and password on
your IoT devices. Taking small measures means you
can better protect your devices from being taken over
and used in an attack.

We will talk more about the measures and security stuff
during the discussion as well.

2.5.3 The Internet of Everything: loE. Even if it has

been mentioning a few times during the article, it is
really important to take care of the IoT, because they
are the future and the principal reason of these kind of
attacks.
During the future, IoT devices will increase a lot and
until they will turn from IoT to IoE (internet of ev-
erything), where the human is part of this and it is
a concept emphasised on machine-to-machine (M2M)
communications to describe a more complex system
that also encompasses people and processes.

[?]
3 RESEARCH DESIGN

This study is carried out with the use of a simple and
short systematic literature review. We have chosen spe-
cific keywords to search through the academic libraries
using Google Scholar* to access libraries such as IEEE?,
Elsevier ° etcetera.

Examples of keywords used are: "cyber security", "en-
cryption”, "data protection"”, "DNS attack”, "DyN
attack". We did not necessarily choose the newest pa-
pers, but instead the most accurate fitted for the topic,
since some of knowledge is still useful despise its age.
This could be instance be topics and papers about In-
ternet of Things, which concept is still the same even
the technology has developed heavily.

We tried as much as possible to stay off weak or vague
news sites and instead used the news to follow the DyN
case, but not to investigate academically.

4scholar.google.com
Shttps://ieeexplore.ieee.org/Xplore/home.jsp
Shttps://www.elsevier.com/

4 RELATED WORK

The past ten years industrial controls systems have
seen an absolute increase in the use in the industry.
This is used for all kind of work processes and can
be everything from accessing real-time data from a
distributed system to logistics. Today, many of these
distributed controls systems are using protocols like
Ethernet, TCP/IP, and HTTP. Unfortunately, these are
critical components that makes it easier for to interfere
and harm the system due to lack of security and iso-
lation. Out of the many Internet hosts, many are only
lightly secured and the security in general are not high

[4].

Industrial internet of things (IloT) is heavily increas-
ing in order to improve management and make work
processes easier and more smooth. The industry shift
towards a way more cyber orientated working process
and to control the physical processes with the help of
virtual processes. IIoT is set to grow and add $14.2 tril-
lion to the glocal economy by 2023 [18].

However, these additionally causes the working process
and system to be vulnerable to to attacks; it is almost
impossible to secure every system against all kind of
attacks. Internet of Things represents normally a treat
to the private user, treating privacy, convenience or
comfort which we saw in the DyN Attack; where both
private printers and webcames were attacked. IIoT rep-
resents a different kind of treat. The attacks are in this
manner heading to hurt the supply chain. This could be
healtcare services, food supply chains, mining, logistics
or even firefighting [18]. Therefore, it is also impossi-
ble to determent how to prevent any kind of attacks,
because each of them is individual and tailored.

5 DISCUSSION

In this section we present the discussion and we aim
here to answer the two research questions that drove
this study. The research questions are presented in
the subsections and hereafter we discuss the found re-
search.
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5.1 What solutions can we use to
prevent attacks like the Dyn
Attack?

The important thing in this aspect is that the organiza-
tions have a cyberattack protection plan that includes
the before, during and after the cyber attack. For this,
the protection plan is divided into four phases: preven-
tion, detection, response, and recovery.[16]

=» C

Respond

Figure 5: The Protection Plan

5.1.1 Prevention. Currently, there is no computer en-
vironment that is not vulnerable to cyber attack, but we
can try to prevent malware from attacking the devices.
In addition, attackers increasingly develop threats that
are more difficult to detect and solve. For this reason,
it is advisable to have manuals of preventive measures
that reflect good practices on how to handle informa-
tion leakage, define security policies or access control
systems. Another important aspect is to develop train-
ing plans or courses on cybersecurity for employees of
organizations so that they are trained to identify possi-
ble attacks. They are the main entrance of cyber attacks
more than 80% of the time.

5.1.2 Detection. A critical stage in any entity since
good management of the detection phase of a cyberat-
tack can suppose a significant reduction of its impact
within an organization. It makes use of the company’s
computer security strategy, a document which includes
the main steps to be taken in case of suffering a threat
ranging from the detection itself, the measures to be
taken to minimize the effects, the affected equipment,
etc. In addition, it is vital to inform users about this
attack so that they follow the established protocol and
especially to all the individuals involved in the response
team immediately. In this phase, the main measures that
must be taken are completely technical since it is es-
sential to have continuous monitoring of the systems
to detect any malicious input.

Cybersecurity

5.1.3 Reponse. In this phase of the protection plan,
it is time to respond to the incident and inform both
employees and clients and partners, who must know
the extent of the attack and, if necessary, they will have
to take some security measures such as It may be to
change access codes and be predisposed to report the
event. To this end, a comprehensive communication
strategy must be put in place that covers each of these
areas.

5.1.4 Recovery. Once detected the cyber attack and
removed from the computer system is the time to carry
out a recovery plan by returning to the system as it
was before the incident. To this end, technical measures
to recover information must be implemented, such as
backup solutions, backup copies, decryption programs,
among others. It also serves to draw conclusions from
what happened and identify what aspects can be im-
proved in terms of cybersecurity so that this situation
does not happen again.

5.2 How can we improve against
DDoS attacks?

Gartner analyst firm affirms that the prevention of
DDoS attacks should be: "a standard part of disaster
recovery planning and business continuity and should
be included in all internet services when the business de-
pends on the availability of the Internet connectivity." [1]

Organizations today have a large number of technolo-
gies at their disposal to prevent cyber attacks, many
of which are mature and easy to implement. Examples
include intrusion prevention systems (IPS), which are
designed to detect and block malicious activity on the
network before the damage occurs; anti-distributed de-
nial of service (DDoS) solutions, which protect against
one of the most common threats to server availabil-
ity; and identity and access management. If you know
your environment well enough to distinguish the dif-
ference between normal traffic and abnormal traffic,
preventive controls are often very effective. However,
it would be a mistake to think that they are infallible:
hackers are always looking for new ways to avoid them.

As such, it is important for organizations to adopt a
defense-in-depth model: if hackers manage to bypass a
layer of security, they must still have others standing in
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their way before they can cause a problem. Of course,
prevention does not only have to do with technology
but also with the implementation of security measures
to protect information from unauthorized use and dis-
closure, modification or destruction, whether accidental
or intentional. Security policies dictate how and when
updates should be implemented, and how emergency
patches are applied to keep your systems updated.

To achieve well-prepared planning, you must identify
the parts of the network most likely to be attacked by
DDoS, such as Internet bandwidth, firewalls, intrusion
prevention, load balancer or servers. In addition, it is
necessary to closely monitor these potential points of
failure, and evaluate whether they should update or op-
timize their performance and resistance. Finally, those
responsible should know their traffic, since it can con-
trol what can and what can not be seen should scan
and monitor both incoming and outgoing traffic to gain
visibility in unusual volumes or designs that can iden-
tify target sites or reveal botnets within the network.
There are few defense approaches used to combat DDoS
attacks, but none of them is perfect. Some of the steps
to prevent these attacks are the following.

5.2.1 Buy more bandwidth. The most basic step that
can be taken to make the infrastructure "DDoS-resistant"
is to make sure there is enough bandwidth to improve
peaks in traffic that can be caused by malicious activi-
ties. In the past, it was possible to avoid DDoS attacks by
making sure you had more bandwidth at your disposal
than any attacker could have. But with the increase
in amplification attacks, this is no longer practical. In-
stead, buying more bandwidth now raises the level that
attackers must overcome before they can launch a suc-
cessful DDoS attack, but buying more bandwidth is not
a DDoS attack solution

5.2.2  Build redundancy in your infrastructure. To
make it as difficult as possible for an attacker to success-
fully launch a DDoS attack against their servers, you
have to make sure to distribute them in several data
centers with a good load balancing system to distribute
the traffic between them. In addition, these data centers
must be in different countries, or at least in different
regions of the same country. For this strategy to be
truly effective, it is necessary that the data centers are
connected to different networks and that there are no
obvious bottlenecks or single points of failure in these

networks.

The geographical distribution and topography of the
servers will make it difficult for an attacker to success-
fully attack more than one part of the servers, leaving
the other servers affected and able to take at least some
of the additional traffic that the affected servers would
normally handle.

5.2.3 Configure the network hardware against DDoS
attacks. There are simple changes in the hardware con-
figuration that you can perform to help prevent an at-
tack. For example, configuring your firewall or router to
remove incoming ICMP packets or block DNS responses
outside of your network (by blocking UDP port 53) can
help prevent certain volumetric attacks based on ping
and DNS.

5.24 Implement anti-DDoS hardware or software
modules. The servers must be protected by network fire-
walls and more specialized web application firewalls,
in addition to using load balancers. Many hardware
vendors now include software protection against DDoS
protocol attacks such as SYN flood attacks, for exam-
ple, by monitoring how many incomplete connections
exist and eliminating them when the number reaches a
configurable threshold value.

You can also pull the software modules specific to some
web server software to provide some DDoS preven-
tion functionality. For example, Apache 2.2.15 is deliv-
ered with a module called "mod_reqtimeout” to protect
against attacks from the application layer, such as the
Slowloris attack, which opens connections to a web
server and then keeps them open for as long as possi-
ble by sending partial requests until the server can not
accept more new connections.

5.2.5 Implement a DDoS protection device. Many se-
curity providers, including NetScout Arbor, Fortinet,
Check Point, Cisco, and Radware, offer devices that are
located in front of network firewalls and are designed
to block DDoS attacks before they can take effect. They
do this using several techniques, which include carry-
ing out the baseline of traffic behavior, then blocking
abnormal traffic, and blocking traffic based on known
attack signatures.
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The main weakness of this type of approach to pre-
venting DDoS attacks is that the devices are limited in
the amount of traffic they can handle. While high-end
devices can inspect traffic that reaches speeds of up to
80 Gbps or less, today’s DDoS attacks can easily be an
order of magnitude larger than this.

5.2.6 Protect your DNS servers. Do not forget that a
malicious actor can disconnect web servers by doing
DDoS to DNS servers. Therefore, it is important that
DNS servers have redundancy, and placing them in
different data centers behind load balancers is also a
good idea. A better solution may be to move to a cloud-
based DNS provider that can offer high bandwidth and
multiple points of presence in data centers around the
world. These services are specifically designed with
DDoS prevention in mind.

5.2.7 We can all help prevent. One of the main ac-
tions to be carried out is to create awareness to the
users of the impact that this type of attacks has and
that they can participate in it without being aware of it.
That is why there are some simple and general safety
tasks that you can carry out at home, at school or at
work. To make life more difficult for criminals.

o Patch early, patch often. You must keep the router’s
firmware updated. Also, have the latest updates
of the operating systems of the devices.

e Disable remote access to the Internet of Things (IoT)
devices such as cameras and printers. Some con-
nected devices allow external users to log in by
default, which is useful for troubleshooting, but
even more practical for criminals. If the device
allows you to restrict access to your local network
only, make sure the option is activated.

o Change the passwords of the device so that it has no
default value. Many devices come preconfigured
with user names and passwords that can be found
with a search engine. A default password is as bad
as no password.

e Learn to scan our own network to detect security
holes. Tools like Nmap can help find holes before
criminals do. It is legal to test our own network,
so you can also find out if there is an obvious
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problem first.

e Consider testing an industrial-strength home fire-
wall. For example, Sophos Firewall Home Edition
is free. Although a spare computer and some tech-
nical experts are required to configure it, keeping
updated with protection against the latest hack-
ing threats.

5.3 How to cope specifically with
ITIoT Attacks

Attacks against internet of things, and especially in-
dustrial internet of things can do massive harm and
both are on the increase. This could be both health care
systems, oil transporters or national banks. Depending
on the context, different solutions might be available.
However, some suggestions to improve the security are
[18]:

e Data should be distributed (block chain technol-

0gy)
e Use encryption
e Control third party access

Additionally, especially for Industrial Internet of Things,
it is suggested to install sensors to the devices, that track
sudden differences that might be related to an attack.
This could be: pipe pressure, oil flow speed or sudden
changes in temperatures [18]. This is important in or-
der to catch and register a possible attack in the area of
IIoT and IoT.

6 VALIDITY

In this paper we have aimed to thrive for as much aca-
demic material as possible. With that said, we still use
several home pages which describes the procedure and
happening of the DyN attack. Our sources of infor-
mation are quite limited since this is not a case study
we observe ourselves, but instead drawing conclusions
from existing literature. Therefore, no triangulation
process has been able to be followed.

7 CONCLUSION

Cybsecurity is a hot topic these days and even the se-
curity treat is high, many Internet hosts and devices
in both Industrial Internet of Things and Internet of
Things are not secured. This we was in the case of
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the DyN attack which present a major lack of security
and the consequences within, This paper represents
a short and brief literature review which presents the
case study of the DyN attack from 2016. The case study
is used to investigate how we can improve the cyberse-
curity and prevent attack from DDoS-related attacks in
the future.

We aimed to answer the following research questions:

o What solutions can we use to prevent attacks like
the Dyn Attack?
e How can we improve against DDoS attacks?

Our study shows that prevention can be increased
with a well-constructed protection plan; this should
consists of Prevent which aims to highen education,
define security policies. Secondly to Detect is about
detecting the actual attack. This is conducted with con-
tinuous monitoring of the system in order to detect
the attack. Additionally, the affected users have to be
informed. Thirdly, we should Respond which includes
an communication strategy in order to inform clients
and employees on how to deal with the affected areas.
Finally, we Recover. This includes technical measures
to recover information must be implemented, such as
backup solutions, backup copies, decryption programs,

On the other hand, the improvement of DDoS attacks
specifically, the improvement is much harder. No soft-
ware system today can be secured in every possible way.
However, there are some options in order to improve
the security. Block chain is one option in which we dis-
tribute our data across different data centres, countries
and networks. Firewalls are another option and finally
we can use encryption in order to secure against attacks.
Security specifically designed for Industrial Internet of
Things, we found out that block chain and encryption
can still be used. Additionally, one solution is to install
sensors on the industrial devices in order to track rapid
or sudden changes in for instance temperature, pipe
pressure of oil flow speed.

Cyber attacks cannot fully be prevented, but during
this study we did find options in order to improve the
security and in the future be able to better respond to
domain name system attacks, such as the DyN attack
in 2016.
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