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I. The Revenue Cycle
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What are general threats to the revenue 
cycle? 

1. Inaccurate or invalid master data

2. Unauthorized disclosure of sensitive information

3. Loss or destruction of data

4. Poor performance
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Flowchart: Sales order entry and shipping 
process (1/3)
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What are threats to the sales order entry 
and shipping process? 

1. Incomplete/inaccurate orders

2. Invalid orders

3. Uncollectible accounts

4. Stockouts and excess inventory

5. Loss of customers

6. Picking wrong item or quantity to ship

7. Theft

8. Shipping errors (fail to ship the goods, wrong quantities, wrong 

items, ship to wrong address, duplication)
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Business process map (BPMN 2.0): Sales 
order entry and shipping process (2/3)
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Database tables: Sales order entry and 
shipping process (3/3)
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Flowchart: Billing (1/2)
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What are threats to the billing process? 

1. Failure to bill customer

2. Billing errors

3. Posting errors in accounts receivable

4. Inaccurate or invalid credit memos
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Business process map (BPMN 2.0): Billing 
(2/2)
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Flowchart: Cash collection (1/2)

Start

Receive 

Transferred 

Funds

Does Batch Total 

Match Customer 

Payments 

Received?

End

Resolve Issue

Prepare 

Deposit 

Summary 

to Update 

Accounts

No

Yes

Request 

Daily Batch 

Total from 

Credit Card 

Company



© David Derichs, 2019 29.4.2019

16

What are threats to the cash collections 
process? 

1. Theft of cash

2. Identity theft

3. Cashflow problems
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Flowchart: Cash collection (2/2)
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Cycle
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What are general threats to the purchasing 
cycle? 

1. Inaccurate or invalid master data

2. Unauthorized disclosure of sensitive information

3. Loss or destruction of data

4. Poor performance
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Flowchart: Create Purchase Order (1/2)
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What are threats to the create purchase 
order process? 

1. Stockouts and excess inventory

2. Purchasing items not needed

3. Purchasing items at inflated prices

4. Purchasing goods of poor quality

5. Unreliable suppliers

6. Purchasing from unauthorized suppliers

7. Kickbacks
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Business 
process 
map 
(BPMN 
2.0): 
Create 
Purchase 
Order 
(2/2)
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Flowchart: Receive items (1/2)
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What are threats to the receive items 
process? 

1. Accepting unordered items

2. Mistakes in counting

3. Verifying receipt of services

4. Inventory theft
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Business process 
map (BPMN 2.0): 
Receive items (2/2)



© David Derichs, 2019 26.4.2019

28

Flowchart: Approve invoices (1/2)
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What are threats to approve invoices 
process? 

1. Errors in supplier invoice

2. Mistakes in posting to accounts payable
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Business process map (BPMN 2.0): 
Approve invoices (2/2)
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Flowchart: Pay Bills (1/2)
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What are threats to pay bills process? 

1. Failure to take discounts

2. Pay for items not received

3. Duplicate payments

4. Theft of cash

5. Check alteration

6. Cash flow problems
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Business process map (BPMN 2.0): 
Approve invoices (2/2)



III. The Payroll Cycle
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What are general threats to the payroll 
cycle? 

1. Inaccurate or invalid data

2. Unauthorized disclosure of sensitive information

3. Loss or destruction of data

4. Hiring unqualified or larcenous employees

5. Violations of employment laws

H
id

d
e
n

in
 p

re
-le

c
tu

re
v
e
rs

io
n



© David Derichs, 2019 26.4.2019

37

Flowchart: Enter time (1/2)
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Business process map (BPMN 2.0): Enter 
time (2/2)
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Flowchart: Calculate payroll (1/2)
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What are threats to the enter time and 
calculate payroll process? 

1. Unauthorized changes to payroll master data

2. Inaccurate updating of master data

3. Inaccurate time and attendance data

4. Errors in processing payroll

H
id

d
e
n

in
 p

re
-le

c
tu

re
v
e
rs

io
n



© David Derichs, 2019 26.4.2019

41

Business process map (BPMN 2.0): 
Calculate payroll (2/2)
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Flowchart: Pay employees (1/2)
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What are threats to the enter time and 
calculate payroll process? 

1. Theft or fraudulent distribution of paychecks

2. Failure to make required payments

3. Untimely payments

4. Inaccurate payments
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Business process map (BPMN 2.0): Pay 
employee (2/2)
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Flowchart: Pay payroll liabilities (1/2)
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Business process map (BPMN 2.0): Pay 
payroll liabilities (2/2)



IV. Case: Business 
Intelligence
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In class case: Maintaining the KONE people 
flow

1. How does KONE maintenance make money? 

2. What are the levers for productivity? 

3. How can BI increase profitability? 

4. How can BI increase revenues? 



Thank you! 
Questions? 


